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Abstract—Demand for wireless and mobile data is increasing

along with development of virtual reality (VR), augmented re-

ality (AR), mixed reality (MR), and extended reality (ER) ap-

plications. In order to handle ultra-high data exchange rates

while offering low latency levels, fifth generation (5G) net-

works have been proposed. Energy efficiency is one of the key

objectives of 5G networks. The notion is defined as the ratio

of throughput and total power consumption, and is measured

using the number of transmission bits per Joule. In this paper,

we review state-of-the-art techniques ensuring good energy ef-

ficiency in 5G wireless networks. We cover the base-station

on/off technique, simultaneous wireless information and power

transfer, small cells, coexistence of long term evolution (LTE)

and 5G, signal processing algorithms, and the latest machine

learning techniques. Finally, a comparison of a few recent re-

search papers focusing on energy-efficient hybrid beamform-

ing designs in massive multiple-input multiple-output (MIMO)

systems is presented. Results show that machine learning-

based designs may replace best performing conventional tech-

niques thanks to a reduced complexity machine learning en-

coder.
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1. Introduction

Conventional fuels used for power generation, heating and

transport have contributed to an 80% increase in green-

house gas emissions compared to 1970. According to pro-

jections pertaining to 2040, global energy demand is ex-

pected to increase even further, by 30%, with the pace of

growth being even faster in developing countries [1]. 5G

networks would inevitably be responsible for an increase

in the amount of energy used by consumers, therefore con-

tributing to climate change. As the amount of space within

the wave spectrum in which consumer devices may operate

is increased by the use of millimeter waves, energy usage

grows as well, leading to faster global warming. 3GPP

standards, including those related to 5G networks, aim to

increase capacity and coverage of the system, with energy

efficiency gains considered at architectural and functional

level [2]. Ensuring that hardware is capable of working

within extended operating condition ranges (temperature

and humidity levels prevailing in rooms in which equip-

ment is located) may lead to a decrease in the amounts

of power consumed by air conditioning systems. Small

cells used to provide 5G connectivity are claimed to be en-

ergy efficient and powered in a sustainable way. However,

maintenance- and production-related issues may cause con-

siderable cost implications [1]. Deployment of 5G systems

is also expected to improve energy efficiency (EE) of the

entire industry as a whole, as the cost of energy per bit of

data transferred is, in 5G, equal to one tenth of the level

experienced in 4G [2]. However, base stations still remain

energy-hungry locations of the network, due to the foresee-

able increase in traffic that is expected to grow by several

thousand percent.

A few papers exist that focus on analyzing EE of 5G net-

works. Report [3] surveys various optimization techniques,

the game theory and machine learning approaches that have

been proposed for enhancing power allocation to downlink

and uplink channels. Other energy-saving approaches are

described therein as well. In paper [1], some of the sig-

nificant examples discussed include deployment of newer

radio resource control (RRC) for context signaling and for

reducing the number of redundant state changes. Utiliza-

tion of advanced clustering and caching techniques on the

radio access network (RAN) side has been highly valued

for improving latency requested by a group of users and for

eliminating the factor of clogging the network by a huge

number of requests for the same data. Commercial resource

sharing between different operators offers encouraging re-

sults in terms of reduced deployment costs and good data

rates, while ensuring minimum interference. In a paper [4]

a detailed discussion of the various advantages and disad-

vantages of green and energy efficiency techniques is pre-

sented, contributing to understanding the ways in which

green radio architecture may be used in 5G and future

mobile networks, and presenting the challenges that will

be encountered in the process. In this paper, three most

promising green solutions are analyzed. Extreme mobile

broadband (xMBB) is a service characterized by high data

rates, low latency communication (LLC), and extreme cov-

erage. Its spectrum resources include lower bands, and new

higher bands with large contiguous bandwidth, (license +

LSA + LAA). Its target values are defined by the peak data
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rate of up to 20 Gbps for downlink and 10 Gbps for uplink.

Massive machine-type communications (mMTC) is another

type of service that offers the following features: dense mo-

bile networks, wide-area coverage and deep penetration. It

relies on lower band frequencies and its spectrum resources

include licensed shared access (LSA) and licensed-assisted

access (LAA). The target connectivity density value equals

1 million devices per square kilometer. The third service

offers ultra-reliable and low-latency communication links,

such as V2X. Its spectrum resources are based on lower

bands, exclusive licenses, and its target user latency quals

0.5 ms. A typical 5G network is shown in Fig. 1. Mathe-

matically, energy efficiency of the base station side is de-

fined as:

EE =
R

ηPt +Pc
[bits/Joule] , (1)

where, R is the average overall data rate in bits per second,

η is the reciprocal of the transmit power (amplifier effi-

ciency), Pt is the transmission power, and Pc is total power

dissipated in the transmitter circuit.

Fig. 1. Model of a multiuser massive MIMO downlink system.

The rest of the paper is organized as follows: in Section 2,

on/off techniques are presented and energy harvesting is

described. Section 3 presents heterogeneous networks and

energy efficiency-related considerations. Energy-efficient

physical layer hardware designs are reviewed in Section 4,

and machine learning techniques ensuring EE are presented

in Section 5.

2. Energy Efficiency Using On/Off

Techniques and Energy Harvesting

Authors in [5] propose three independent energy efficiency

optimization solutions to minimize energy consumption by

either forcing idle base stations to go to sleep, or by dynam-

ically adjusting the signal range of base stations through

software-defined networking. This means that the stream

table of the base stations is reconfigured to modify the con-

nections between users and base stations in order to free as

high a number of base stations that is feasible under spe-

cific circumstances. Secondly, the maximum transmission

time required for given content to be downloaded from the

server is minimized in order to let the base station to go

to rest. Finally, at times a stronger signal may be used by

base stations in situations in which weaker signal might be

sufficient to cover the needs of all customers. Therefore,

the power level of such a station may be adjusted to save

energy.

In [6], the authors proposed a strategy for dense femtocell

deployment based on sleep mode and hybrid access poli-

cies. In most studies, a femtocell base station awakens from

rest when its clients are active. However, in this work, the

femtocells with dynamic clients may continue to sleep if

the reallocation of their clients is feasible based on hybrid

access to their neighbors, with throughput enhancements

ensured simultaneously. Simulations indicate that ab in-

crease in femtocell density boosts the number of clusters

formed and femtocells remaining in the sleep mode, hence

improving energy efficiency.

Paper [7] describes the efficiency of harvesting energy

through radio frequency (RF). Two mathematical simula-

tions are conducted as part of the study, verifying the en-

ergy efficiency to training interval ratio and checking how

EE is affected by the change in block size and in the num-

ber of users. Simulations show that EE is low for large

Tt values due to the amount of energy dissipated, which

means that the factor that is of most significance for EE

deteriorates. Larger amounts of energy may be harvested

with more receivers (users). This is because one of the

users is decoding information while others harvest energy.

In paper [8], the authors propose an iterative hybrid analog-

digital beamforming scheme for simultaneous wireless in-

formation and power transfer (SWIPT) for MIMO systems

with limited RF chains at the base station. Compared to

fully-digital SWIPT, the proposed scheme is reported to be

a better solution for energy harvesting with significant gains

in total power consumption.

3. Energy Efficient Heterogeneous

Networks

A potential solution to improve energy efficiency of 5G

heterogeneous networks consists in offloading traffic from

macro cells to small cells. Paper [9] presents a scheme

conditionally offloading traffic from macro cells to picocells

and femtocells under the condition that the cell system load

of all cells is maintained below a certain threshold. The

proposed scheme is developed using an online reinforce-

ment learning methodology capable of surmising that other

macro cells are pursuing offloading strategies, which re-

duces the base station information exchange overhead. The

study found that cell load is a key factor that impacts inter-
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ference, small cell traffic congestion, and energy efficiency.

As network load or cell load increase, energy efficiency,

interference, and quality of service (QoS) decrease.

In [10], an energy efficiency comparison has been per-

formed between single-tier, two-tier, and three-tier networks

by using stochastic geometry tools. Base stations of all

tiers are positioned in accordance with the Poisson point

process, and they are not quite the same as one another in

terms of their size, density, and transmitting power. Simu-

lation results show that energy efficiency of a heterogeneous

network is enhanced by increasing the number of pico and

femtocells. However, the growing number of pico and fem-

tocell base stations increases co-channel interference, since

pico and femtocells are located inside macro cells.

Multi-connectivity is a feature of 5G technology that al-

lows users to connect and consume resources from mul-

tiple base stations concurrently, potentially using different

radio interfaces, i.e. Evolved-LTE and new radio. Authors

in [11] propose new algorithms for multi-connectivity and

compare them with single connectivity scenarios to exam-

ine how multi-connectivity is capable of improving relia-

bility and the system’s overall energy efficiency. The paper

shows that at low speeds, multi-connectivity offers little

improvement in terms of radio link failures. However, at

high speeds, a reduction of up to 50% is observed. The

newly proposed secondary cell selection algorithms pre-

sented in [11] improved energy efficiency of the network

by up to 20% at low speeds.

The proposal [12] is to optimize power using spectrum

sharing in the next generation networks (NGNs) in order to

achieve high spectrum and energy efficiency for both the

primary and the secondary system, without the involvement

of a secondary transmitter. When comparing the perfor-

mance of the proposed model with the opportunistic spec-

trum sharing model and other popular resource allocation

algorithms, the efficiency of the proposed scheme turns

out to be superior. Spectrum sharing is gaining popular-

ity as it allows to expand the spectrum and boost power

efficiency of the network. Spectrum sharing allows for co-

operative or simultaneous use of limited radio frequency

resources by a number of independent users within a par-

ticular geographical area. Spectrum sharing may help ef-

fectively use white spaces or underutilized portions of the

spectrum. Also, there are various power allocation strate-

gies for optimum resource block allocation in the spectrum

sharing process. Optimum resource block allocation strate-

gies aim to optimize the spectrum and energy efficiency of

the system, simultaneously increasing the quality of service

for both primary and secondary receivers.

4. Energy Efficient Physical Layer

Hardware Design

Paper [13] aims to reduce both hardware complexity and

power consumption in hybrid analog-digital beamform-

ing systems. Reduced-dimension training sequence designs

and transmit precoder designs are considered jointly. Pa-

per [19] discusses the minimum number of RF chains re-

quired and trade-offs with the bandwidth of the transmitted

signal needed in order to realize any given fully digital pre-

coder relying on hybrid analog/digital precoding (HADP)

in wide-band mm-Wave systems. The authors of [10] com-

pare different hybrid beamforming architectures and opti-

mize the number of antennas in order to maximize EE. The

combination of phase shifters and switches has been shown

to be superior to the conventional phase shifter-only archi-

tectures in terms of spectral and energy efficiencies. In

the paper [14], the authors propose wireless power transfer

(WPT) based algorithms for the hybrid beamforming de-

sign to achieve optimized performance of the fully digital

beamforming architecture. In HB, the number of RF chains

is in general significantly lower than that of transmit anten-

nas. It is shown that for a general point-to-point MIMO

WPT system, optimized performance may be achieved as

long as the number of RF chains at the energy transmitter

is not lower than twice the number of sub-bands used or

twice the number of channel paths. For MISO WPT, the

required number of RF chains may be reduced even further

to equal the number of channel paths only.

Paper [15] compares spectral and energy efficiency of hy-

brid beamforming and digital beamforming systems, tak-

ing into account the effects of channel estimation, trans-

mitter impairments, and multiple simultaneous users for

a wideband multipath model. Considering the model of

the quantization error at each antenna, better EE and

achievable rates are obtained with 5-bit ADC resolution at

high SNR.

The digital beamforming model with low resolution ADCs

outperforms hybrid beamforming in terms of spectral effi-

ciency and energy efficiency for single-user and multi-user

scenarios with multipath propagation [15], [16]. Low res-

olution ADC DBF is resistant to small automatic gain con-

trol (AGC) imperfections. Energy efficiency and spectrum

efficiency (SE) of wireless communication systems may

be significantly enhanced by large-scale antenna systems.

These systems are deployed in hybrid digital and analog BF

structures. The analysis of this kind of structures presented

in [17] provides an insight into optimal analog and digital

BF designs, EE-SE relationship at the green point, and the

impact of the number of transceivers on the green EE point,

i.e. the point with the highest EE along the EE-SE curve. In

paper [18], the authors compare the energy efficiency max-

imization problem for three different types of precoding

scenarios, namely zero-forcing (ZF), general beamforming

and conjugate-beamforming, in a multiuser downlink dis-

tributed antenna system with a hybrid energy supply. The

proposed algorithm, based on joint power allocation and

energy cooperation, allows to maximize EE and shows that

ZF achieves better EE with low noise variance, while conju-

gate beamforming performs better in high-noise scenarios.

Paper [8] proposes different hybrid beamforming schemes

in which phase-only weights are applied for the analog pre-

coder and combiner in a mm-Wave MU-MIMO transmis-
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sion. The proposed design is applied in fully-connected

structures and is then extended to their sub-connected coun-

terparts. In [19], the authors propose an energy efficient

optimization model for multi-user massive MIMO, based

on the joint optimization problem involving computation

and communication power. An upper bound of energy ef-

ficiency is provided for multi-user massive MIMO systems

with partially-connected structures of RF transmission sys-

tems. The proposed design aims to find an EE suboptimal

solution capable of jointly improving computation and com-

munication power in massive MIMO systems. Paper [20]

addresses the implications of highly directional communi-

cation for the design of an efficient medium access control

(MAC) layer. It discusses the key MAC layers options

available and design physical control channel aspects that

may improve performance, spectral efficiency and energy

efficiency. An energy-efficient hybrid beamforming design

for a partially-connected structure is investigated in [21].

The authors design a two-layer optimization method to

solve the non-convex problem by exploiting interference

alignment and fractional programming. First, an analog

beamformer is obtained using the alternating-direction opti-

mization method, and then the minimum mean square error

(MMSE)-based digital precoder and combiner are formed.

5. Energy Efficiency Using Machine

Learning Techniques

In recent research, machine learning techniques are widely

explored in various sections of the 5G networks to enhance

their performance in terms of spectral and energy efficiency.

In [22], the authors propose a centralized resource alloca-

tion scheme that exploits online learning techniques, guar-

anteeing mitigation of interference and maximization of en-

ergy efficiency, while avoiding dropping QoS requirements

for all users. The priority of users in resource block (RB)

allocation and compact state representation-based learning

methodology was considered to enhance the learning pro-

cess in the design with a model-free reinforcement learning.

The outcome of the simulation clearly shows that the pro-

posed resource allocation scheme is capable of mitigating

interference, considerably increasing energy and spectral

efficiency, as well as sustaining the users’ QoS require-

ments. Centralized joint RBs and the power allocation

scheme rely on a single controller integrated into the cen-

tralized baseband unit. This controller gathers the network

state information through its interface with the macro BSs

and uses this knowledge to select the most appropriate ac-

tions that ensure energy efficiency enhancements, while si-

multaneously maintaining QoS requirements from different

tier users. The proposed online learning model ensures

compact state representation in order to reduce the size

of the state space, augments the algorithm’s convergence

and manages the curse of dimensionality. The conventional

base station is separated into two parts within a heteroge-

neous cloud radio access network structure. This allows to

centralize the signal processing part as the baseband unit,

and the signal transceiver part as the radio remote head:

the centralized baseband unit and the radio remote head

unit are associated through fronthaul links. Paper [23] pro-

poses a joint transmission mode selection and power con-

trol algorithm with reinforcement learning to ensure en-

ergy optimization via fifth-generation communication for

the heterogeneous cloud radio access network architecture

in a vehicular social network. It considers cellular and

D2D communication coexisting in a single cell environ-

ment. Two Q-learning algorithms have been designed that

enable to take optimal communication mode selection and

transmission power control decisions by altering the target

SINR. The two Q-learning models are centralized and dis-

tributed Q-learning. The agent in the baseband unit uses

centralized Q-learning to maximize the system’s energy

efficiency while guaranteeing compliance with QoS con-

straints. The vehicles use distributed Q-learning to maxi-

mize their achievable data rate.

In [24], a sub-connected switch-based hybrid precoding ar-

chitecture with lens array for beamspace MIMO systems is

proposed to overcome the issue of high energy consump-

tion. The hybrid precoding scheme aiming to maximize

the achievable sum rate is based on the cross-entropy (CE)

optimization approach developed in machine learning [24].

But this paper does not focus on inter-user interference in

the beam domain.

In [25], a machine learning approach was applied to a joint

hybrid beamforming and radio resource management for

a rank constrained mm-Wave MU-MIMO downlink. For-

mulation of the optimization problem aimed to maximize

the total throughput constraint while taking into account

the total transmit power and the number of RF chains. The

energy efficiency aspect has not been investigated in this

paper. Three different machine learning methods, namely

random forest, deep learning, and ridge regression, were

applied in [26] to forecast the resulting uplink transmission

power based on the passive network quality indicators and

application-level information available. The random forest

model was reported as offering the best performance. How-

ever, this framework cannot be utilized to optimize energy

efficiency without the channel feedback overhead. Ma-

chine type communications also need a low latency 5G

technology. Fast establishment of uplink transmission for

machine type communications (MTCs) is one of the main

challenges affecting future wireless systems. The optimal

selection of machine type devices (MTDs) to be used in the

establishment of a fast uplink can be achieved by applying

machine learning-based techniques, namely multi-armed

bandit theory and deep reinforcement learning [27]. The

deep reinforcement learning and multi-armed bandit theory-

based uplink resource allocation methodology presented

only works for dominant uplink traffic networks, such as

sensor networks or MTDs. It cannot be applied to mobile

users who require mostly downlink data transmissions. The

authors of [28] proposed a genetic algorithm (GA) approach

to resource block allocation in a multi-cell network. This
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approach allows to minimize inter-cell interference by max-

imizing channel capacity in the resource allocation process.

The proposed genetic algorithm-based resource allocation

methods for cell-edge users uses the multipath Rayleigh

channel. However, 5G communication is supposed to rely

on the mm-Wave channel, with dominant line-of-sight

(LOS) transmission paths. The resource allocation problem

of small LTE-U base stations (SBSs) was modeled based on

the deep learning approach in [29]. Dynamic channel se-

lection, carrier aggregation, and fractional spectrum access

operations are performed proactively, while guaranteeing

fairness with existing Wi-Fi networks and other LTE-U op-

erators. Again, this work does not consider mm-Wave chan-

nels and the proposed solution is intended for the multipath

channel model.

The author of [30] proposed an actor-critic reinforcement

learning (RL) approach based on the stochastic policy gra-

dient to improve the system’s throughput and to boost D2D

throughput. Compared to the value-based scheme, such

as Q-learning, the policy-based method was reported to

be better, since it maximized the expected throughput by

searching in the policy space. Due to the near-optimal

and direction beam transmission in the mm-Wave channel,

D2D communication will exert lower impact on the exist-

ing cellular network. Reinforcement learning has also been

proposed for the resource allocation stage in mobile edge

computing systems [31]. It offers a near-optimal solution

for the joint task of offloading and resource allocation, si-

multaneously minimizing energy consumption and delays.

This work does not consider transmission power consump-

tion. In [32], the resource allocation problem in virtual

reality wireless networks is considered for both uplink and

downlink scenarios. Formulation of the has led to the es-

tablishment of a non-cooperative game and a distributed al-

gorithm based on the machine learning framework of echo

state networks (ESNs) being proposed to solve this game.

Such a model is used for determining VR metrics, such as

tracking accuracy, processing delay, and transmission delay.

Deep reinforcement learning was applied to develop a de-

centralized resource allocation mechanism with minimum

transmission overhead for vehicle-to-vehicle (V2V) com-

munications [33]. The decisions concerned with finding

the optimal sub-band and power level for the transmission

are autonomously taken to support each V2V link. This ap-

proach does not use massive MIMO or hybrid beamform-

ing. In [34], the authors proposed a simple reinforcement

learning algorithm based on an epsilon-greedy multi-hop to

achieve significant energy savings in low-power wide area

networks relying on multi-hop topologies. In single-hop

topologies, uplink (UL) communications from distant nodes

are established with high power levels, whereas transmis-

sions to closer hops are enabled by multi-hop routing in UL,

in order to reduce energy consumption. This LoWAN net-

work uses remote with IEEE 802.15.4 physical and MAC

layers. The proposed multi-hop dynamic routing approach

is not always energy efficient. There is a tradeoff between

circuit power consumption and transmission power. There

is a need for cross-layer machine learning techniques cov-

ering PHY, MAC, and network layers to ensure optimal EE

and SE levels.

6. Performance Study

In this section, we summarize our preliminary studies

concerning machine learning techniques deployed for user-

beam pair selection in the hybrid beamforming design used

in 5G communications. Hybrid beamforming is an imper-

ative part of 5G massive MIMO millimeter wave com-

munications [35]. Hybrid beamforming divides the pro-

cessing of signal for beamforming into two stages: ana-

log beamforming and digital beamforming. Analog beam-

forming is realized by analog phase shifters, while digi-

tal beamforming usually relies on zero-forcing precoders/

combiners. This arrangement reduces the number of radio

frequency chains required in the digital beamforming and

reduces energy consumption. Energy consumption may be

further reduced by user-beam allocation in the analog beam

domain.

6.1. Hybrid Beamforming and User-Beam Selection

Architecture

In hybrid beamforming, beamforming is performed in two

stages: an analog beamforming FAB ∈ C
N×NRF , and digital

beamforming FDB ∈ C
NRF×Ns as shown in Fig. 2.

We consider a single base station scenario. The base station

is equipped with N = 128 transmit antennas and is serving

K = 8 users. There are NRF = K RF chains available within

the base station. We use an extended Saleh-Valenzuela

model which accurately captures the mathematical structure

of in mm-Wave channels [36]. For simplicity, we assume

that each scattering cluster around the transmitter and the

receiver contributes a single propagation path [37]. The

near optical line-of-sight (LOS) wave propagation at mm-

Wave frequencies results in a limited number of scattering

paths, say L. The N×K MIMO channel matrix at the BS

can be written as:

H =

√

KN
L

L

∑
l=1

αla(φl) , (2)

where αl represents the complex gain of the l-th path with

i.i.d. C N (0,1). Moreover, a is the transmit steering vec-

tor. The variable φl ∈ [0,2π) is the l-th path’s azimuth

angle.

The analog beamforming matrix, e.g. discrete Fourier trans-

form (DFT) N×N matrix U may be used to convert spatial

channel H to a beam domain channel as:

Hb = UH . (3)

Now, the row of beam domain channel Hb corresponds

to N beams. The selection of K beams out of N to maximize

the energy efficiency poses a complex user-beam matching
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Fig. 2. Hybrid beamforming and user-beam selection architecture.

problem. User-beam allocation is an NP-hard mixed inte-

ger programming optimization problem. A global optimal

solution to this problem with K ≤ NRF (K is the num-

ber of users and NRF is the number of RF chains) may

only be obtained by using an exhaustive search method.

This solution has very high computational complexity

of:
NRF

∑
i=1

KCi.
NCi.

iPi ,

where aCb = a!
b!(a−b)! and aPb = a!

(a−b)! ,a≥ b.

For the data symbol vector s ∈ C
K×1, the beam domain

representation of the system is given by:

y = HH
b FDB,bs+ z , (4)

where FDB,b = UHFDB ∈C
M×K is the beam domain digital

precoder and z ∈ C
N×1 is the independent and identically

distributed (i.i.d.) complex Gaussian noise with zero-mean

and variance of one, i.e. C N (0,IN). The signal received

at user k is given as:

yk = hH
k,bfDB,k,bs[n]+ zk . (5)

The received SNR γk of the user k is:

γk =
|h̃H

k,bfDB,k,b|
2

∑
j 6=k
|h̃H

j,bfDB,k,b|
2 +

1
ρ
||fDB,k,b||

2
2

, (6)

where ρ is the average received SNR per antenna per user

and h̃k,b is the beam domain channel after the user-beam

selection. The sum-rate is given as:

R =
K

∑
k=1

log2(1+ γk) . (7)

Finally, the energy efficiency is calculated by Eq. (1).

In our machine learning model, training data is obtained

from the Hungarian method [38] and is then applied to

the user-beam matching problem. We use a shallow neural

network with the input layer of 128 neurons, the hidden

layer of 20 neurons and the output layer of 8 neurons. The

Fig. 3. Energy efficiency versus received SNR with 8 users and

128 transmit antennas.

Fig. 4. Energy efficiency and spectral efficiency trade-off with

8 users and 128 transmit antennas.
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Table 1

Energy efficiency comparison of some recent research

works devoted to signal processing

Authors
Reference Energy

paper efficiency

Han et al. [39] High

Liu et al. [41] Low

Khalid [42] Medium

Pal et al. [40] high

ML-based This paper High

Conventional MIMO Benchmark Low

hidden and output layers use sigmoid activation functions.

Figure 3 shows the average system level EE for the received

SNR. EE increases with the received SNR, up to the level

of 5 dB, and then starts decreasing due to interference and

high transmit power. ML-based hybrid beamforming offers

performance that is comparable to that of DFT-based [39]

and DFT+Greedy-based [40] solutions, but required fewer

computational resources (Table 1). It may be observed that

conventional MIMO precoding offers the lowest EE per-

formance because of NRF = N RF chains, while in other

hybrid beamforming designs NRF = K. The trade-off be-

tween EE and spectral efficiency (SE) is shown in Fig. 4.

EE increases with SE up to a certain level, and then EE

starts decreasing. ML-based hybrid beamforming may be

used to reduce the computational complexity and achieve

comparable, good performance.

7. Conclusions

This article reviews energy efficiency of 5G wireless net-

works relying on conventional and machine learning tech-

niques. Energy efficiency may be improved by deploying

the following techniques: base station on/off, energy har-

vesting with simultaneous transfer of wireless information

and power, small cells, coexistence of LTE and 5G and

signal processing algorithms. The latest machine learn-

ing techniques may be applied as well. Having analyzed

the use of various energy efficiency techniques in 5G net-

works, we present a comparison of different hybrid beam-

forming designs in mm-Wave massive MIMO systems. It

has been shown that the two-layered shallow feedforward

neural network-based ML scheme provides a negligible per-

formance gap. It is expected that machine learning will

replace adaptive and computationally intensive portions of

future communication systems.
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Abstract—Massive multiple-input multiple-output (MIMO) is

considered to be an emerging technique in wireless communi-

cation systems, as it offers the ability to boost channel ca-

pacity and spectral efficiency. However, a massive MIMO

system requires huge base station (BS) antennas to handle

users and suffers from inter-cell interference that leads to pi-

lot contamination. To cope with this, time-shifted pilots are

devised for avoiding interference between cells, by rearranging

the order of transmitting pilots in different cells. In this pa-

per, an adaptive-elephant-based spider monkey optimization

(adaptive ESMO) mechanism is employed for time-shifted op-

timal pilot scheduling in a massive MIMO system. Here, user

grouping is performed with the sparse fuzzy c-means (Sparse

FCM) algorithm, grouping users based on such parameters as

large-scale fading factor, SINR, and user distance. Here, the

user grouping approach prevents inappropriate grouping of

users, thus enabling effective grouping, even under the worst

conditions in which the channel operates. Finally, optimal

time-shifted scheduling of the pilot is performed using the

proposed adaptive ESMO concept designed by incorpo-

rating adaptive tuning parameters. The efficiency of the

adaptive ESMO approach is evaluated and reveals supe-

rior performance with the highest achievable uplink rate of

43.084 bps/Hz, the highest SINR of 132.9 dB, and maximum

throughput of 2.633 Mbps.

Keywords—massive MIMO, pilot contamination, sparse FCM,

time-shifted pilot scheduling, user grouping.

1. Introduction

The advancement of big data and the demand for commu-

nication networks has increased considerably, meaning that

classical wireless networks, such as 4G, are not able to

meet the demand of network users [1]. Massive MIMO

is a fundamental technique for establishing 5G wireless

communications and maximizing spectral efficiency. It

offers the ability to deploy different communication mod-

els, like cooperative communication, orthogonal frequency

division multiplexing (OFDM), and multicarrier commu-

nication. Massive MIMO relies on varying frequencies in

the frequency division duplex (FDD) mode. Thus, mas-

sive MIMO is based on the time division duplex (TDD)

system [2], which utilizes channel reciprocity for obtaining

the channel state information (CSI) [3] required. How-

ever, as anticipated, the lower coherence interval limits the

count of orthogonal pilots assigned to a user. The use of

similar pilots by various cell users means that pilot contam-

inations cannot be distinguished at the base station (BS).

Furthermore, massive MIMO has acquired much interest

because of gains in energy and spectrum efficiency affect-

ing BS with huge antennas that serve a set of users concur-

rently [4]. Under multi-cell scenarios, inevitable reuse of

pilots in varying cells is experienced and channel estimates

generated from certain cells are prejudiced by the reused

pilots which are then sent by users from other cells. The

phenomenon is termed as pilot contamination [5].

Despite its potential, the massive MIMO model poses var-

ious limitations. One of them is the effect of pilot con-

tamination. The problem occurs when users of adjoining

cells utilize similar sequences of pilots. The most unpleas-

ant cases are supposed to occur when neighboring cells

transmit similar sequences of a pilot at a similar time. For

avoiding the issue of synchronized pilots between adjoining

cells, a time-shifted pilot method is devised in which some

of the cells transmits downlink data, whereas others send

pilots. This technique enhances transmission rates of the

system. However, the assessment is based on the supposi-

tion that the number of antennas at BS is unlimited. Due

to the infinite number of antennas, some interference may

be considered to be negligible [6]. Pilot contamination un-

avoidably limits the efficiency of a huge-scale antenna of

a massive MIMO model, because of the corrupted esti-

mation of channels. The recycling of frequency amongst

adjacent cells led to interference that limited the quality of

service offer to cellular users, especially those positioned

at cell edges. Service providers look for solutions to re-

store performance at low SINR cell locations. Numerous

methods are devised to mitigate inter-cell interference.
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Among these are solutions that rely on multiple antennas,

meaning that on the BS side, these arrays become more

affordable [7].

In the literature, various methods are devised to mitigate the

effects of pilot contamination. The greedy pilot allocation

technique allows to alleviate the effect of contaminating pi-

lots by using arithmetical channel covariance information,

but still suffers from a number of complications. A blind

technique using subspace partition [8] is used for minimiz-

ing inter-cell interference (ICI), wherein channel vectors

of different users are supposed orthogonal. An adaptive

pilot clustering technique [9] is devised based on coali-

tional game theory. It may alleviate pilot contamination

by employing a subset of pilot resources in an individual

cell, thus causing spectral efficiency loss. In [10], the pilot

contamination precoding (PCP) method is devised, wherein

a precoding matrix is using zero-forcing (ZF) for obtaining

an infinite signal-to-interference plus noise ratio (SINR),

but it affects entire systems. In [11], an optimal technique

for determining a simple suboptimal algorithm and an op-

timum pilot contamination precoding matrix are devised.

In paper [12], an intelligent pilot allocation method is de-

vised that could increase uplink SINR of every user in

a target cell with large-scale fading. The pilot power con-

trol method shown in [13], [14] is devised for classified

cells and allows to minimize pilot contamination, improve

downlink reachability and foster efficiency of the entire

system.

In [15], a ZF time-shifted pilot scheme is utilized for alle-

viating pilot contamination by using conjugate beamform-

ing. In [16], the interference cancelation (IC) precoding

method is devised for mitigating pilot contamination in

massive MIMO models. The method improves service

quality and allows for effective user scheduling. In [17],

a pilot contamination reduction method is devised that is

based on complicated exponentials. In this paper, linear

time-varying (LTV) channels are evaluated with optimum

pilot symbols and they are devised using minimum mean

square error (MMSE) criteria. It is proved that the op-

timum pilot method is capable of setting successive pilot

tones and allocating all pilot clusters uniformly within the

frequency domain.

The goal is to use time-shifted pilots for mitigating pilot

contamination, and thereby assuring effective pilot schedul-

ing in massive MIMO. The motive of the proposed schedul-

ing technique is to utilize time-shifted pilots to initiate pi-

lot scheduling. Initially, user grouping is performed based

on an algorithm that gather users as center and edge user

groups, depending on various pilot contamination levels.

The grouping of users is performed using sparse FCM,

based on attributes that involve large-scale fading factors,

SINR and user distance in such a way that inappropriate

grouping of users is prevented, enabling effective group-

ing even under the worst channel conditions. Then, pilot

scheduling is performed based on the proposed adaptive

ESMO algorithm designed by incorporating adaptive tun-

ing parameters in the ESMO algorithm.

The major contribution of the research performed is to de-

vise an approach enabling time-shifted optimal schedul-

ing of pilots using the adaptive ESMO algorithm that is

designed by combining adaptive tuning parameters with

ESMO.

The remaining sections of the paper are arranged in the

following manner: Section 2 elaborates on the description

of conventional pilot scheduling strategies and on the chal-

lenges faced. The model of a massive MIMO system is

illustrated in Section 3. The proposed method for time-

shifted pilot scheduling is portrayed in Section 4. Out-

comes of the proposed strategy and its comparisons with

other methods are depicted in Section 5. Section 6 presents

the conclusions.

2. Literature Survey

Akgun et al. devised, in [18], an attack model in which

the foe infected the uplink pilot transmissions of multiple

users, i.e. they conducted a pilot contamination attack. The

downlink transmission rates with/without the attack were

derived by exploiting the channel hardening effect of mas-

sive MIMO. This model did not consider attack models

that involved multiple frequencies and time slots. Wu et

al. in [19] devised secure communication for the time du-

plex MIMO model, considering eavesdropping. The eaves-

dropper attacked the transmission of the uplink pilot before

eavesdropping on downlink transmissions. Moreover, pi-

lot signals and data signals were utilized for estimating the

uplink channel. This method maximized the asymptotic es-

timation error and suffered from loss of performance. Fan

et al. in [20] devised a fractional pilot reuse (FPR) mech-

anism for minimizing the contamination of pilots from the

massive MIMO model. In FPR, users are split into the cen-

ter and edges of the cell. Then, cell users utilize orthogonal

pilots for preventing interference caused by adjoining cells,

meanwhile the cell center reutilizes similar pilots for en-

hancing the efficiency of pilots. The throughput of the

network was influenced by the count of service users and

pilots.

Saraereh et al. in [21] presented a method deployed in

a massive MIMO model for decontaminating the set of

pilot sequences. The first step is based on path loss to per-

form grouping, and the second step is based on the pseudo-

random code. However, the method failed to consider pi-

lot contamination in sectoral cells. Shaalan et al. [22]

developed two pilot assignment methods for minimizing

the impact of pilot contamination. Time-shifted pilot as-

signment (TSPA) method were utilized, splitting the cel-

lular network into different groups in which users belong-

ing to the same group were transmitted to uplink-pilots,

whereas others received downlink data. Also, the heuristic

weighted graph coloring-based pilot assignment (WGC-PA)

method was utilized for minimizing intra-group interfer-

ence. The method showed that two consecutive cells be-

long to the same group in the time-shifted method. Hua

and Chang in [23] devised a “cocktail” method for com-
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bining two classic countermeasures, namely time-shifted

pilots (TSP) and fractional pilot reuse methods for address-

ing the issue of pilot contamination in a full-duplex massive

MIMO model. The TSP method was adapted for dupli-

cating inner cell regions, such that the count of gathered

users is twofold. Also, the base station must function in the

full-duplex mode and the symbols of the pilot are em-

ployed for attaining the user diversity gain. The outcomes

of the simulation verified the accuracy and enhanced the

overall uplink and downlink rates. Salh et al. [24] devel-

oped a channel estimation method which relied on com-

prehensive knowledge of huge-scale expansion by adapt-

ing the orthogonal pilot sequence for eliminating pilot

contamination among edge users with minimized channel

quality losses, using huge-scale fading. Channel quality

available to users was improved. The performance of the

methods was analyzed and it was shown that performance

losses were minimized, with better channel approximation

leading to elevated data rates. However, the method was

unable to deal with complex signal processing methods.

Wei et al. [25] devised a method using time-shifted pi-

lots based on joint position-power optimization for mas-

sive MIMO. Here, an effective user scheduling strategy

was applied for optimizing pilot power, using the aver-

age power constraint. Furthermore, the power and the po-

sitions of pilots were optimized iteratively. The analysis

performed revealed that the method offered substantial co-

ordination gains in terms of performance, based on spectral

efficiency.

2.1. Research Challenges

The research challenges confronted by the conventional

time-shifted pilot-based scheduling schemes are:

• in [22], the time-shifted pilot assignment (TSPA)

method is devised for reducing the impacts of pilot

contamination. However, the TSPA method suffered

from intra-group interference that occurred between

the cells of similar groups, and offered no approach

to grouping cells and to tackling pilot-to-downlink

data interference. Moreover, there is a lack of per-

fect synchronization between cells;

• in massive MIMO-TDD models, the BS obtains CSI

using uplink pilots sent by the user with channel reci-

procity. However, owing to lower coherence time

rates, the reuse of pilots from user terminals in a dif-

ferent cell is foreseeable, which results in pilot con-

tamination issues. Thus, the evaluation of CSI is

correlated and produced imprecise beamforming sig-

nals [25];

• in massive MIMO-TDD models, the BS obtains CSI

using the uplink pilots sent by the user with chan-

nel reciprocity. However, owing to less coherence

time, the reuse of pilots from user terminals in a dif-

ferent cell is foreseeable, which results in a pilot

contamination issue. Thus, the evaluation of CSI is

correlated and produced imprecise beamforming sig-

nals [25];

• the major issue in massive MIMO is related to pi-

lot contamination effects impacting channel estima-

tion. Pilot contamination leads to inaccurate channel

estimation in 5G downlink transmissions. Besides,

various issues need to be faced while executing

a massive MIMO model that included noise contam-

ination affecting spectral efficiency.

3. System Model

Massive MIMO is a fundamental element of upcoming

applications of 5G networks. MIMO is a wireless net-

work that permits the transmission and reception of large

amounts of data signals at the same time and via the same

radio channels. In order to satisfy the high data rates and to

ensure improved service quality, massive MIMO is favored

as it relies on huge antennas at access points. Figure 1 illus-

trates a massive MIMO model with pilot contamination in

the uplink transmission. It comprises antenna arrays, base

stations (BS), and different user terminals. The BS sends

data packets from various antennas to different terminals

at a similar frequency. Massive MIMO [21] is adopted to

offer enhanced coverage, high energy efficiency and high

data rates. However, various performance restricting issues

need to be confronted in this approach in connection with

channel estimation and pilot design.

Fig. 1. Model of a massive MIMO system with uplink transmis-

sion pilot contamination.

Thus, an effective method is devised for eliminating pilot

contamination in order to solve pilot-related problems. It

stems from Fig. 1 that each hexagonal cell utilizes the cen-

tral BS associated with A antennas for D users (D À A).
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Thus, the channel propagation matrix for every user in the

cell communicating with the cell site is:

bde f = ade f
√

Cde f , (1)

where ade f indicates the small scale fading vector, Cde f =
d(dde f 1,cde f 2,cde f 3, . . . , cde f K) is a K×K order diagonal

matrix that describes the large-scale fading factor of each

user to the BS of e-th cell. The large-scale fading factor of

f -th user of e-th cell to BS of d-th cell is:

cde f K =







Mde f K

kde f K

N







η

, (2)

where Mde f K describes shadow fading, kde f K is the distance

evaluated between f -th user in e-th cell and BS in d-th cell,

N represents the radius of the cell, and η is the path loss

factor.

The channel vector is given by a constant at coherence

time and varies autonomously in varying intervals. Here,

the BS produces a downlink channel based on the uplink

pilot sequence in coherence time. When data is sent, all

users send uplink data to the BS and get downlink at d-th

cell as:

su
d =

√
Ku

T

∑
e=1

D

∑
f=1

bde f xu
e f + vu

d , (3)

where symbol sent from f -th user in e-th cell is xu
e f with

ε
{

|xu
e f |

2
}

= 1, and uplink is Ku.

Let θd = (θ1, θ2, . . . , θD)D be the pilot sequence matrix of

all users in the e-th cell, which satisfies θdθ R
d = XD. The

pilot sequence matrix received in BS at d-th cell is:

st
d =

√
Nt

( T

∑
d=1

bde f θD

)

+ vu
d , (4)

where Nt is the pilot signal transmission power and vu
d is

the additive white Gaussian noise matrix. For this scenario,

the BS of d-th cell evaluates channel matrix Rdd with con-

volutional channel estimation and is:

b∧de f =
1
√

Nt
st

dθ R
d = bde f + ∑

e6=d
bde f +

1
√

Nt
vu

dθ R
d . (5)

After the user sends the pilot, every user transmits the data

signal to the BS and utilizes the same time frequency re-

source. The linear blend of channel bde f for 1 ≤ e ≤ T is

expressed as ddd f , which contains channel users in other

cells associated with pilot sequences and is termed pilot

contamination. Then, the determined symbol generated

from f -th user in d-th cell using a low complexity matched

filter detector, offers computed channel matrix b∧de f given

as:

x̂u
d f = bR

dd f su
d , (6)

x̂u
d f =

( T

∑
e=1

bF
de f +wR

d f

)(

√
Ku

T

∑
e=1

D

∑
f=1

dde f xu
e f + vu

d

)

, (7)

x̂u
d f =

T

∑
e=1

bR
de f ·

√
Ku

T

∑
e=1

D

∑
f=1

bde f xu
e f +ρu

d, f , (8)

x̂u
d f =

√
Ku

(

bR
de f bdd f xu

d f +∑
e6=d

bR
de f bde f xu

e f ·

)

+ρu
d, f , (9)

x̂u
d f = A

√
Ku

(

αdd f xu
d f + ∑

e6=d
αde f xu

e f ·

)

+ρu
d, f , (10)

where wdc indicates f -th column of
vt

dθ R
d√s j

and ρu
d, f repre-

sents orthogonality between channels of many users. When

the BS antenna count reaches to infinity, the detected sym-

bol is:

xu
d f ≈ A

√
Ku

(

αdd f xu
d f + ∑

e6=m
αde f xu

e f

)

. (11)

4. Scheduling Using Adaptive ESMO

Algorithm

The proposed scheduling algorithm utilizes time-shifted

pilots. At first, the grouping of users is performed based

on the user grouping algorithm which assists in grouping

users (center user and edge user) based on various lev-

els of contaminating pilots. The grouping of users is per-

formed using sparse FCM, based on such parameters as

large-scale fading factor, SINR, and user distance. Finally,

pilot scheduling is performed using adaptive ESMO, i.e.

a method that combines adaptive tuning parameters with

ESMO. Figure 2 shows a schematic view of the time-shifted

pilot-based scheduling process using the proposed adaptive

ESMO algorithm.

4.1. Grouping of Users with Sparse FCM

Users are divided into different groups in order to minimize

the complexity of processing by serving each group indi-

vidually. In a specific time slot, a subset of users is sched-

uled within each group for transmission. Additionally, the

precise SINR of each user is essential for user grouping.

However, in conventional user grouping methods, channel

covariance matrices are adopted for grouping users, which

causes inter-group interference. Here, user computing pa-

rameters and sparse FCM are employed for facilitating the

grouping process. The parameters include user distance,

SINR, and the large-scale fading factor [21]. These param-

eters are essential for designing the user grouping method

in order to improve system capacity.

The uplink SINR of v-th user in b-th cell is:

SINRu
d f =

|bR
dd f bdd f |

2

∑
e6=d

∣

∣bR
de f bde f

∣

∣

2
+
|ρu

d,d |
2

Ku

, (12)

With large numbers of BS, the uplink SINR is expressed

as:

13
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Fig. 2. Schematic view of the time-shifted pilot-based scheduling using proposed adaptive ESMO.

SINRu
d f =

α2
dd f

∑
e6=d

α2
de f

. (13)

Hence, the SINR of the user is expressed as G1.

The large scaling factor of f -th user of e-th cell to BS of

d-th cell is obtained in Eq. (2). This factor is expressed

as G2. User distance is computed between the location of

f -th user and the center of the cell:

∂ =

√

√

√

√

L

∑
f=1

(

ω loc
f , zcell

)

, (14)

where ∂ indicates the user distance, ω loc
f indicates the loca-

tion of f -th user, zcell represents the center of the cell, and

G3 indicates user distance. Hence, user grouping-related

parameters are formulated as:

T = G1, G2, G3 . (15)

User grouping is performed with sparse FCM – a method

that relies on such parameters as large-scale fading factor,

SINR, and user distance. The goal of sparse FCM is to

group users into center user and edge user categories. In

sparse FCM [27], dimensional reduction is essential. Here,

the advantage consists in grouping users without any de-

lay, and in reducing the level of complexity caused by the

optimization method. The steps of sparse FCM are:

• Initialization. The foremost step is to initialize the

feature weights, which are:

ϖ = ϖn
1 = ϖn

2 = . . . = ϖn
z =

1
√

z
, (16)

where z indicates features and n-th attribute weights

based on z-th feature indicated as ωn
z ;

• Update the partition matrix. Set cluster centers and

attribute weights as q and ω . The constraint is ϑ(W ),
which must be reduced to:

ωic =



























































1
Ic

if ric and

Ic = cardinality{e : ric = 0}

0 if ric 6= 0 but riy = 0
for some y, y 6= l

1
o
∑

y=1

(

ric
ryc

)

(

1
γ−1

) otherwise

,

(17)

where ric =
o
∑

c=1
ϖe(υei−kci)

2 and cardinality(U) rep-

resent cardinality of set U .

The distance measure is ric which indicates the dis-

tance between i-th node and c-th cluster center;

• Determine cluster centers. For evaluating cluster

centers, it is important to set attribute weight ω and

data matrix Z, and estimation of cluster center is:

yce =



























0 if ϖe = 0

n
∑

i=1
ωγ

icυei

n
∑

i=1
ωγ

ic

if ϖe 6= 0
, (18)

where c = 1, . . . , v and e = 1, . . . , d. The c index

indicates the cluster center and e represents data at-

tribute. The evaluation of the cluster center is done

based on attribute weight ϖe. The response of e-th
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feature to the objective function is indicated as ϖe
and constant Y symbolizes dissimilarity measure;

• Derive the class. The class is determined using

specified clusters y = {y1, y2, . . . , yc, . . . , yo} having

a membership ω . Class Ye is detected with the use

of an objective function:

max
ϖ

z

∑
e=1

ϖe.Ye , (19)

such that
∥

∥ϖ
∥

∥

2
2 ≤ 1,

∥

∥ϖ
∥

∥

κ
κ ≤ λ produces ϖ∗,

where λ indicates tuning parameter (0≤ κ ≤ 1) and
∥

∥ω
∥

∥

κ
κ =

d
∑

e=1
|ϖe|

κ ;

• Terminate. The iteration is repeated until the maxi-

mum count is reached. The stopping criterion is:

z
∑

e=1

∣

∣ϖ∗
e −ϖo

e
∣

∣

z
∑

e=1

∣

∣ϖo
e
∣

∣

< 10−4 . (20)

Hence, the count of users in the individual cell is chosen

vibrantly. The proposed user grouping approach mitigates

inapt grouping of users and facilitates effective grouping

even under the worst channel conditions.

Based on the clustering result, the distance attribute of the

centroid having the minimum value is considered. The cor-

responding user belongs to center users (group 1), and the

remaining user belongs to edge users (group 2) or nearby

edge users (group 3).

4.2. Time-shifted Optimal Pilot Scheduling

Time-shifted pilot slot allocation using the adaptive ESMO

method is devised for alleviating impacts of contaminating

pilots. The method relies on four time-based scheduling

phases, including pilot sequence transmission, processing

and estimation of the channel at BS, uplink data transmis-

sion, and downlink data transmission. This method as-

signs pilots to cells at different time-shifted slots. Non-

overlapping time slots are assigned to the transmission of

pilots by shifting pilot locations. Thus, the use of time-

shifting is controlled effectively, without any overlaps, and

pilot contamination is removed entirely. A brief illustration

of the proposed adaptive ESMO used for time-shifted pilot

slot allocation is given below.

The goal of solution encoding is to produce a solution vec-

tor using the proposed optimization technique. The so-

lution consists of pilots that match the proposed adaptive

ESMO method (Fig. 3). The count of pilots is chosen

based on a matrix, wherein the count of users is indicated

in a row-wise manner and the count of cells is indicated in

a column-wise manner. Let us assume that the total number

users is U , the count of groups is G and the count of cells

is A. Then, the dimension of the solution is indicated as

A×G. Based on the matrix, a solution vector is described

that indicates the count of pilots, and its size is represented

as (A×G).

Fig. 3. Solution encoding to pilot assignment.

Let us assume that U = 6, G = 3, and A = 2. Let the

number of pilots be 2, meaning that pilot length becomes 2.

The dimension of the solution is 2(A). Figure 4 shows an

example of the pilot assignment process.

Fig. 4. Example of pilot assignment process.

Pilot p1, p2 is assigned to cell 1 with the index of 1 and 3.

The mapping of the above solution in the concept model

using a time-shifted pilot sequence is illustrated in Fig. 5.

Let us assume that P, D, U = {2, 4, 4}, where P indicates

the total number of pilots, D denotes the downlink scenario

and U is an uplink scenario. Then, the solution matrix is

represented as:

Fig. 5. Example of the time-shifted pilot sequence.

The level of fitness helps reveal solution quality worked out

with the use of the achievable sum rate. It is modeled as

a maximization function and is derived below.

The utility function describes the achievable uplink rate,

wherein the pilot sequence θv is assigned to the E f -th user:

Θ(E f , θ f ) = Pu
E f

(E f , θ f ) , (21)

where pilot sequence θ f allocated to user E f is expressed

as (E f , θ f ) {Wv : v = 1, . . . , D!} represents all pilot assign-

ment possibilities, and Wv =
[

W 1
v , W 2

v , . . . , W D
v

]

indicates

v-th assignment. Furthermore, the goal of massive MIMO
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is to enhance the achievable target cell sum rate, which is

the main optimization issue and is given by:

Z : max
{Wv}

{ E

∑
D=1

Pu
E f

(

E f , θW v
u

)

}

. (22)

The enhanced achievable uplink rate is:

P(E,θ) = (1−µ0)
{

log2
[

1+SINR(E,θ)
]

}

+

µ0×
n

∑
a=1

Ba , (23)

where SINR(E,θ) indicates SINR value θ at user E and

he transmit power of pilot is expressed as Ba. The total

pilot is indicated as a. ESMO provides a solution to the

optimization issue by offering optimum pilot assignments.

4.3. Steps of Proposed Adaptive ESMO

Time-shifted optimal pilot scheduling is performed using

the proposed adaptive ESMO algorithm which is a com-

bination of ESMO and adaptive tuning parameters. Here,

ESMO is determined by integrating EHO from [31] and

SMO [39]. The issues of EHO are addressed with SMO

that tends to offer a better convergence rate by generating

a globally optimized solution. Such a method is simple

and may effectively manage several local optima, signifi-

cant nonlinearity, ruggedness, and interdependence. Addi-

tionally, it paves the way to increasing robustness of the

optimization technique.

In the self-adaptive method, selection of the learning strat-

egy and control parameters is not required beforehand, and

parameter settings self-adapt based on the learning experi-

ence. Thus, the incorporation of adaptive concepts into the

ESMO algorithm improves the overall performance. The

steps of the proposed adaptive ESMO algorithm are as fol-

lows:

Initialization. The initialization of the solutions in the

search space is:

S =
{

S1, S2, . . . , Sκ , . . . , S`

}

, (24)

where Sκ indicates κ-th solution, and ` is the total number

of solutions.

Evaluation of fitness function. The optimum solution is

detected using the fitness function. The solution with max-

imum fitness is chosen as optimal.

Determination of update solution. After computing their

fitness, the solutions update ESMO, which enhances the

performance of the algorithm as far as discovering optimal

pilots is concerned:

Se, f (y+1)

[

[

µ−1
][

S∗(y)−Se, f (y)
]

µ×
[

S∗(y)−Se, f (y)
]

]

=

Se, f (y)−
Se, f (y)

[

S∗(y)−Se, f (y)
]

µ×
[

S∗(y)−Se, f (y)
] +

T (−1, 1)×
[

So, f (y)−Se, f (y)
]

, (25)

where Se, f (y) indicates the f dimension of e-th SM,

Se, f (y) refers to the f dimension of o-th SM, the random

number is denoted as T (−1, 1), S∗(y) signifies the best so-

lution, and µ denotes the scale factor ranging from 0 to 1.

The update is performed using the ESMO algorithm by

making the constants self-adaptive in ESMO. To incor-

porate the adaptive concept, µ is made self-adaptive,

such as:

µ =
1
4

[

Absolute rate
M

+
t
T

+

(

Number o f index changed
in the count at t-th iteration

d

)

z

]

, (26)

where T indicates total time, M is constant, t is iteration

index, d is a diameter. The solution update obtained in

Eq. (26) is used for time-shifted optimal pilot scheduling.

Determination of best solution. The possible solutions

are ranked based on the fitness function and the one that

ranks the highest is the best solution.

Terminate. The best solutions are obtained iteratively until

the maximum number of iterations are attained.

5. Results and Discussion

The proposed adaptive ESMO approach was analyzed using

Matlab and was compared with existing methods based on

achievable rate, SINR, and throughput by varying the num-

ber of users, the number of antennas and log-normal shad-

owing fading. The evaluated parameters include achievable

rate, SINR, and throughput.

The achievable sum is used to optimize pilot information

acquired from the channel dynamics and is:

Ar = B× log2

(

1+
Ps

N + ∑
i∈L

Ii

)

, (27)

where B indicates bandwidth, Ps refers to received signal

power, N symbolizes background noise, and I i indicates

receiver interference.

SINR is the proportion of signal power and the sum of

interference power from additional interfering signals with

background noise:

SINR =
σ

κ + χ
, (28)
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where σ indicate the incoming signal, κ represents inter-

ference power, and χ is a constant.

The throughput of the network is the rate of successful

exchange of data through a communication channel within

a specific period.

5.1. Experimental Results

Figure 6 shows the experimental results of the proposed

adaptive ESMO with 10 and 15 users. The red trian-

gle indicates BS, whereas the green circle represents mo-

bile devices. Communication between users and BS in-

volves the sending of pilots to evaluate channels. The user

sends pilots at the same time, which results in pilot con-

tamination. Thus, pilot contamination is managed by the

adaptive ESMO model using time-shifted pilot based

scheduling.

Fig. 6. Experimental results of the proposed adaptive ESMO

using: (a) 10 users, (b) 15 users. (For color pictures see the

digital version of the paper).

The remaining techniques used here for the purpose of the

comparative analysis include: degradation-based schedul-

ing from [26], MRT-ZF presented in [30], soft pilot reuse

Fig. 7. Comparative analysis based on altering the number of

users: (a) uplink achievable rate, (b) total SINR, and (c) average

throughput.
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Fig. 8. Comparative analysis based on varying the number of

the antennas in BS: (a) uplink achievable rate, (b) total SINR, and

(c) average throughput.

Fig. 9. Comparative analysis based on altering transmission

power: (a) uplink achievable rate, (b) total SINR, and (c) average

throughput.

18



Time-shifted Pilot-based Scheduling with Adaptive Optimization for Pilot Contamination Reduction in Massive MIMO

Fig. 10. Comparative analysis based on altering log-normal shad-

owing fading: (a) uplink achievable rate, (b) total SINR, and

(c) average throughput.

scheme + weighted coloring graph + pilot decontamina-

tion (SPRS+WGC-PD) from [31], ESMO, grouping-based

ESMO and proposed adaptive ESMO.

Figure 7 illustrates the analysis of methods by altering the

count of users considering the uplink achievable rate, total

SINR, and average throughput.

Figure 8 shows an analysis of the different methods based

on altering the number of antennas in BS, with the same

criteria adopted.

Figure 9 presents an analysis of the methods based on

altering the transmission power, while Fig. 10 shows

alterations of log-normal shadowing fading, performed with

the use of the same parameters as used in Figs. 7–8.

5.2. Discussion Concerning Achieved Results

Table 1 presents an analysis of the different methods

considering the achievable uplink rate, total SINR, and

average throughput. Considering the number of users, the

maximum achievable rate of 43.084 bps/Hz is computed for

adaptive ESMO. In contrast, the existing methods showed

lower achievable rates. The maximum SINR of adaptive

ESMO is 132.882 dB, whereas SINR of the other methods

equals: degradation-based scheduling – 97.438 dB, MRT-

ZF – 109.633 dB, SPRS+WGC-PD – 114.386 dB, ESMO –

118.176 dB, and grouping-based ESMO – 124.318 dB.

The maximum average throughput computed for adaptive

ESMO is 2.633 Mbps. Considering the number of antennas

in BS, the proposed adaptive ESMO reached the maximum

achievable rate of 5.758 bps/Hz, total SINR of 18.843 dB,

and average throughput of 4.229 Mbps. For transmission

power, adaptive ESMO reached the maximum achievable

rate of 4.490 bps/Hz, total SINR of 14.874 dB, and aver-

age throughput of 4.022 Mbps. In the case of log-normal

shadowing fading, adaptive ESMO reached the maximum

achievable rate of 4.513 bps/Hz, total SINR of 14.409 dB,

and average throughput of 4.017 Mbps.

6. Conclusion

In order to mitigate the adverse impact of pilot contam-

ination, time-shifted pilot scheduling is performed using

adaptive ESMO, a method incorporating adaptive tuning

parameters into the ESMO algorithm. Here, the grouping

of users is performed based on attributes including large-

scale fading factor, SINR, and user distance. The sparse-

FCM algorithm is used as well, helping categorize users

as center users or edge users. The grouping of users is

performed in such a way that the method effectively alle-

viates inappropriate grouping of users, and facilitates ef-

fective grouping, even under the worst channel conditions.

Finally, pilot sequences are subjected to time-shifted pi-

lot scheduling using the proposed adaptive ESMO algo-

rithm in order to eliminate pilot contamination. The effec-

tiveness of the proposed method was evaluated using spe-

cific parameters and revealed superior performance with
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Table 1

Comparative data retrieved by the simulations

Degradation-
SPRS+

Grouping- Proposed

Parameter Metric based MRT-ZF
WGC-PD

ESMO based adaptive

scheduling ESMO ESMO

Achievable rate
32.368 36.419 37.998 39.257 41.298 43.084

[bps/Hz]

Number of users Total SINR [dB] 97.438 109.633 114.386 118.176 124.318 132.882

Average through-
1.945 1.221 1.951 2.280 2.495 2.633

put [Mbps]

Number of the

Achievable rate
4.157 4.582 5.055 5.120 5.448 5.758

antennas in BS

[bps/Hz]

Total SINR [dB] 17.353 16.552 17.730 17.877 18.679 18.843

Average through-
3.294 3.515 3.347 4.076 4.194 4.229

put [Mbps]

Achievable rate
3.301 3.689 3.850 3.988 4.227 4.490

[bps/Hz]

Transmission power Total SINR [dB] 13.127 12.915 13.658 13.791 14.315 14.874

Average through-
3.804 3.463 2.820 3.949 3.962 4.022

put [Mbps]

Log-normal
Achievable rate

3.227 3.642 3.785 3.927 4.286 4.513

shadowing fading
[bps/Hz]

Total SINR [dB] 12.676 12.560 13.311 13.437 14.035 14.409

the highest achievable uplink rate of 43.084 bps/Hz, the

highest SINR of 132.882 dB, and maximum throughput

of 2.633 Mbps, respectively.
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Abstract—This paper demonstrates a compact MIMO (Multi

Input Multi Output) fractal type antenna for ultra-wide band

applications. The proposed antenna is manufactured on a low-

cost substrate material and the design is analyzed for various

iterations in terms of reflection coefficient, gain, and band-

width. The 50 Ω transmission line feed is used for both fractal

patches and a metamaterial structure is used as the ground

plane. The proposed design achieved a wide-band frequency

response between 5.8 and 15 GHz, with the reflection coeffi-

cient of less than –10 dB. Reduced mutual coupling, positive

gain and stable radiation patterns were observed through-

out the operating band as well. The bandwidth of 9.2 GHz

is achieved with the use of a metamaterial structure on the

ground plane. The ECC and diversity gain obtained prove

the excellent diversity performance of the antenna. The de-

sign was simulated using HFSS software and was tested in

a lab.

Keywords—HFSS, metamaterial, mutual coupling, permittivity,

reflection coefficient

1. Introduction

A microstrip patch antenna is one of the most popular types

of printed type aerials. It plays a significant role in today’s

world of wireless communication [1]. Due to its minia-

ture size, low cost of manufacturing and light weight, such

a type is preferred over other antennas in many applica-

tions [2]. Microstrip patch antennas offer numerous advan-

tages and many other technologies have been invented for

bandwidth enhancement and high gain [3].

A MIMO antenna is one of such technologies, where mul-

tiple antennas are used forming a system at the transmitter

and the receiver, improving the quality of wireless commu-

nication by link multiplication [4]. MIMO is relied upon to

explore high performance and low-cost antenna layouts, as

well as to support multimedia services with high channel

capacities and transmission speeds [5]. The main advan-

tage of this type of antenna is that it is capable of send-

ing and receiving data via multiple channels at the same

time, without any need of additional radiation power and

additional spectrum bandwidth utilization [6]. For antenna

designers, it is very challenging to design a MIMO antenna

with multiple patch elements on the same substrate [7], i.e.

to achieve proper spacing between the individual elements

in order to avoid mutual coupling [8], and to ensure good

isolation within the wide frequency band.

In this paper, a compact fractal MIMO antenna for UWB

applications is designed with a metamaterial structure serv-

ing as the ground plane. Fractal geometry is used for minia-

turization purposes and to increase the perimeter of the

patch. The metamaterial structure helps in enhancing the

bandwidth of the antenna and in boosting performance in

terms of impedance matching, bandwidth, and peak gain.

Because of the maximum miniaturization potential, the

spaces between radiating components are very small, and

coupling between them is calculated to achieve a good di-

versity performance attained due to the use of the metama-

terial structure. The design is worked out and optimized

with the use of HFSS software.

2. Antenna Geometry

The design is based on a typical FR4 substrate material.

The design process incorporates four iterations to obtain the

correct fractal structure (Fig. 1). The process begins with

a monopole antenna using a hexagonal slot. In the course

of the iterations, another hexagonal slot is loaded into the

previous fractal iteration and so on. The design process is

limited to four iterations due to fabrication-related issues.

Fig. 1. Fractal iterations of the antenna design.
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By using a circular monopole, the radius of the hexagonal

patch is derived from:

R =
F

{

1+ 2h
πεrF

[

ln πF
2h +1.7726

]

}
1
2

, (1)

where:

F =
8.791 ·109

fr
√

εr
. (2)

The final MIMO antenna is shown in Fig. 2. The bottom

layer of the antenna contains the metamaterial split ring res-

onator structure (Fig. 3), comprising two rectangular rings

with a split on either side of the rings. This structure is

developed by removing the inner middle part of the ground

and inserting another rectangular ring inside the outer ring.

Together, the inner ring and the outer ring form the split

ring structure.

Fig. 2. Final MIMO antenna design.

Fig. 3. Split ring resonator on the lower side of the substrate.

3. Results and Discussions

The comparison of the return loss parameter for all four

fractal iterations is shown in Fig. 4. The minimum return

loss value is achieved in the last iteration. Upon compar-

ing the outcomes, it becomes obvious that as the iteration

number increases, a good impedance matching is observed

between the feed line and the patch. Simulation results

show that the operating band of 5.8–15 GHz is obtained.

Fig. 4. Return loss comparison of each iteration. (For color

pictures see the digital version of the paper).

Figure 5 shows the simulated gain of the proposed antenna

for all four iterations. Positive gain is observed throughout

the entire operating band. The highest gain of 6.2 dB is

observed at 14 GHz. It is also noticed that there is not much

difference in the gain as the iteration number increases.

Fig. 5. Frequency vs. gain of the proposed antenna.

Figure 6 presents radiation patterns at E plane and H plane

at 5, 8 and 12 GHz, respectively. It shows that the H plane

pattern is omnidirectional and that the E plane pattern is

bidirectional, therefore forming a stable pattern.

The fabricated prototype of the proposed antenna is shown

in Fig. 7. It has the overall dimensions of 30×30×1.6 mm.

The gap between two radiators is just 2 mm. A bigger gap

between the radiators might lead to an increase in over-

all antenna dimensions. The antenna is designed in such

a way that good isolation is ensured between the radiat-

ing elements, despite the fact that they are placed in close

proximity to each other.

Figure 8 illustrates the measured performance of the MIMO

antenna that is compared with the simulation data. Both

the simulated and measured parameters are nearly the same

and prove that the solution is suitable for UWB applica-

tions. Figure 9 shows the measured and simulated mutual

coupling characteristics of the antenna. The measurement

shows that the coupling between the two elements is below

−25 dB. In addition, it was observed that the use of SRR

structure reduces the coupling from −10 dB to −25 dB.

In Fig. 10, the measured and the simulated peak gain is

illustrated for different frequencies.
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Fig. 6. Measured radiation patterns at: (a) 5 GHz, (b) 8 GHz,

and (c) 12 GHz of (blue line: E plane and red (dashed) line:

E plane).

Fig. 7. Fabricated prototype of the antenna.

Figure 11 presents the distribution of surface current on

the radiating elements and on the metamaterial structure at

3 frequencies: 5, 8 and 12 GHz. This pattern is obtained

using the HFSS simulator. The magnitude of the antenna’s

surface current is displayed in different colors, and the mag-

nitude levels with their corresponding colors are shown in

the legend, next to each diagram. The blue color at the bot-

Fig. 8. Simulated vs. measured return loss of the proposed

antenna.

Fig. 9. Isolation characteristics between the radiating elements:

(a) without SRR and (b) with SRR.

Fig. 10. Peak gain vs. frequency of antenna.

tom of the legend box correspond to the minimum surface

current and the red color shows the maximum current. In

Fig. 10a, the fractal portion is yellow in color at 5 GHz

indicating high current distribution, whereas in Fig. 10c,

the fractal portion is blue in color at 12 GHz, indicating

relatively low surface current distribution. Therefore, cur-

rent intensity is high at low frequencies, in comparison to

high frequencies.
The capability (diversity performance) of a MIMO antenna

may be validated using the ECC parameter. Based on S pa-

rameters, ECC may be calculated using [15]:
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Fig. 11. Current distribution at: (a) 5 GHz, (b) 8 GHz, and (c) 12 GHz. (For color pictures see the digital version of the paper).

ECC =
|S∗11S12 +S∗21S22|

2

(1−|S11|2−|S21|2)(1−|S22|2−|S12|2)
, (3)

Ideally, the ECC value should be zero, but the typical limit

is <0.5. For the desired antenna, the ECC is below 0.025

over the frequency range of 6 to 15 GHz, as shown in

Fig. 12 and remains within the aforementioned limit.

Fig. 12. ECC plot.

The effectiveness of diversity can be assured based on

another important parameter, known as diversity gain

(DG). DG is a function of ECC and may be calculated

using [15]:

DG = 10 ·
√

1−|0.99 ·ECC|2 . (4)

DG of the desired antenna is illustrated in Fig. 13 and

equals almost 10 dB.

Fig. 13. Diversity gain.

The comparison of performance the proposed antenna

with other designs known from literature is shown in

Table 1. The proposed solution is compact compared to

other designs and supports the maximum frequency range

of 15 GHz. While the percentage bandwidth may be higher

in a few other papers, the proposed design offers the best

isolation of −25 dB with good ECC and diversity gain.

The spacing between two radiating elements is just 3 mm.

When compared with other available designs the cou-

pling between the elements is reduced significantly, despite

the fact that the elements are placed very close to each

other.

Table 1

Comparison of performance of the designed antenna

and of other solutions proposed in literature

Reference Dimensions [mm]
Frequency Bandwidth

Isolation [dB] ECC DG [dB]
band [GHz] percentage

[9] 45×37 3.1–5 47 <−12 <0.5 NA

[10] 50×30 2.5–14.5 141.17 <−17 <0.04 > 7.4

[11] 40×80 4.5–8 56 <−20 <0.02 > 9.94

[12] 35×68 3.1–10.65 109.89 <−16 <0.04 NA

[13] 40×40 3.1–11 112 <−22 <0.02 > 9.98

[14] 48×48 3–11 114 <−17 NA NA

Proposed
30×30 5.8–15 90 <−25 < 0.025 > 9.9

solution
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4. Conclusion

A compact MIMO antenna is proposed and analyzed in

this paper for four fractal design iterations. The obtained

bandwidth is 9.2 GHz with a maximum gain of 6.2 dB at

14 GHz and with a reduced mutual coupling of −25 dB

throughout the operational frequency. The antenna has

a bidirectional pattern of radiation in the H plane and an

omnidirectional pattern along the E plane. The stable radi-

ation patterns, coupling characteristics and reflection coef-

ficients show that the antenna may be used for ultra-wide

band applications. Also, the obtained ECC and DG values

prove good diversity performance. The impedance band-

width of this MIMO antenna is suitable for WiMAX and

WLAN applications as well.
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Abstract—Efficient resource management is a challenging task

in distributed systems, such as the Internet of Things, fog,

edge, and cloud computing. In this work, we present a broad

overview of the Internet of Things ecosystem and of the chal-

lenges related to managing its resources. We also investigate

the need for efficient resource management and the guidelines

given/suggested by Standard Development Organizations. Ad-

ditionally, this paper contains a comprehensive survey of the

individual phases of resource management processes, focus-

ing on resource modeling, resource discovery, resource esti-

mation, and resource allocation approaches based on perfor-

mance parameters or metrics, as well as on architecture types.

This paper presents also the architecture of a generic resource

management enabler. Furthermore, we present open issues

concerning resource management, pointing out the directions

of future research related to the Internet of Things.

Keywords—Internet of Things, resource allocation, resource dis-

covery, resource management.

1. Introduction

The Internet of Things (IoT) connects physical world ob-

jects around us to the Internet. The heart of the IoT ecosys-

tem comprises a huge set of smart devices with sensors and

actuators, offering also a certain amount of computational

and communication capabilities [1]. The operating princi-

ple of IoT devices or a system of smart objects is shown

in Fig. 1. The system performs a number of tasks, such as

sensing, communication, computation and actuation, which

are required for collecting and processing data within the

IoT environment. The sensors used may be of different

types and may measure, for instance, temperature, humid-

ity, pressure, etc. All such devices are used to gather data

from their surrounding environments. In the next step, this

information is uploaded to the server, either directly or via

a gateway. Based on server feedback, IoT devices may

send commands to actuators in order to properly adjust the

specific parameters.

IoT finds numerous applications in the real-world environ-

ment, e.g. in smart homes, intelligent transportation, health

Fig. 1. Operating principle of IoT devices or smart objects.

monitoring, retail activities, smart cities, environment mon-

itoring, power management, etc. [2], as shown in Fig. 2.

Fig. 2. Applications of IoT.

Due to the considerable benefits offered by IoT applica-

tions, industries, R&D labs and governments from across

the world are investing huge amounts in IoT technologies.

This has led to fragmentation and strong competition on

the IoT market that suffers from incompatibility due to the

existence of multiple standards. The International Telecom-

munication Union for Telecommunication (ITU-T) has rec-

ognized the different challenges faced by IoT networks in

comparison to traditional networks. ITU-T has proposed
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a new reference model for the IoT environment [3]. It

consists of four layers: device layer, network layer, ser-

vice support layer and application support layer. Manage-

ment and security capabilities are taken into consideration

as well. Since management and security capabilities ap-

ply to all four layers, they are represented vertically in the

ITU’s reference model.

The new paradigm of connected smart devices creates

a number of research challenges, related mainly to in-

teroperability across heterogeneous networks, machine-to-

machine communication, self-aware and self-organizing

networks, open framework for the IoT, large-scale deploy-

ment of infrastructure, dynamic, autonomous and adap-

tive resource management, ad-hoc deployable and config-

urable networks, distributed energy efficient data process-

ing, mechanisms protecting against attacks, access control

and accounting schemes for IoT, lightweight secure and

high performance authentication, standardization of APIs,

and context-aware adaptation of operation [4].

Traditional computer network architectures and reference

models may not be suitable to tackle these challenges and

issues. Many researchers have suggested an increased num-

ber of layers compared to TCP/IP, but none is standardized

in the IoT environment (Fig. 3). The conventional three-

layer architecture comprises application, network, and per-

ception layers, whereas in the five-layer architecture, busi-

ness, application, processing, transport and perception lay-

ers are distinguished.

Fig. 3. Three- and five-layer architectures.

The application layer used in both architectures provides

user specific services, such as health monitoring systems,

fleet management, environment monitoring, and so on. The

perception layer is responsible for managing sensors and

actuators. It gathers such information as temperature, hu-

midity, motion, etc., and forwards it to the network layer

(in the 3-layer architecture) or to the transport layer (in the

5-layer architecture). It is responsible for networking the

functionalities of sensing devices, gateways and the server.

In the five-layer architecture, transport layer is responsi-

ble for transferring data using wireless technologies, e.g.

cellular, Wi-Fi or Bluetooth, from the perception to the

processing layer and vice versa. The processing layer is re-

sponsible for storing and analyzing data collected from the

transport layer. It uses other technologies, such as cloud,

fog or edge computing for processing such data. The busi-

ness layer manages the entire IoT ecosystem in order to

provide services to the user.

In this paper, we focus on existing solutions and open is-

sues related to managing resources in IoT ecosystems, i.e.

on the basic functionality of IoT that needs to be supported

in accordance with the ITU reference model. Research on

IoT resource management is scarce, but the works available

tend to focus on the stages of resource management pro-

cesses, as well as on the classification of resource allocation

methods based on energy, context, quality of service (QoS),

service level agreement (SLA), load balancing, cost, effi-

ciency, etc. [5]. WSN-based IoT networks, resource types

and resource scheduler methods are taken into consider-

ation as well, just as are resource allocation algorithms,

integrated approaches to IoT and fog networks, as well as

IoT, fog and edge devices.

But these works fail to discuss the overall nature of the

process, e.g. what resources are required to perform the

allocation. How it is modeled? Which types of infras-

tructures are used? How to take advantages of edge or fog

computing in delay-sensitive applications? IoT networks in-

tegrate multiple heterogeneous networks, such as personal

area network (PAN), mobile edge computing, and industrial

IoT, thus creating new challenges. Information is lacking

on how resources are identified, modeled and selected be-

fore the scheduling process. Taking into consideration the

shortcomings of work that has already been performed, we

have presented, in a systematic manner, the process of man-

aging resources in IoT, the potential options available for

modeling, and the existing algorithmic solutions. Finally,

we also outline research-related challenges and open issues

concerning IoT resource management.

In this work, we outline the importance of each phase of

the resource management process and describe their inter-

connection with the reference model and SDOs. The main

focus is placed on resource allocation algorithms and the

link between this stage and the remaining phases of the pro-

cess. The following are the most significant contributions

of our work:

• systematic study of multi-tier architectures (and their

stages) used for resource management,

• understandings different SDO and industry guidelines

suggested for managing IoT resources,

• outline of existing resource modeling, resource dis-

covery, resource estimation and monitoring tech-

niques relied upon in IoT resource management,

• analysis of existing resource allocation approaches

based on performance metrics and architectures,

• existing issues and future trends in IoT resource man-

agement.

The remaining part of this paper is organized as follows:

Section 2 presents an overview of resource management
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in IoT. The IoT resource management module used in Fi-

ware is described in Section 3. Challenges and research-

related issues concerning IoT resource management are out-

lined in Section 4. Finally, the discussion is concluded in

Section 5.

2. Resource Management in IoT

This section describes the ITU-T reference model for

IoT, ecosystems and the individual resource management

stages. In an IoT ecosystem, the participating entities are

heterogeneous in nature and rely on different processing

capacities (8/16/32/64-bit), communication technologies

(cellular/Bluetooth/Wi-Fi/ZigBee/RFID/LoRa) and storage

capacities. The sensing devices may be deployed in a deep

forest, may be a part of energy distribution systems used in

cities, or may be installed in moving vehicles.

Fig. 4. ITU-T reference model for IoT.

Each IoT application or service – e.g. real time video

streaming or simple event notifications – may have differ-

ent requirements. Deploying, maintaining and monitoring

a wide range of devices is a tedious task in a real world

environment. In order to address heterogeneity and com-

plexities of the network, ITU-T has proposed an IoT refer-

ence model shown in Fig. 4 [3]. The description of each

layer is presented below:

• Application layer – compromises with end user IoT

applications.

• Service support and application support layer –

offers generic and specific support capabilities.

Generic capabilities are used to offer common func-

tionalities that may be used by any specific applica-

tions. Specific support capabilities provide services

that are accessed by specific applications.

• Network layer – supports network transport capabil-

ities. As far as network capabilities are concerned,

it supports device connectivity, mobility manage-

ment, routing, authorization and authentication for

diverse protocols. In terms of transport capabilities,

it supports the transportation of application specific

data, IoT services, control and management infor-

mation.

• Device layer – this layer supports device and gate-

way capabilities. Device capabilities include direct

interaction with the communication network, indirect

interaction with the communication network, ad-hoc

networking between devices, as well as sleep and

wake-up cycle for energy conservation. Gateway ca-

pabilities include protocol conversion and multi in-

terface support.

• Security capabilities – support for application spe-

cific and generic capabilities. General capabilities in-

clude authorization, authentication, user privacy pro-

tection, security audits in the application layer, secure

communication, data and signaling at network layer,

as well as authentication, authorization and access

control over the device layer.

• Management capabilities – generic and specific ca-

pabilities are distinguished here. Specific capabilities

deal with application specific requirements. Generic

capabilities, in turn, perform functions for specific

applications, including device activation, deactiva-

tion, remote access, device status, software updates,

topology and traffic management. The management

layer is responsible for fault detection, accounting,

configuration, security and for performance of device

and software components.

2.1. Resources in IoT Ecosystems

The various types of resources used in IoT environments

are shown in Fig. 5. The resources may perform any tasks

that are useful for the system, network or end user appli-

cations. In general, there are two main types of resource

management approaches that are concerned with infrastruc-

ture and applications. Infrastructure-based resource man-

agement relates to computational, networking, storage and

energy resource managements. From the system perspec-

tive, hardware (sensor, CPU, memory), firmware and soft-

ware resources may be distinguished. From the network

prospective, the resources may include the radio antenna,

channel, bandwidth, routing path or nodes. Storage re-

source management is associated with various types of dif-

ferent components, such as memory, file system and so on.

Similarly, energy resource management deals with energy,

battery and so on. From the application or user perspective,

resource management may affect any software components,

such as application management module, resource informa-

tion base, customer information base, resource identifica-

tion or resource modeling.
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Fig. 5. Types of IoT resources.

2.2. Distributed Architecture of IoT Ecosystems

Data collected by sensor nodes has to be processed be-

fore being used for the provision of meaningful services

to users or applications. Processing consumes multiple re-

Fig. 6. Distributed architecture of IoT system.

sources that are geographically distributed. It involves het-

erogeneous hardware, software and communication tech-

nologies. Figure 6 shows the typical operating principle of

a distributed IoT ecosystem.

Sensing devices may be IP or non-IP based. Non-IP based

IoT devices are generally low powered devices using such

protocols as Bluetooth, ZigBee and Wi-Fi. These devices

forward the collected information to the nearest configured

gateway. Data collected at each gateway is filtered and

processed before being forwarded to the central server or

cloud storage. IP-based IoT devices will forward the data

either through the gateway, or they may upload it directly

to the central server. Distributed architecture is associated

with the following computing mechanisms that are affect

resources in the IoT environment:

• Cloud computing resources in IoT ecosystems.

Clouds rely on vast computational and storage re-

sources. IoT devices may be used in cloud comput-

ing infrastructures for storing and performing a com-

plex analysis of IoT data. Cloud computing offers

reduced storage, computational and operational cost.

But the integration of IoT and cloud gives rise to

many challenges [6]. Seamless Internet connectivity

is required, mainly, and latency between cloud and

IoT devices is also very high, which is unacceptable

for real-time applications, such as health monitoring

systems. Additionally, security and privacy will also

pose major challenges, since data is stored remotely

will also be a major challenge since data is stored

remotely.

• Edge computing resources IoT ecosystems. Edge

computing offloads the resource demand from end

devices and cloud. Edge devices may include the
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gateway, device controller or smartphone. Real-time

applications that demand low latency and high re-

sponse times benefit from edge computing. Edge

computing contributes also to efficient context-aware

computing and to mobility management.

• Fog computing resources in IoT ecosystems. The

fog computing paradigm is similar to that of edge

computing, bringing computation, storage and net-

work services near the data source, instead of trans-

ferring them to cloud computing. But in fog comput-

ing, one or more devices in LAN help in offloading

the workload of edge devices. This approach offers

advantages that are similar to those of edge comput-

ing, but with a much higher processing and storage

capacity.

Resource requirements of distributed IoT systems de-

pend solely on the system’s functional and non-functional

requirements. Detailed specifications are provided by

ITU-T [7]. The different requirements and their classifi-

cation are presented below:

• business requirement specification – a high-level doc-

ument that specifies the organization’s motivation to

development of a new system,

• stakeholder requirement specification – includes the

perspective and requirements of different stakehold-

ers, such as users/operators/maintenance personnel,

related to using the system to generate business con-

tributions,

• system requirements specification – specifies the

technical requirements of the selected system, includ-

ing those of functional and non-functional character:

– functional requirement specification – speci-

fies the behavior of the system in terms of ser-

vice/function/operation. The important func-

tional requirements specified by ITU for IoT

networks include application support require-

ments, service requirements, communication

requirements, device requirements, data man-

agement requirements, security and privacy

protection requirements,

– non-functional requirement specification –

specifies supplementary/quality-related charac-

teristics of the system. The important non-

functional requirements specified by ITU-T for

IoT networks include interoperability, scala-

bility, reliability, high availability, adaptability

and manageability. Non-functional resource re-

quirements are difficult to calculate, as they are

of the subjective and relative nature [8]. An at-

tempt to improve one parameter may exert a di-

rect impact on other parameters of the same

system.

In the IoT environment, management of resources is a cru-

cial task in terms of fault tolerance and security. The re-

source management functionality is distributed across the

different layers of the reference model. Any hardware, soft-

ware and communication modules can be modeled as re-

sources.

2.3. Resource Management in IoT

The individual stages of the resource management process

are shown in Fig. 7. Resource modeling is an important

stage in resource management. It is the process of ab-

stracting and building metadata for IoT resources. Effective

resource modeling is the key to efficient resource discov-

ery and allocation mechanisms in IoT networks. Resources

are modeled based on semantic, virtualization and attribute

modeling methods. Each of these modeling methods is

described below:

• Semantic modeling. This model helps build loosely

coupled, interoperable and service-oriented IoT ar-

chitectures. Device capabilities or services rely on

standard or machine-readable formats, which en-

hances machine-to-machine (M2M) communication,

derivation of new knowledge and interoperability [9].

Different SDOs are working to address issues re-

lated to standardization. Sensor web enablement

by Open Geospatial Consortium (OGC) addresses

mainly sensors, sensor data models and sensor web

services [10], [11]. It also includes a specification

related to observation and measurement (O&M), sen-

sor modeling language (SML), transducer model lan-

guage (TML), sensor observation services (SOS), etc.

W3C defines also the formal specification for data

representation by means of a resource description

framework (RDF) and ontology representation lan-

guage, such as ontology web language (OWL).

• Virtualization based modeling. In this model, sen-

sor hardware, software or network resources are rep-

resented virtually in a cloud or a gateway, for ease

of management and for optimized resource utiliza-

tion [12]. Different types of virtualizations relied

upon in IoT are listed below:

– Software defined network (SDN). SDN ab-

stracts the physical network, which helps in

controlling and configuring the network behav-

ior centrally. SDN has two planes – one is the

forward plane for packet transmission, and the

other is the control plane for network configura-

tion and management. Decoupling these planes

aids in element of heterogeneous devices;

– Network function virtualization (NFV). NFV

eliminates the need for dedicated hardware and

uses a commodity server for network functions.

Different network functions, such as routing,
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Fig. 7. Stages of the resource management process.

firewall, load balancing and intrusion preven-

tion may be performed by the commodity server

due to NFV implementation;

– Containers/dockers. This approach is an OS

level virtualization, where applications are

packed with their own dependencies, libraries

and configuration files. Since multiple contain-

ers are executed directly on the host OS, the

solution is more lightweight than virtual ma-

chines. In IoT ecosystems, many cloud ser-

vice providers support development and man-

agement of containers [13]. Containers are gen-

erally deployed in edge devices, helping in real

time data analysis (e.g. packet inspection and

intelligent alert systems). They also act as load

balancers by reducing the load of cloud devices;

– Sensor virtualization. In this approach, an

abstract model of IoT devices is hosted on

the central server. End user applications sub-

mit requests to the central server, with an ab-

stract IoT device representation, rather than to

physical IoT devices. Sensor virtualization en-

hances energy efficiency and lowers mainte-

nance cost [14].

• Attribute based modeling. In attribute based re-

source modeling, resources are designed based on

functionality and attributes of devices, such as their

location, energy, sensing parameters, etc.

Results of some research projects related to resource mod-

eling have been published recently. In [15], the authors

suggest a set of tasks to be performed by a set nodes in

polynomial time. While modeling the metadata, the author

has considered various properties and constraints of nodes.

Such constraints as location, sensing capacity, power, soft-

ware and hardware are modeled in the form of a binary

programming model and are then applied using the heuris-

tic method. In paper [16], the author modeled the prob-

lem of assigning different IoT services to different physi-

cal interfaces. In this approach, interfaces are modeled as

resources. Since the interfaces are limited in any system,

multiple services compete for those interfaces that are avail-

able. The author proposes two algorithms: single round

assignment – when sufficient resources are available, and

multiple rounds – when resources cannot be shared in the

single round. Service splitting is performed to handle the

workload. Splitting and distribution cost is also considered.

Another approach is based on application demand and re-

sources are identified based on the deployed WSNs [17].

Then, the linear programming model is applied to map the

resources and application requirements. It considers dif-

ferent attributes, such as functional capability of the node,

granularity of operation, power consumption, location, duty

cycle and fidelity region. In [18], the authors discuss hard-

ware, software and communication resources that are inte-

grated to provide services (i.e. everything as a service) to

IoT user. They also place a greater emphasis on information

rather than on infrastructure.

The work presented in [19] has led to designing an IoT

service discovery and ranking method that uses semantic

modeling. Ontology linking is used to create semantic rea-

soning for better IoT services. Semantic based resource

modeling approaches are effective in handling heteroge-

neous, distributed, and ultra large-scale resources in IoT.

Paper [20] presents the OpenIoT platform that uses W3C

SSN ontology. It also explains the process of implementing

IoT applications with cloud integration. The W3C SSN on-
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Table 1

Comparison of different resource modeling techniques

Refer-
Attribute- Semantic- Virtualiza-

ences
based based tion-based Method used Proposed approach

approach approach approach

[15] • ◦ ◦

Binary programming model is devel-

oped to represent attributes of IoT

device and its constraints.

Heuristic method to improvise

execution time and load balance.

[16] • ◦ ◦
Mathematical model considers ser-

vices and interfaces as resources.

Mapping of interfaces to services im-

proves the utilization, service, and ac-

tivation cost.

[17] • ◦ ◦

Deployed WSNs resources are mod-

eled as a resource map for satisfac-

tion of IoT requirements.

The framework optimizes the resource

mapping and allocation time.

[18] ◦ • ◦ Hardware, software and network are

modeled as a service.

A new service model where hardware,

software and communication modules

are integrated as a single service for

the user.

[19] ◦ • ◦
Ontology linking is performed for

service discovery and ranking.

Scalable solution based on semantic

reasoning.

[20] ◦ • •

SSN ontology is used for middle-

ware, supporting virtual sensors in

cloud.

The model is based on the W3C SSN

ontology which provides better interop-

erability.

[21] ◦ • ◦
A new, SSN ontology-based design

pattern is proposed.

Lightweight semantic modeling

method, extendable due to linked data.

[22] • • ◦
NFV is applied at intermediate

nodes.

Two intermediate processing nodes for

better execution time and response

time.

tology is described from the perspective of sensors, sensing

capabilities, stimuli and observations [21]. The work pro-

poses also the stimulus-sensor-observation ontology design

pattern, which relies on light-weight semantics preferred by

several linked data applications.

The importance of semantic interoperability and its chal-

lenges are presented in [22]. The author discusses about

challenges related to data modeling, information ex-

change, semantic annotation and semantic discovery of data

sources, semantic reasoning and interpretation, as well as

knowledge representations. The work outlines also a few

important requirements for IoT semantic platforms. In pa-

per [23], the author quantitatively evaluated four different

IoT middleware platforms using a small-scale IoT scenario.

In this work, a comparison of functional components, such

as service registration, discovery and composition, was per-

formed. The work highlights the need for an autonomous

system with automatic service registration, discovery and

composition to handle heterogeneous devices in IoT envi-

ronments.

Virtualization of IoT devices for such applications as smart

cities is discussed in [24]. Two intermediate nodes are

added to the system, i.e. an application node and a function

node. Gateway nodes store raw data generated by the sen-

sors, whereas function nodes process the raw data. A ser-

vice application connects directly with the function nodes.

This work uses NFV to service a node, rendering flexi-

ble and scalable micro-services. The proposed prototype is

integrated – via cloud, edge and IoT devices – with a cam-

era. Results of the experiment prove reduced processing

time and improved resource sharing.

Different resource modeling approaches are summarized

and compared in Table 1. One may see that efficient re-

source modeling approaches are very important to achieve

portability, scalability and ease of maintenance. Semantic

based modeling facilitates M2M communication and pro-

cess automation. But due to multiple SDOs and their for-

mats, interoperability is still a challenging task. Also, while

building resource models, the level of abstraction should

be selected legitimately. Otherwise, metadata management

will become a tedious task. Resource modeling based on

the attributes of resources may be used to build mathemat-

ical models for simulating and testing real world scenarios.

As far as virtual resource modeling is concerned, it helps

ease maintenance and offers better utilization of resources.

Virtualization based SDN and NFV aid in handling hetero-

geneity and scalability.

2.4. Resource Discovery in IoT

The resource discovery module is responsible for identify-

ing the resources required to satisfy application requests,
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i.e. for device registration, configuration and ranking. Due

to the large number of different IoT devices, the resource

discovery module is expected to offer automatic discovery

of resources, their properties and capabilities. Some of the

existing technologies used here include P2P and distributed

resource discovery, centralized architecture, CoAP-based,

semantic based, and search engine based resource discov-

ery. These are described below:

• Distributed and P2P Discovery Services. In this

method, distributed devices are used to adopt a dis-

tributed hash table and are interlinked by a P2P over-

lay protocol to enable local and global service dis-

covery. The method supports also multi attribute in-

dexing, range queries and P2P routing. Therefore,

the distributed architecture model effectively handles

scalability and various issues related to IoT;

• Centralized Architecture for Resource Discovery.

In this method, a central infrastructure is built for

resource discovery. All devices should register to the

centralized infrastructure before providing services.

Client devices may discover and take advantage of

a given service by accessing the central server;

• CoAP-based Resource Discovery. Here, the service

discovery mechanism is adopted. CoAP servers ex-

pose a set of RESTful web services to clients. The

interested CoAP clients request the server to provide

service. Based on the request, a client may receive

a list of resources and their attributes or metadata.

But this method has certain drawbacks related to re-

source discovery lookup by remote devices. It also

suffers from scalability and security issues;

• Semantic-based Resource Discovery. Resource dis-

covery is based on semantic interpretation of re-

sources. Standard web technologies are used for se-

mantic representations of devices and their capabil-

ities, fostering interoperability, such as URI, HTTP,

SensorML, JSON (JavaScript Object Notation) and

efficient XML Interchange (EXI);

• Search Engine-based Resource Discovery. This

model is similar to the Google search engine, but

is not identical. The Google search engine is based

on web documents, while an IoT search engine is

based on resources, attributes and their properties.

There are different types of IoT search engines, such

as keyword, location, real-time, and hybrid search

engines.

Paper [25] presents a search engine based resource discov-

ery framework which is made up of three layers, namely

proxy, discovery and service enablement layer. The proxy

layer discovers the objects regardless of their technologies.

It includes drivers and the protocol required to communi-

cate with the devices. The discovery layer is responsible for

storing metadata in the CoRE link format and for search-

ing and ranking the resources based on user input. The

service enablement layer provides the service to the user

by RESTful web services. Interoperability between differ-

ent description models of the sensor is a challenging task.

Paper [26] describes a new framework based on keyword

or geospatial searching approach. This framework supports

API, SensorML and W3C JSON-LD description models. It

will automatically detect the modeling language and parse

its data. Then, this parsed data is converted into a standard

format and stored in the database, along with location.

In [27], a centralized resource discovery framework is pro-

posed, using web standards. In the proposed framework,

resource categorization and indexing are done based on

multiple domains. SDN based resource discovery in IoT

networks is discussed in [28]. It suggests that traditional

network architectures are not suitable for IoT resource dis-

covery and routing path definition. To obtain a congestion

free network, the author proposes an SDN based IoT net-

Table 2

Comparison of different resource discovery approaches in IoT

References Method/approach Centralized Distributed Framework/prototype/model proposed

[25] Search engine based • ◦
New framework is proposed with proxy, discovery and

service enablement modules.

[26] Semantic-based indexing • ◦
The proposed framework parses metadata of multiple

standards and creates indexes automatically.

[27] Semantic-based • ◦

The proposed framework stores context-aware and

geolocation information, along with resource infor-

mation.

[28] SDN-based • ◦
iFogSim simulation tool is used for efficient resource

discovery based on SDN.

[29] Agent-based ◦ •
Multiple agents are installed in IoT devices, gateway

and server.

[30] Mathematical model ◦ •
Effects of multiple context aware parameters are ana-

lyzed using a mathematical model.
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work. Context information from network entities, compu-

tational devices and IoT devices is analyzed by means of

a centralized SDN approach. The proposed model is simu-

lated using the iFogSim tool which shows that SDN based

IoT networks outperform traditional networks.

An autonomous multi-agent resource discovery mechanism

for IoT is discussed in [29]. The author proposes a model

with multiple agents running on the server, gateway and

each IoT device. Initially, the server agent forwards the

command to the gateway agent that forwards the command

to agents of the particular devices. The proposed work

assumed that agents are already preinstalled in each IoT

device. This allows to avoid any commands that may be

potentially missing during sensor sleep schedule, and IoT

devices register their sleep pattern and type of service with

the gateway agent.

The work presented in [30] analyses the different multi-

objective decision making methods. The model is based

on the centralized resource discovery model which uses

the number of sensors and context information to ensure

efficient results. The author claims that results obtained

with the use of the simple additive weight method (SAW)

offer better quality compared to the technique relying on

the prioritization order, with that quality being similar to

an ideal solution. In [31], the authors compare three com-

monly used discovery protocols, namely CoAP, MQTT and

UPnP, based on memory footprint, CPU footprint, latency,

downstream and upstream traffic. In this work, results of an

experiment performed show that CoAP outperforms MQTT

and UPnP, but at a higher memory overhead.

Table 2 summarizes different resource discovery ap-

proaches presented in recent publications.

2.5. Resource Estimation

In most IoT applications, user requests and data generation

are spontaneous processes that pose a great challenge in

the prediction of IoT resources. But for optimal system

performance and efficient utilization, a certain level of es-

timation is not accurate enough. Generally, estimation of

resources is performed based on historical records stored

in the cloud. Fog may also aid in the estimation of re-

sources, as they are deployed near to the sensing devices

and they also have better knowledge of the location and

higher context awareness.

IoT resource estimation depends on device type, device

mobility, energy status, type of data generated or pro-

cessed, communication method, security measures adopted

and customer behavior. The extra pre-allocation of re-

sources may lead to their underutilization. Improper al-

location of resources will also directly affect system per-

formance. Therefore, the resource management system

should accurately predict the resources required for opti-

mal performance of the system. In this regard, data ana-

lytical tools can be used for the prediction of data based

on historical records stored in the cloud. The context in-

formation derived from edge and fog devices can also be

used for accurate estimation of nearby resources. Data

mining algorithms, probabilistic methods, predictive algo-

rithms, location- and context-aware resource approaches,

etc. are used for this purpose.

Some research papers are devoted to IoT resource estima-

tion. In [32], a mathematical model for determining cus-

tomers’ reliability and loyalty in order to ensure better uti-

lization of resources is proposed. In this work, relinquish

probability is used to prioritize loyal customers and for giv-

ing a fair chance to new ones. [33] proposes a resource es-

timation and allocation approach that is based on customer

and device type. In the model, customers are categorized

as new, absolutely new and existing. Paper [34] presents

a resource allocation method based on customer type and

loyalty. It uses crawdad real trace and Amazon EC2 pric-

ing. Results show that loyal customers are provided with

better service and resources are allocated cautiously to other

customers.

2.6. Resource Monitoring

IoT networks link a vast number of heterogeneous devices

that support a wide range of applications. Real time ap-

plications, e.g. those used for patient health monitoring,

flood alerting, fire alarms and for reporting loss of or de-

lays in transferring information, may be a cause of a serious

failure. Monitoring tools used in IoT should detect device

failures, degraded performance, network delay, security at-

tacks, etc. Algorithms are also needed for resource monitor-

ing, (fault tolerance algorithms, security algorithms, agent-

based algorithms, machine learning and so on).

In [35], the challenges related to IoT resource monitor-

ing, e.g. identification of sensor malfunctions, inappropriate

calibration, delays, packet loss, network failures, device

energy status, security attacks and performance issues re-

lated to CPU and memory are discussed. [36] presents

a new IoT monitoring tool for the agent-manager model. It

is a lightweight solution compared with the SNMP based

monitoring system. The agent devices follow commands

forwarded by the manager device, i.e. a gateway.

Paper [37] outlines the IoT ecosystem challenges that are

related to effective monitoring of resources. It also com-

pares two standard network monitoring tools, namely big

brother (BB) and Zenoss.

2.7. Resource Allocation

In a heterogeneous IoT system, achievement of a satisfac-

tory level of service (SLA) related to end-user applica-

tions is a major challenge. For example, patient moni-

toring systems and city surveillance systems require com-

pletely different resource management strategies. When an

application requests a service from IoT devices, multiple

steps are performed before the resources are allocated. In

short, client authentication requires specific resources, so

the pool of available resources, access permission and uti-

lization constraints need to be verified in the middleware

framework. To solve complex resource allocation problems,
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mathematical models are required that operate in the real

world environment. In such models, the specific scenario

is mapped to a standard optimization algorithm. The im-

portant categories of resource allocation algorithms include

the following:

• Multi-objective optimization algorithms. These al-

gorithms identify the best option from a set of fea-

sible solutions. IoT resource allocation problems are

often modeled as multi-objective optimization prob-

lems, since they involve a conflict of multiple criteria

objectives. Most resource allocation problems try to

apply the Pareto rule, where a change in any objec-

tive degrades at least one of the remaining objectives.

Since these algorithms find exact solutions, they are

computationally complex and consume more compu-

tational power;

• Heuristic algorithms. These algorithms are faster in

finding an approximate solution instead of an ac-

curate solution that requires a higher computation

cost. They are also used to obtain near optimal solu-

tions when other optimization algorithms fail to gen-

erate exact data. All these benefits are achieved by

trading optimality, accuracy, precision and complete-

ness of the solution. These algorithms lack in flexibil-

ity and are sensitive to key decision parameters. Even

minor changes will drastically affect the end solution.

Examples of such algorithms include, greedy and

tabu search approaches;

• Meta-heuristics algorithms. These are higher level

procedures relied upon to find a sufficiently good so-

lution based on incomplete or imperfect information.

These algorithms do not provide a globally optimal

solution. Their examples include ant colony opti-

mization, particle swarm optimization or genetic al-

gorithms;

• Game theory-based algorithms. Game theory mod-

els rely on rational behaviors of two or more play-

ers and on their interdependence. Cooperative and

non-cooperative games models are usually applied

to solve resource allocation issues in IoT ecosystems

by achieving the Nash equilibrium. The game theory

model may not be suitable for a number of scenarios.

For example, the game theory expects each player

to be homogenous and to have similar capabilities,

while IoT networks consist of highly heterogeneous

devices. Also, it expects multiple interactions be-

tween the participating devices. Fulfillment of this

condition is not feasible due to the large number of

devices and the related energy constraints.

Among many papers focusing on resource allocation, it is

worth mentioning [38] which discusses network lifetime

and throughput for uplink communication in battery pow-

ered IoT networks. At first, the available channels are

grouped and allocated to IoT users. Then, transmission

power allocation is optimized for each user group based on

the Markov decision process (MDP). The efficient chan-

nel allocation algorithm (ECAA) proposed outperforms the

random channel assignment approach by 90% and offers

better time efficiency.

The problem of assigning a gateway to IoT devices is dis-

cussed in [39]. Each sensing device has to forward data

either to the cloud or the server through the one or more

gateways. Proper mapping of IoT devices and gateways

allows to achieve good QoS. In the proposed work, the

author modeled the gateway allocation problem as an NP-

complete bipartite matching problem, where IoT devices

have different data transmission requirements. Later, the

work proposes a repetitive Ford-Fulkerson algorithm (RFF)

for equal workload scenarios, and an approximation algo-

rithm called greedy gateway algorithm (GGA) for unequal

workload situations, minimizing the maximum traffic at the

gateway.

Paper [40] presents a resource allocation problem experi-

enced in the downlink connection of a fog-based IoT net-

work. QoS parameters, such as delay, throughput and bit

error rate are considered for ultra-reliable low latency com-

munications (URLLC) and for enhanced mobile broadband

(eMBB) service type applications. URLLC requires a high

tolerable BER, whereas eMBB requires a high bandwidth

which may comprise delay and BER. Centralized resource

allocation will be NP-hard considering the heterogeneous

nature and the number of devices involved. The integrated

analytic hierarchy process (AHP) and the two-sides match-

ing game approach ensure higher utility gains. AHP re-

duces complex QoS into traceable hierarchical subprob-

lems, which helps in prioritizing QoS parameters, while

the two-side matching game approach is initiated between

fog network infrastructure and IoT devices. The service-to-

interface assignment (SIA) problem that is extended onto

multiple IoT devices and modeled as SIA-MID (service-to-

interface assignment for multiple IoT devices) is presented

in [41]. The classic SIA problem is designed for a single

IoT resource, whereas SIA-MID is designed for more than

one IoT device.

Bandwidth allocation between access points (APs) and the

base station (BS) and modeled as a hierarchical two-stage

game model is presented in [42]. At the first stage, band-

width allocated to BS is distributed among APs using the

asymptotic Shapley value method. Each AP acts as a game

player forming an inter-AP game. In the second stage,

bandwidth allocated to each AP is distributed across differ-

ent classes of multimedia services using the relative utili-

tarian value approach. Different classes of traffic services

will act as game players here. At the end of each unit’s

time period, the relative utilitarian value is recalculated

and bandwidth is redistributed across APs. When com-

pared with the game-theoretic hierarchical resource allo-

cation (GHRA) scheme and the auction-based hierarchical

resource allocation (AHRA) model, the algorithm shows

better throughput, service rate and minimal resource uti-

lization.
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[43] proposes a new resource allocation mechanism called

search economics-based IoT resource allocation (SEIRA)

and using meta-heuristic and data clustering algorithms. In

the data clustering algorithm, k-means is used to gener-

ate improvised initial values that are used in search eco-

nomics (SE). SEIRA uses hybrid encoding, modified tran-

sit and a local search operator for better results. SEIRA

and SEIRA-KD (SEIRA with k-means and dynamic local

search) yield better results and are faster compared with GA

and SA methods. An optimal resource allocation strategy

for the three-tier IoT architecture is proposed in [44]. The

three-tier architecture includes data service operator (DSO),

data service subscribe (DSS) and fog nodes (FN), where

each entity acts autonomously and observes the behaviors

of each other for better decision making. The proposed

algorithm has four stages, including resource purchasing

problem for DSSs, with DSOs modeled as the Stackelberg

game, pricing problem for the DSOs, DSO and FN pair-

ing problem as many-to-many matching games, and un-

der same DSOs pairing problem between FN and DSS as

many to many matching problems. Simulation results show

that DSOs, FNs, and DSSs achieve higher utility rates au-

tonomously.

A distributed consensus-based algorithm in which virtual

objects (VOs) negotiate with other elements in order to op-

timize resource allocation by distributing the workload is

presented in [45]. It extends the VOs model to incorpo-

rate quality of information (QoI) for decision making. The

result shows an improved node lifetime and a faster con-

vergence time for task distribution. The fog radio access

network (F-RAN) resource allocation problem is discussed

in [46]. Fog RAN reduces latency – an important parameter

in IoT applications. The proposed algorithm is modeled as

MDP and is further reinforcement by learning to obtain the

optimum solution. Simulations of the proposed algorithm

outperforms the fixed threshold algorithm.

Paper [47] proposes a middleware-based approach used to

distribute the task among different IoT devices, so that re-

sources are adequately shared. The proposed middleware

has two layers, i.e. semantic layer for interoperability of

nodes, as well as resource allocation and management layer

(RAML) for task group management. The distributed pro-

tocol is proposed based on the consensus algorithm which

converges the optimal allocation of resources offering, in

most cases, an error rate of less than 5%. The proposed

model is tested in Matlab, using the Telit development

board. Data transmission between gateways is presented

in [48]. Composite services are executed at the gateway

by using one or more IoT resources that are allocated to at

least one gateway. To reduce the volume of data exchanged

between gateways while executing composite services, net-

work topology is transformed into the degree-constrained

minimum spanning tree (DCMST). A modified version of

DCMST is used to identify the optimal solution by ap-

plying the genetic algorithm. Simulations of the proposed

algorithm show a 97% success rate, on average, while find-

ing a near optimal solution. Allocation of heterogeneous

IoT resources is modeled as the Stackelberg game model

in [49]. The network operator is modeled as the leader and

the mobile terminal as a follower. The network operator

sells the resources to the mobile terminal based on dynamic

pricing. A distributed iterative algorithm is proposed which

allows the entire network to reach the Nash equilibrium as

a part of the Stackelberg game model. A simulation result

provides an optimal pricing strategy.

The work presented in [50] proposes an adaptive resource

allocation algorithm (AMSRS) for IoT devices with con-

strained bandwidth. When performing sensing and actuat-

ing operations, network bandwidth is dynamically assigned

based on the signals’ frequency domain characteristics.

Compared with the static algorithm, AMSRS reduces accu-

mulated and maximum errors by 60%, while path tracking

the UGV. A novel resource management framework is pro-

posed based on the device cloud approach [51]. In the

proposed framework, IoT resources are considered as part

of a cloud resource pool. The proposed work considers

IoT end devices as data end points (DEP), the gateway as

a data integration point (DEP), and the communication in-

frastructure as a machine communication network (MCN).

The core components of the proposed framework include

device directory which provides a data model for the de-

vices and their life cycle. The user directory module is

designed for identifying and controlling access to manage-

ment services. The management module is developed for

performing the resource allocation process. The proposed

framework is implemented at the gateway or an aggregat-

ing node. Article [52] discusses the challenges that need to

be tackled in the device cloud approach, such as runtime

device integration, interoperability, data models, nomencla-

ture, and the service execution environment.

Paper [53] offloads the task from the local wireless device

to a fog network. The different parameters to be man-

aged at the device and network level are modeled using

mixed integer linear programming (MINLP). The hybrid

genetic simulated annealing algorithm is applied to solve

the proposed issue, resulting in lower power consumption

by local devices, faster convergence rates and minimum la-

tency. An energy efficient resource optimization algorithm

for cognitive IoT (CIoT) is proposed in [54]. Since CIoT

consumes more energy for sensing operations in order to

achieve better spectrum efficiency, the proposed algorithm

harvests the primary user’s RF energy to increase network

lifetime. The number of nodes, sensing time and trans-

mission power are modeled as a non-convex optimization

problem. The proposed work suggests a node alternative

algorithm which uses Langrange optimization for power ad-

justments and Dinkelbach’s optimization for node energy

and network lifetime corrections.

Paper [55] presents an application-aware workload distri-

bution approach focusing on edge devices. Resources of

edge devices are dynamically adjusted to reduce response

time. A heuristic algorithm is applied to distribute user re-

quests to different edge devices. Research presented in [56]

proposes a framework for multiband spectrum sensing,
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Comparison of different resource allocation approaches
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[38] MM – Markov decision process
• gateway with LoRa

◦ ◦ ◦ • ◦ ◦ •

• network lifespan

• IoT device • throughput

[39]
MM – greedy method • IoT device

• ◦ • ◦ ◦ ◦ ◦ • traffic minimization
(heuristic method) • gateway

[40] MM – game theory

• fog devices

• • ◦ ◦ • ◦ ◦

• throughput
• IoT device

• utilization of fog devices
• gateway

[41] MM – metaheuristic method
• IoT device

• • • ◦ ◦ ◦ ◦ • faster convergence
• gateway

[42] MM – game theory

• access point

• ◦ • • • ◦ •

• throughput

• IoT device • service rate

• gateway • better resources utilization

[43] MM – metaheuristic method
• IoT device

• ◦ • ◦ ◦ ◦ ◦

• faster solution conver-

• gateway gence rate

[44] MM – game theory

• IoT device

• ◦ • ◦ ◦ • ◦

• higher utilization at fog
• fog network

and IoT devices
• data service provider network

[45]
Framework based on distributed • cloud

• ◦ • ◦ ◦ ◦ ◦

• node lifetime

consensus-based algorithm • IoT devices • faster convergence

[46] MM – Markov decision process • fog node • • ◦ • ◦ ◦ ◦

• latency

• utilization

[47] Middleware framework prototype
• cloud

• ◦ • ◦ ◦ ◦ ◦

• faster convergence

• IoT device • less error rate

[48] MM – metaheuristic method
• IoT

◦ • • ◦ ◦ ◦ ◦

• faster convergence

• gateway • minimize traffic

[49] MM – game theory
• network operator infrastructure

• • ◦ ◦ ◦ ◦ ◦ • utilization
• IoT device

[50] MM – multi objective optimization • IoT device ◦ ◦ ◦ • • ◦ • • error rate reduction

[53] MM – metaheuristic method

• fog devices

◦ • • ◦ ◦ ◦ ◦

• node energy
• gateway

• latency
• IoT device

[54] MM – heuristic method
• gateway

◦ ◦ • ◦ • ◦ ◦

• network lifetime

• IoT device • node energy

[55] MM – heuristic method

• fog devices

• • • ◦ ◦ ◦ ◦ • latency• gateway

• IoT device

[56]
MM – heuristic method and • gateway

◦ • ◦ ◦ • ◦ ◦ • faster convergence
game theory • IoT device

[57] MM – game theory
• gateway

• • ◦ ◦ • ◦ ◦

• node energy

• IoT device • packet to data ratio

[58] MM – metaheuristic method
• gateway

• ◦ • ◦ ◦ ◦ ◦

• service rate

• IoT device • node energy

[59] Block chain based framework
• gateway

• • ◦ ◦ ◦ ◦ ◦ • computation cost
• IoT device

[60] MM – heuristic method

• fog devices

• • • ◦ ◦ ◦ ◦

• service rate
• gateway

• utilization
• IoT device

[61]
MM – heuristic method and • gateway

• ◦ ◦ • • ◦ ◦

• data rate

game theory • IoT device • node energy

[62] MM – heuristic method
• gateway

• ◦ ◦ ◦ • ◦ ◦

• data rate

• IoT device • node energy

[63] MM – metaheuristic method

• fog devices

• ◦ • ◦ ◦ ◦ ◦

• energy
• gateway

• utilization
• IoT device
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using the branch and bound algorithm. It provides a cross-

layer configuration scheme for channel allocation based on

the potential game. The proposed algorithm helps achieve

dynamic resource allocation and also improves QoS pa-

rameters, such as energy consumption, throughput, delay,

reliability and cost. In [57], the author provides energy ef-

ficient and cost-effective solutions for threat models using

Pareto and Stackelberg leadership games. In the suggested

model, the packet-to-data ratio (PDR), energy and the cost

of installation are improved. The proposed model is tested

using the TOSSIM simulator.

Article [58] proposes a task offloading and resource allo-

cation model for mobile edge computing in an unmanned

aerial vehicle (UAV). The proposed application involves

resource intensive tasks that need to be performed with

minimum delay, which is an additional constraint. In the

proposed work, UAV position, uplink, downlink and com-

putation resources are modeled as an optimization problem.

Simulation results show a reduced service delay and lower

energy consumption by IoT devices. In [59], a Blockchain

based resource allocation approach is proposed, relying

on edge computing. Edge computing devices act as a ser-

vice provider for mobile devices which are willing to run

their miners. In the model presented, a new hash-based

power function is defined and an auction is conducted to

reduce computational cost and to increase social welfare.

[60] presents a method for balancing the load of fog de-

vices. To reduce the load, services are migrated dynami-

cally. The proposed model is tested on CloudSim, showing

improved resource utilization, service rate and a reduced

number of service nodes required. Paper [61] improves

the data rate and energy utilization by using the heuristic

greedy method and the cooperative game theory in the IoT

network. The greedy method is used to find the optimal

local solution, whereas interference between radio signals

generated by IoT devices is reduced by means of the game

theory.

For adaptive carrier spectrum allocation and joint spread-

ing time code generation, the joint step extreme recursion

(JSER) algorithm is proposed in [62]. This anti-jamming

self-adaptive algorithm reduces power consumption and im-

proves the signal to interference plus noise ratio (SINR).

The computational and cache resource management prob-

lem is modeled as a joint optimization problem in [63]. The

SDN-based information-centric model takes the allocation

decision based on the Q-deep learning artificial intelligence

algorithm. Dynamically short-term and long-term rewards

are provided for energy and computational cost expendi-

tures.

Table 3 presents a comparison of the different resource allo-

cation approaches. To summarize, the majority of research

is based on considering resource allocation problems, such

as resource optimization and middleware framework. In

the first approach, many researchers have developed mathe-

matical models using the graph theory, relying on operation

research applying different meta-heuristic approaches, such

as ant colony optimization, particle swarm optimization and

Table 4

Major metrics used in resource allocation approaches

Metrics References

Network lifetime [38], [53]

Throughput [38], [40], [42], [59]

Data traffic [39], [48]

Service rate [42], [56], [58]

Latency [46], [51], [53]

Error rate [47], [49]

Device utilization
[40], [42], [44], [45], [46], [49],

[58], [61]

Computation cost [41], [43], [47], [48], [54], [57]

Service rate [42]

Node lifetime
[45], [51], [52], [55], [56], [59],

[60], [61]

Table 5

Architecture types used in resource allocation

Metrics References

[38], [39], [41], [42], [43], [45],

Two-tier architecture [48], [49], [50], [52], [54], [55],

[56], [57], [59], [60]

Three-tier architecture
[40], [44], [46], [47], [51], [53],

[58], [61]

genetic algorithm. Many authors also use different game

theory approaches, such as cooperative game, evolutionary

game and Stackelberg game, where interactions between the

data service provider, access point, fog and IoT devices are

modeled as conflicting games. In the other approach, most

of the work is based on developing a middleware prototype

for resource management purposes. Only a few works focus

on testing resource allocation strategies using the standard

framework. But testing with the use of the real frame-

work is really important to understand the behavior of the

proposed algorithm and its assumptions in a real world sce-

nario. In Table 4, the important resource allocation metrics

are presented in terms of scalability, reduced communica-

tion and computation cost and load balancing aiming to

improve node and network lifetime. Edge and fog com-

puting are promising solutions for highly computationally-

intensive operations that delay sensitive applications. Ta-

ble 5 compares the number of resource allocation schemes

proposed for 3-tier and 2-tier architectures.

3. IoT Resource Management Module

in FIWARE

To manage diverse technologies and components of IoT,

generic enablers (GEs) or abstract interfaces have been de-

veloped. For example, the European ICT and standardiza-

tion committee proposes an open-source middleware plat-

form known as FIWARE [64]. Another popular open-

source project – IoTvity – proposed by the Open Connec-
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tivity Foundation (OCF) [65], also outlines similar respon-

sibilities of the resource management module. Both archi-

tectures incorporate resource identification and addressing

schemes, mapping of device ID to a specific device, dy-

namic linking of resources, as well as mechanisms for con-

trolling access to resources and information in the resource

management module. They also include device manage-

ment functions, such as activation, deactivation, software

update or remote monitoring. The FIWARE architecture

proposes four GEs, such as communication, resource man-

agement, data handling and process automation. The re-

source management process is shown in Fig. 8.

Fig. 8. Resource management using a generic enabler (GE).

This abstraction layer provides unified service and operation

support for the management of IoT resources. A resource

management GE is used and is responsible for identifying,

registering, unregistering, discovering, activating, utilizing

and configuring resources. It consists of such sub-layers

as discovery, resolution of things, as well as services and

resources interaction. These are described as follows:

• Discovery and resolution of things generic en-

ablers. They help discover services and resources

based on the device ID.

• Services and resources interaction generic en-

ablers. These provide such services as registration,

deregistration, status retrieval and updates performed

by sub-modules. Before providing a given service,

the enabler interacts with the IoT process automa-

tion module for context and mobility information. It

also interacts with the security and privacy module

to verify access permission for a given request.

4. Challenges and Research Issues

Each year a great number of smart objects is integrated

with the IoT ecosystem. In the view of the scale and het-

erogeneity of the phenomenon, there is a need for dynamic,

scalable and robust solutions allowing to manage IoT re-

sources. After an extensive survey of existing solutions,

we have identified the following major issues related to re-

source management and requiring further research to be

performed:

• Interoperability of IoT resources used on different

platforms – there is no common description for re-

sources, their capabilities and format of data ex-

changed between different SDOs. Interoperability

across multiple SDOs simplifies the resource man-

agement process across multiple domains;

• Prioritization of discovered resources helps the re-

source management module select the appropriate

resource;

• Security – standard security mechanism for resource

discovery;

• Load balancing – for optimal utilization of resources,

a distributed resource management module is re-

quired that is capable of relying on the benefits of-

fered by fog and edge computing schemes;

• Dynamic task distribution mechanisms – based on

the capabilities of the participating devices. There

is great room for novel dynamic task management

modules based on the resources available within the

system;

• Resource estimation – to manage the resources effec-

tively;

• Predictive mechanisms/algorithms – used in resource

allocation;

• Resource scheduling and allocation – for real time

IoT applications;

• Improved pricing model – for resources used in

cloud, fog, edge and for IoT;

• Fault tolerance – to provide uninterrupted services to

the user during node failure. Most of the proposed

analytical models fail to accurately map actual re-

source allocation problems experienced in IoT. Also,

many assumptions made while modeling the prob-

lem fail to address the major challenges, just as the

majority of research does not discuss ways to inte-

grate the local optimal solution identified with global

solutions of resource allocation-related problems.

No unified standard exists accepted across the entire mar-

ket. Individual SDOs and industry alliances have defined

their own formats. This prevents end users from being able

to take advantage of improved services. To ensure coop-

eration between SDOs, SSOs and industry alliances and to

identify gaps between them, special groups – such as the

ESTI specialist task group [66], the alliance of Internet of

Things innovations (AIOTTI) [67] or CREATE-IOT [68]

have been formed. Even though work towards standardiza-

tion is already in progress, adaptation of the results on the
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market is still very low. To address these issues, there is an

urgent need for research to develop a dynamic and efficient

broker capable of understanding and mapping multiple stan-

dard resources. Also, there is a need to provide software

developers with fine-grained descriptions in order to avoid

ambiguity caused by abstract information from SDOs.

The management of IoT resources used in each layer of

the environment poses a number of challenges. Most work

is performed to develop mathematical resource allocation

models. But these proposed models are tested only with

the use of simulation tools or software developed in-house.

So, there is an immediate need for framework or test bed

based verification of algorithms.

Semantic web-based modeling, although enhancing inter-

operability, also suffers from incompatibility between mul-

tiple SDOs, SSOs and industrial alliances. Semantic-based

technologies experience a range of other issues, such as

the need for lightweight semantic technology, improved se-

curity mechanism for registration and resource discovery,

large indexing and querying capacity, dynamic conversion

between standards, efficient streaming models and open

standards or interfaces for application developers.

5. Conclusion

In this paper, heterogeneity of IoT devices, distributed ar-

chitectures of IoT ecosystems, types of resources, chal-

lenges in managing the heterogeneous resources, phases of

resource management in IoT, guidelines provided by SDOs

for interoperability in managing resources and potential de-

sign options available in each resource management phase

(i.e. semantic- or virtualization-based modeling, centralized

or distributed resource discovery) are discussed.

The key outcome of this study indicates that most al-

gorithms discussed in the resource allocation section are

mathematical or attribute-based. Assumptions made and

results obtained with the use of these algorithms are hard

to verify in real frameworks or testbeds. Our immediate

research will focus on proposing a resource allocation al-

gorithm considering the distributed architecture of the IoT

ecosystem. The proposed algorithm will be verified us-

ing the existing IoT framework. Furthermore, open issues

related to resource management schemes, as discussed in

this paper, are expected to motivate researchers to conduct

further investigations in this particular area.
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Abstract—This paper presents how machine learning tech-

niques may be applied in the process of designing a compact

dual-band H-shaped rectangular microstrip antenna (RMSA)

operating in 0.75–2.20 GHz and 3.0–3.44 GHz frequency

ranges. In the design process, the same dimensions of upper

and lower notches are incorporated, with the centered position

right in the middle. Notch length and width are verified for

investigating the antenna. An artificial neural network (ANN)

model is developed from the simulated dataset, and is used for

shape prediction. The same dataset is used to create a math-

ematical model as well. The predicted outcome is compared

and it is determined that the model relying on ANN offers

better results.

Keywords—artificial neural network, dual band, microstrip an-

tenna, notch.

1. Introduction

New developments in the field of wireless communications

call for compact, wide-band, high efficiency, multiband,

and low cost antennas that are suitable for modern day ap-

plications. Microstrip antennas offer numerous advantages,

such as small size, low weight and ease of fabrication due

to their planar configuration. An antenna of this type is

easy to mount on a rigid surface, supports dual-polarization

and, unlike solutions of other types, multiband operation.

The different techniques relied upon to make the antenna

compact [1] without affecting its basic parameters include

reactive loading [2], using a monopole antenna with de-

fected ground structure (DGS), and modified patch [3]–[7].

Those methods are capable of reducing the antenna size by

up to 70%. Meta-material [8]–[14] and engineered ground

structure [15]–[18] may reduce the size of the antenna by

up to 74% as well. Other miniaturization methods, like de-

ployment of fractal structures in antenna design [19]–[21]

may reduce the size of the antenna by up to 75% and en-

gineered substrates [22]–[24] allow to reduce the size of

antenna by 80% and by introducing close-ended or open-

ended slots [25]–[30] of various shapes H, L, U, E, V, W,

D, S double E, double U may reduce the size of the antenna

by up to 86.5%. In some cases, more than one technique

is used to make the antenna as compact as possible.

Machine learning (ML) is a subset of artificial intelligence

(AI), effectively used in all areas of engineering, espe-

cially in communication network automation. ML is a spe-

cific type of data analytic techniques enabling machines to

learn from experience (training) and to predict new data.

A comparison between the traditional and the ML approach

is given in Fig. 1. ML is preferred to solve complex

mathematical problems with lots of variables and massive

amounts of data. Today’s methods relied upon while design-

ing antennas require such a high level of expertise, as in

most cases the design process requires a trade-off between

such antenna parameters as small size and good bandwidth.

AI approaches have been used in antenna design and op-

timization since the 1990s [31]. The most significant ad-

vantages that the use of the AI approach in antenna design

has over the traditional methods lies in the ability to si-

multaneously handle multi-objective problems in order to

achieve the specified goal and to provide the best automated

solution [32]–[35].

Fig. 1. Computational approaches.

The drawback of analytical-based methods consists in big-

computation overheads experienced in the design process.

To cope with this, the trial-and-error approach may be used

to achieve the specified goals. Slot-loading turns out to be

the technique that is most widely used among all aforemen-

tioned methods allowing to make antennas compact [28]

in size.

2. Synthesis and Analysis Problem for

Microstrip Patch Antenna Using ANN

ANN is one of the approaches used in ML to map nonlinear

data efficiently [36], [37] based on experience (training),
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Fig. 2. Flowchart of ANN back-propagation algorithm.

while dealing with new data. Basically, three logic lay-

ers are distinguished in ANN architectures. The first is

known as the input layer, while the last is referred to as

the output layer. Between the input and the output layer,

there is a number of hidden layers. Each hidden layer has

one or more neurons. The number of the hidden layers,

neurons, the activation function and the learning algorithm

are all specific to the application. There are no rules to

determine the number of hidden layers and neurons, but

in most problems two to three hidden layers are used at

the most in order to approximate all types of mathemat-

ical functions. The performance of ANN model depends

upon the data collection, learning algorithm, weight initial-

ization, change in an activation function, etc. In the case

of antenna design, data should be collected either through

simulations or measurements. The range of data always ex-

tends, marginally, beyond the model’s utilization range [38].

Initially, data samples are divided into three sets, known

as training (with the usage ratio of 70%), testing (15%),

and validation (15%). According to the needs of a specific

application, the percentages may be different. Next, the

network size is chosen, i.e. the number of hidden layers

and neurons in each of them is determined. Finally, the

algorithm is selected based on feed-forward, back propaga-

tion, and feed-forward back propagation, to train the ANN

and obtain the model. A flowchart of ANN feed-forward

back-propagation algorithms is presented in Fig. 2.

To achieve the minimum mean squared error (MSE) It is

necessary to train the model with accurate data. In this

case, a total of 80 samples has been collected by simulat-

ing H-shaped RMSA using IE3D software. To minimize

MSE, different ANN algorithms have been tested by vary-

ing the number of hidden layers and neurons in each hid-

den layer. Finally, the best combination for the proposed

model was selected. To train the ANN model, highly accu-

Fig. 3. Proposed ANN model for the analysis of compact

H-shaped RMSA.

Fig. 4. ANN network architecture to train physical-to-electrical

parameter.
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Fig. 5. Regression plot for physical to electrical parameters.

Fig. 6. Proposed ANN model for synthesis of H-shaped compact RMSA.
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rate back propagation algorithms with minimum MSE were

used [39].

Figure 3 shows a detailed architecture of the hidden layer

of the proposed ANN model which uses the train set and

predicts the dual resonant frequencies ( fr1, fr2), as well as

the physical aerial parameters, i.e. slot length (L) and width

(W) as input values. The Levenberg-Marquardt (LM) back

propagation algorithm is used as ANN. ANN network ar-

chitecture is shown in Fig. 4 with two input and output

parameters, one hidden layer and 30 neurons. The regres-

sion plot of training, testing, validation, and overall process

is shown in Fig. 5.

Fig. 7. ANN network architecture to train electrical-to-physical

parameters.

To train the ANN model for predicting physical dimensions

of antenna, Bayesian Regularization (BR) back propagation

algorithm have been used. ANN network architecture is

shown in Figs. 6–7, where input and output parameters

equals to two, the number of hidden layer is three, each

hidden layer consists of thirty neurons. the regression plot

of training, testing, and overall process is shown in Fig. 8.

In the next step, using the same dataset, a mathematical

model was developed to map the dominant resonance mode

(T M10) and the higher mode (T M02) of a dual band com-

pact H-shaped patch antenna using the curve fitting tool in

Matlab software. Equation 1 represents the dominant mode

(T M10) and Eq. 2 represents the higher mode (T M02):

f r1 = 2.279−0.145l + .07311w , (1)

f r2 = 3.37+0.1202l−0.081w−0.05906l2+

0.04877lw+0.002621l3−0.002256l2w . (2)

3. Result and Discussion

Analysis of the H-shaped compact RMSA using the pro-

posed ANN model is performed by taking one hidden layer

and 30 neurons, as shown in Fig. 4. 80 samples were taken

to train the model, with 70% used for training, 15% for

validation and 15% for testing. Figure 5 shows the regres-

sion plots for training, validation, testing, and the overall

process. The regression R value indicating the correlation

between output and target, R value closer to one means

that the close relationship. In the ideal case, both outputs

and target are equal. It is clear from the evidence shown

that the R value for training, validation, and testing of the

proposed model is 99.998% accurate, meaning that it is

perfect regression model. The synthesis of H-shaped com-

pact RMSA using the proposed ANN model is performed

by taking three hidden layers and 30 neurons per hidden

layer, as shown in ANN network architecture in Figs. 6–7.

Fig. 8. Regression plot for electrical to a physical parameters.

In this case, 80 samples are used to train the model (85%

for training, 15% for testing). Figure 8 shows regression

plots for training, testing, and the overall process. It is

clear from the evidence shown that the regression R value
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Fig. 9. S11 vs. frequency plot for H-shaped RMSA antenna.

for training and testing of the proposed model is 99.992%,

which is very close to benchmark value 1. In the ideal sce-

nario, both output and target are equal. In both the cases,

the variations are placed precisely on dotted line, as shown

in Figs. 5 and 8.

Table 1 shows the result of the proposed ANN model used

for analyzing a compact H-shaped RMSA. Except for a few

samples, MSE is of the order of 10−5, which indicates that

the predicted resonant frequencies are close to simulated

results ( fr1, fr2). Table 2 shows that the MSE is of the or-

der of 10−12, which is very close to actual physical slot

dimensions. Table 3 shows a comparison of fr1, fr2 col-

lected from simulation, curve fitting, and ANN prediction.

The dual resonant frequencies predicted by the proposed

ANN model are very close to the simulated ones. The re-

lation between rectangular notch dimensions and resonant

frequencies fr1 and fr2 for the dominant mode (T M10 and

for the higher mode T M02) are shown in Fig. 10. The di-

mension of notches is increased from 0.25× 0.5 mm to

20.00× 20.25 mm, in 0.25 mm steps. fr1 started falling

from 2.20 to 0.75 GHz, while fr2 first increased from

3.38 GHz to 3.434 GHz, and then suddenly decreased down

to 2.98 GHz, and started increasing again from 2.98 to

3.19 GHz.

To validate the performance of H-shaped dual-band RMSA,

one sample was chosen randomly with the same dimen-

sions as those shown in Table 1, with the notch size

of 8× 14 mm, as well as with identical lower and up-

per notches centered in the middle. The infinite substrate

and the infinite ground plane were assumed and simu-

lated using IE3D software. The performance of the an-

tenna measured in terms of scattering parameter, gain and

radiation pattern was analyzed. S11 vs. frequency charac-

teristics shown in Fig. 9, indicate that the antenna radi-

ates at 1.360 GHz and 3.366 GHz for two modes (T M10
and T M02). From Fig. 11, one may conclude that the

gain of the antenna in question measured at 1.360 GHz

is 7.572 dBi, and equals, at the upper resonant frequency

of 3.366 GHz, 1.00 dBi. E-plane and H-plane radiation

patterns at 1.360 GHz and 3.366 GHz with infinite sub-

strate and infinite ground plane dimensions (Fig. 12) show

T M10 and T M02 modes of operation, which is quite nor-

mal for any MSA. The proposed aerial offers better results

in terms of accuracy and time complexity, with a higher

Table 1

Physical-to-electrical parameters

Prediction of physical parameters (slot length, slot width)
to electrical ( fr1, fr2) data

Slot (l,w) Simulation ANN prediction ANN model error

L W fr1 fr2 fr1 fr2 fr1 fr2

0.25 0.5 2.19209 3.38418 2.19419 3.37800 –2.10E–03 6.18E–03

0.5 0.75 2.19128 3.38579 2.19032 3.37734 9.58E–04 8.45E–03

0.75 1 2.18725 3.36158 2.18592 3.37702 1.33E–03 –1.54E–02

1 1.25 2.17918 3.36965 2.18099 3.37718 –1.81E–03 –7.53E–03

1.25 1.5 2.17918 3.36965 2.17556 3.37798 3.62E–03 –8.33E–03

1.5 1.75 2.17111 3.38579 2.16963 3.37965 1.48E–03 6.14E–03

1.75 2 2.159 3.38176 2.16319 3.38238 –4.19E–03 –6.21E–04

2 2.25 2.15819 3.38983 2.15618 3.38633 2.01E–03 3.50E–03

2.25 2.5 2.14689 3.38983 2.14848 3.39150 –1.59E–03 –1.67E–03

2.5 2.75 2.13882 3.3979 2.13989 3.39770 –1.07E–03 2.00E–04

2.75 3 2.13075 3.40194 2.13019 3.40449 5.58E–04 –2.55E–03

3 3.25 2.12268 3.41001 2.11927 3.41125 3.41E–03 –1.24E–03

3.25 3.5 2.10734 3.41808 2.10715 3.41736 1.94E–04 7.18E–04

3.5 3.75 2.0904 3.42373 2.09398 3.42232 –3.58E–03 1.41E–03

3.75 4 2.0791 3.42938 2.07995 3.42589 –8.54E–04 3.49E–03

4 4.25 2.0678 3.42938 2.06515 3.42813 2.65E–03 1.25E–03

4.25 4.5 2.05198 3.42147 2.04960 3.42924 2.38E–03 –7.77E–03

4.5 4.75 2.02986 3.43422 2.03329 3.42955 –3.43E–03 4.67E–03

4.75 5 2.0113 3.42933 2.01622 3.42935 –4.92E–03 –2.47E–05

5 5.25 1.99435 3.42373 1.99848 3.42897 –4.13E–03 –5.24E–03

5.25 5.5 1.98144 3.43019 1.98024 3.42870 1.20E–03 1.49E–03

5.5 5.75 1.96045 3.42938 1.96183 3.42879 –1.38E–03 5.88E–04

5.75 6 1.94915 3.43019 1.94373 3.42941 5.42E–03 7.82E–04

6 6.25 1.92655 3.42938 1.92650 3.43041 4.79E–05 –1.03E–03

6.25 6.5 1.9096 3.43503 1.91041 3.43109 –8.10E–04 3.94E–03

6.5 6.75 1.89266 3.42615 1.89493 3.42987 –2.27E–03 –3.72E–03

6.75 7 1.88055 3.42211 1.87854 3.42462 2.01E–03 –2.51E–03

7 7.25 1.85876 3.41243 1.85964 3.41401 –8.76E–04 –1.58E–03

7.25 7.5 1.83616 3.40678 1.83835 3.39919 –2.19E–03 7.59E–03

7.5 7.75 1.81356 3.40113 1.81694 3.38378 –3.38E–03 1.73E–02

7.75 8 1.79984 3.36158 1.79758 3.37135 2.26E–03 –9.77E–03

8 8.25 1.77966 3.36965 1.78009 3.36310 –4.29E–04 6.55E–03

8.25 8.5 1.75706 3.36723 1.76202 3.35787 –4.96E–03 9.36E–03

8.5 8.75 1.73931 3.35755 1.74105 3.35359 –1.74E–03 3.96E–03

8.75 9 1.71913 3.34948 1.71722 3.34863 1.91E–03 8.49E–04

9 9.25 1.69492 3.34463 1.69299 3.34215 1.93E–03 2.48E–03

9.25 9.5 1.67232 3.32768 1.67094 3.33390 1.38E–03 –6.22E–03

9.5 9.75 1.65052 3.32123 1.65179 3.32382 –1.27E–03 –2.59E–03

9.75 10 1.63035 3.30912 1.63440 3.31195 –4.05E–03 –2.83E–03

10 10.25 1.61824 3.29701 1.61715 3.29858 1.09E–03 –1.57E–03

10.25 10.5 1.59887 3.28249 1.59908 3.28440 –2.10E–04 –1.91E–03

10.5 10.75 1.58192 3.26877 1.58012 3.27032 1.80E–03 –1.55E–03

10.75 11 1.56174 3.25666 1.56061 3.25704 1.13E–03 –3.84E–04

11 11.25 1.53672 3.25424 1.54085 3.24467 –4.13E–03 9.57E–03

11.25 11.5 1.51977 3.23729 1.52096 3.23276 –1.19E–03 4.53E–03

11.5 11.75 1.50121 3.22437 1.50100 3.22060 2.11E–04 3.77E–03

11.75 12 1.48103 3.20823 1.48105 3.20739 –2.26E–05 8.39E–04

12 12.25 1.46086 3.18805 1.46127 3.19248 –4.14E–04 –4.43E–03

12.25 12.5 1.44633 3.16949 1.44182 3.17556 4.51E–03 –6.07E–03

12.5 12.75 1.42857 3.15981 1.42277 3.15689 5.80E–03 2.92E–03

12.75 13 1.40839 3.13963 1.40409 3.13736 4.30E–03 2.27E–03

13 13.25 1.38015 3.11945 1.38564 3.11828 –5.49E–03 1.17E–03

13.25 13.5 1.36723 3.09605 1.36729 3.10072 –5.51E–05 –4.67E–03

13.5 13.75 1.3519 3.08717 1.34903 3.08499 2.87E–03 2.18E–03

13.75 14 1.33172 3.07103 1.33100 3.07076 7.23E–04 2.67E–04

14 14.25 1.31961 3.05892 1.31328 3.05773 6.33E–03 1.19E–03

14.25 14.5 1.29944 3.0565 1.29588 3.04595 3.56E–03 1.05E–02

14.5 14.75 1.27926 3.03874 1.27872 3.03576 5.38E–04 2.98E–03

14.75 15 1.25989 3.02825 1.26165 3.02751 –1.76E–03 7.44E–04

15 15.25 1.25101 3.03874 1.24446 3.02143 6.55E–03 1.73E–02

15.25 15.5 1.22599 3.01695 1.22687 3.01752 –8.80E–04 –5.65E–04

15.5 15.75 1.20904 3.0113 1.20869 3.01522 3.49E–04 –3.92E–03

15.75 16 1.19209 3.0113 1.18994 3.01306 2.15E–03 –1.76E–03

16 16.25 1.1703 3.00646 1.17083 3.00867 –5.34E–04 –2.21E–03

16.25 16.5 1.15012 3.01049 1.15145 3.00000 –1.33E–03 1.05E–02

16.5 16.75 1.13801 2.99839 1.13131 2.98718 6.70E–03 1.12E–02

16.75 17 1.10169 2.95803 1.10966 2.97337 –7.97E–03 –1.53E–02

17 17.25 1.08959 2.96207 1.08634 2.96319 3.25E–03 –1.12E–03

17.25 17.5 1.06215 2.96045 1.06208 2.95967 6.62E–05 7.76E–04

17.5 17.75 1.03955 2.9661 1.03784 2.96245 1.71E–03 3.65E–03

17.75 18 1.01695 2.9774 1.01407 2.96922 2.88E–03 8.18E–03

18 18.25 0.98870 2.97821 0.99068 2.97837 –1.98E–03 –1.62E–04

18.25 18.5 0.97175 2.9887 0.96723 2.99017 4.52E–03 –1.47E–03

18.5 18.75 0.93624 3.00646 0.94302 3.00600 –6.79E–03 4.57E–04

18.75 19 0.92009 3.02663 0.91728 3.02733 2.81E–03 –7.04E–04

19 19.25 0.88701 3.05085 0.88933 3.05488 –2.33E–03 –4.03E–03

19.25 19.5 0.85876 3.0904 0.85881 3.08823 –5.32E–05 2.17E–03

19.5 19.75 0.83051 3.11864 0.82578 3.12581 4.73E–03 –7.17E–03

19.75 20 0.79096 3.18805 0.79066 3.16525 2.95E–04 2.28E–02

20 20.25 0.75141 3.19209 0.75411 3.20409 –2.70E–03 –1.20E–02
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Table 2

Electrical-to-physical parameters

Prediction of electrical parameters ( fr1, fr2)
to physical parameters (slot length, slot width)

Slot (l,w) Input to ANN ANN prediction Error in prediction)

L W fr1 fr2 f r1 fr2 fr1 fr2

0.25 0.5 2.19209 3.38418 0.25000 0.50000 4.26E–11 4.26E–11

0.5 0.75 2.19128 3.38579 0.23763 0.48763 0.26237 0.26237

0.75 1 2.18725 3.36158 0.75000 1.00000 7.43E–11 7.43E–11

1 1.25 2.17918 3.36965 1.25000 1.50000 –0.25 –0.25

1.25 4.4 2.17918 3.36965 1.25000 1.50000 5.21E–11 5.21E–11

1.5 1.75 2.17111 3.38579 1.50000 1.75000 5.05E–11 5.05E–11

1.75 2 2.15900 3.38176 1.75000 2.00000 5.57E–11 5.57E–11

2 2.25 2.15819 3.38983 2.05693 2.30693 –0.05693 –0.05693

2.25 2.5 2.14689 3.38983 2.25000 2.50000 5.40E–11 5.40E–11

2.5 2.75 2.13882 3.39790 2.50000 2.75000 4.79E–11 4.79E–11

2.75 3 2.13075 3.40194 2.71920 2.96920 0.03080 0.03080

3 3.25 2.12268 3.41001 3.11056 3.36056 –0.11056 –0.11056

3.25 3.5 2.10734 3.41808 3.25000 3.50000 4.22E–11 4.22E–11

3.5 3.75 2.09040 3.42373 3.50000 3.75000 3.58E–11 3.58E–11

3.75 4 2.07910 3.42938 3.75000 4.00000 3.03E–11 3.03E–11

4 4.25 2.06780 3.42938 4.00000 4.25000 2.51E–11 2.51E–11

4.25 4.5 2.05198 3.42147 4.25000 4.50000 2.95E–11 2.95E–11

4.5 4.75 2.02986 3.43422 4.50000 4.75000 1.48E–11 1.48E–11

4.75 5 2.01130 3.42933 4.75000 5.00000 1.46E–11 1.46E–11

5 5.25 1.99435 3.42373 4.64830 4.89830 0.35170 0.35170

5.25 5.5 1.98144 3.43019 5.25000 5.50000 8.55E–12 8.55E–12

5.5 5.75 1.96045 3.42938 5.50000 5.75000 2.45E–12 2.45E–12

5.75 6 1.94915 3.43019 5.75000 6.00000 4.59E–12 4.59E–12

6 6.25 1.92655 3.42938 6.07401 6.32401 –0.07400 –0.07400

6.25 6.5 1.90960 3.43503 6.25000 6.50000 1.19E–11 1.19E–11

6.5 6.75 1.89266 3.42615 6.55910 6.80910 –0.05909 –0.05909

6.75 7 1.88055 3.42211 6.75000 7.00000 2.72E–11 2.72E–11

7 7.25 1.85876 3.41243 7.00000 7.25000 3.61E–11 3.61E–11

7.25 7.5 1.83616 3.40678 7.25000 7.50000 4.98E–11 4.98E–11

7.5 7.75 1.81356 3.40113 7.50000 7.75000 5.88E–11 5.88E–11

7.75 8 1.79984 3.36158 7.75000 8.00000 –6.34E–12 –6.35E–12

8 8.25 1.77966 3.36965 8.51865 8.76865 –0.51865 –0.51865

8.25 8.5 1.75706 3.36723 8.25000 8.50000 –3.08E–12 –3.08E–12

8.5 8.75 1.73931 3.35755 8.62045 8.87045 –0.12045 –0.12045

8.75 9 1.71913 3.34948 8.75000 9.00000 –7.34E–12 –7.34E–12

9 9.25 1.69492 3.34463 9.00000 9.25000 –9.65E–12 –9.65E–12

9.25 9.5 1.67232 3.32768 9.25000 9.50000 –9.32E–12 –9.32E–12

9.5 9.75 1.65052 3.32123 9.50000 9.75000 –1.20E–11 –1.20E–11

9.75 10 1.63035 3.30912 9.75000 10.0000 –9.44E–12 –9.44E–12

10 10.25 1.61824 3.29701 10.0000 10.2500 –1.13E–11 –1.13E–11

10.25 10.5 1.59887 3.28249 10.2500 10.5000 –2.71E–12 –2.71E–12

10.5 10.75 1.58192 3.26877 10.5246 10.7746 –0.02457 –0.02457

10.75 11 1.56174 3.25666 10.7500 11.0000 –6.22E–12 –6.22E–12

11 11.25 1.53672 3.25424 11.0000 11.2500 –7.51E–12 –7.51E–12

11.25 11.5 1.51977 3.23729 11.2500 11.5000 1.12E–11 1.12E–11

11.5 11.75 1.50121 3.22437 11.5000 11.7500 –1.75E–11 –1.75E–11

11.75 12 1.48103 3.20823 11.7500 12.0000 8.74E–12 8.74E–12

12 12.25 1.46086 3.18805 12.0000 12.2500 –3.49E–12 –3.49E–12

12.25 12.5 1.44633 3.16949 12.2500 12.5000 3.14E–12 3.14E–12

12.5 12.75 1.42857 3.15981 12.5000 12.7500 –1.12E–12 –1.12E–12

12.75 13 1.40839 3.13963 12.7500 13.0000 5.51E–13 5.51E–13

13 13.25 1.38015 3.11945 13.0000 13.2500 7.48E–13 7.48E–13

13.25 13.5 1.36723 3.09605 13.2500 13.5000 –4.42E–13 –4.42E–13

13.5 13.75 1.35190 3.08717 13.5000 13.7500 1.74E–13 1.74E–13

13.75 14 1.33172 3.07103 13.7500 14.0000 –2.08E–12 –2.08E–12

14 14.25 1.31961 3.05892 14.0000 14.2500 –4.21E–12 –4.21E–12

14.25 14.5 1.29944 3.05650 14.2500 14.5000 –6.14E–12 –6.14E–12

14.5 14.75 1.27926 3.03874 14.9728 15.2228 –0.47284 –0.47284

14.75 15 1.25989 3.02825 14.7500 15.0000 –1.61E–10 –1.61E–10

15 15.25 1.25101 3.03874 15.0000 15.2500 –1.07E–10 –1.07E–10

15.25 15.5 1.22599 3.01695 15.2500 15.5000 –1.07E–10 –1.07E–10

15.5 15.75 1.20904 3.01130 15.5000 15.7500 –6.79E–11 –6.79E–11

15.75 16 1.19209 3.01130 15.6709 15.9209 0.07901 0.07901

16 16.25 1.17030 3.00646 16.0000 16.2500 –4.76E–11 –4.76E–11

16.25 16.5 1.15012 3.01049 16.2500 16.5000 –7.06E–11 –7.06E–11

16.5 16.75 1.13801 2.99839 16.5000 16.7500 –2.86E–11 –2.86E–11

16.75 17 1.10169 2.95803 16.7500 17.0000 –5.46E–12 –5.46E–12

17 17.25 1.08959 2.96207 17.0000 17.2500 –5.68E–12 –5.68E–12

17.25 17.5 1.06215 2.96045 17.2500 17.5000 –4.63E–12 –4.63E–12

17.5 17.75 1.03955 2.96610 17.4709 17.7209 0.02905 0.02906

17.75 18 1.01695 2.97740 17.7500 18.0000 –8.48E–12 –8.48E–12

18 18.25 0.98870 2.97821 17.8963 18.1463 0.10368 0.10368

18.25 18.5 0.97175 2.98870 18.2500 18.5000 –2.24E–11 –2.24E–11

18.5 18.75 0.93624 3.00646 18.5000 18.7500 –1.19E–10 –1.19E–10

18.75 19 0.92010 3.02663 18.7500 19.0000 –3.99E–10 –3.99E–10

19 19.25 0.88701 3.05085 19.0000 19.2500 –4.97E–11 –4.97E–11

19.25 19.5 0.85876 3.09040 19.2500 19.5000 –2.32E–11 –2.32E–11

19.5 19.75 0.83051 3.11864 19.5000 19.7500 –1.22E–11 –1.22E–11

19.75 20 0.79096 3.18805 19.7500 20.0000 1.98E–11 1.98E–11

20 20.25 0.75141 3.19209 20.0000 20.2500 1.50E–11 1.50E–11

Table 3

Comparison of resonant frequencies

Comparison of resonant frequencies in various methods

Slot size Simulation Curve fitting ANN model

L W fr1 fr2 fr1 fr2 fr1 fr2

0.25 0.5 2.19209 3.38418 2.2793 3.3619 2.19323512 3.383955179

0.5 0.75 2.19128 3.38579 2.2613 3.3728 2.190414971 3.377723607

0.75 1 2.18725 3.36158 2.2434 3.3823 2.186759462 3.373556577

1 1.25 2.17918 3.36965 2.2254 3.3907 2.18221719 3.37167556

1.25 1.5 2.17918 3.36965 2.2074 3.3977 2.176752125 3.372181943

1.5 1.75 2.17111 3.38579 2.1894 3.4036 2.170350743 3.374991672

1.75 2 2.159 3.38176 2.1751 3.4084 2.163026757 3.379792164

2 2.25 2.15819 3.38983 2.1535 3.412 2.154820328 3.386051178

2.25 2.5 2.14689 3.38983 2.1355 3.4146 2.145790119 3.393092756

2.5 2.75 2.13882 3.3979 2.1176 3.4161 2.136000000 3.400223563

2.75 3 2.13075 3.40194 2.0996 3.4166 2.12550524 3.406863738

3 3.25 2.12268 3.41001 2.0816 3.4161 2.11434336 3.412633595

3.25 3.5 2.10734 3.41808 2.0636 3.4147 2.102532065 3.417373395

3.5 3.75 2.0904 3.42373 2.0457 3.4123 2.090073149 3.421106618

3.75 4 2.0791 3.42938 2.0277 3.4091 2.076959378 3.423975275

4 4.25 2.0678 3.42938 2.0097 3.405 2.063181506 3.426174076

4.25 4.5 2.05198 3.42147 1.9917 3.4001 2.048733878 3.427898365

4.5 4.75 2.02986 3.43422 1.9738 3.3945 2.033618293 3.429309015

4.75 5 2.0113 3.42933 1.9558 3.3881 2.017846529 3.430510785

5 5.25 1.99435 3.42373 1.9378 3.381 2.001442149 3.431538579

5.25 5.5 1.98144 3.43019 1.9199 3.3732 1.984442103 3.432346835

5.5 5.75 1.96045 3.42938 1.9019 3.3648 1.966898343 3.432799628

5.75 6 1.94915 3.43019 1.8839 3.3558 1.948879197 3.432662761

6 6.25 1.92655 3.42938 1.8659 3.3462 1.930469403 3.431604735

6.25 6.5 1.9096 3.43503 1.848 3.3361 1.911766619 3.429221116

6.5 6.75 1.89266 3.42615 1.83 3.3255 1.892871285 3.425103028

6.75 7 1.88055 3.42211 1.812 3.3144 1.873867609 3.418964553

7 7.25 1.85876 3.41243 1.794 3.3028 1.854798692 3.410809045

7.25 7.5 1.83616 3.40678 1.7761 3.2909 1.835648248 3.401051244

7.5 7.75 1.81356 3.40113 1.7581 3.2786 1.81634694 3.390475111

7.75 8 1.79984 3.36158 1.7401 3.266 1.796810053 3.379982051

8 8.25 1.77966 3.36965 1.7222 3.2531 1.776988061 3.370251304

8.25 8.5 1.75706 3.36723 1.7042 3.2399 1.756898836 3.361519085

8.5 8.75 1.73931 3.35755 1.6862 3.2265 1.736625741 3.353579746

8.75 9 1.71913 3.34948 1.6682 3.2129 1.716290452 3.345948928

9 9.25 1.69492 3.34463 1.6503 3.1992 1.69601866 3.33806789

9.25 9.5 1.67232 3.32768 1.6323 3.1853 1.675911158 3.329468411

9.5 9.75 1.65052 3.32123 1.6143 3.1713 1.656025072 3.319872427

9.75 10 1.63035 3.30912 1.5964 3.1573 1.636366626 3.309226066

10 10.25 1.61824 3.29701 1.5784 3.1433 1.616895951 3.297672933

10.25 10.5 1.59887 3.28249 1.5604 3.1292 1.597542878 3.28547673

10.5 10.75 1.58192 3.26877 1.5424 3.1153 1.578229533 3.272915207

10.75 11 1.56174 3.25666 1.5245 3.1013 1.558892864 3.260178391

11 11.25 1.53672 3.25424 1.5065 3.0875 1.539500355 3.247303294

11.25 11.5 1.51977 3.23729 1.4885 3.0739 1.52005534 3.234163114

11.5 11.75 1.50121 3.22437 1.4705 3.0604 1.500592591 3.22050971

11.75 12 1.48103 3.20823 1.4526 3.0472 1.481167693 3.206053827

12 12.25 1.46086 3.18805 1.4346 3.0342 1.461844345 3.190561503

12.25 12.5 1.44633 3.16949 1.4166 3.0215 1.442682842 3.173944500

12.5 12.75 1.42857 3.15981 1.3987 3.0091 1.423731612 3.15632401

12.75 13 1.40839 3.13963 1.3807 2.9971 1.405022572 3.13805028

13 13.25 1.38015 3.11945 1.3627 2.9854 1.386570215 3.119669014

13.25 13.5 1.36723 3.09605 1.3447 2.9742 1.368373589 3.101839329

13.5 13.75 1.3519 3.08717 1.3268 2.9634 1.350419758 3.085223618

13.75 14 1.33172 3.07103 1.3088 2.9532 1.332686968 3.070378841

14 14.25 1.31961 3.05892 1.2908 2.9434 1.315145999 3.057675597

14.25 14.5 1.29944 3.0565 1.2728 2.9342 1.297758688 3.047257546

14.5 14.75 1.27926 3.03874 1.2549 2.9256 1.280473345 3.039037159

14.75 15 1.25989 3.02825 1.2369 2.9177 1.263217358 3.03271293

15 15.25 1.25101 3.03874 1.2189 2.9104 1.245887804 3.02779209

15.25 15.5 1.22599 3.01695 1.201 2.9038 1.228342041 3.023611391

15.5 15.75 1.20904 3.0113 1.183 2.8979 1.210392669 3.019365567

15.75 16 1.19209 3.0113 1.165 2.8928 1.191815554 3.014176798

16 16.25 1.1703 3.00646 1.147 2.8884 1.172383691 3.007259144

16.25 16.5 1.15012 3.01049 1.1291 2.885 1.151935686 2.9982168

16.5 16.75 1.13801 2.99839 1.1111 2.8824 1.130462957 2.98741289

16.75 17 1.10169 2.95803 1.0931 2.8806 1.108157717 2.976170793

17 17.25 1.08959 2.96207 1.0751 2.8799 1.085352868 2.966523582

17.25 17.5 1.06215 2.96045 1.0572 2.8801 1.062359012 2.960532524

17.5 17.75 1.03955 2.9661 1.0392 2.8813 1.039305812 2.959616637

17.75 18 1.01695 2.9774 1.0212 2.8835 1.016091761 2.964321303

18 18.25 0.988701 2.97821 1.0033 2.8868 0.992442652 2.974524237

18.25 18.5 0.971751 2.9887 0.9853 2.8912 0.968009009 2.989787327

18.5 18.75 0.936239 3.00646 0.9673 2.8963 0.942446684 3.009621486

18.75 19 0.920097 3.02663 0.9493 2.9035 0.915466504 3.033605786

19 19.25 0.887006 3.05085 0.9314 2.9114 0.886861758 3.061400275

19.25 19.5 0.858757 3.0904 0.9134 2.9206 0.856524855 3.092706667

19.5 19.75 0.830508 3.11864 0.8954 2.9311 0.824459185 3.127214353

19.75 20 0.79096 3.18805 0.8774 2.9429 0.790787012 3.164552035

20 20.25 0.751412 3.19209 0.8595 2.956 0.755751204 3.204255063
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Fig. 10. Notch dimension vs. resonant frequency for T M10, and

T M02 modes of operation.

Fig. 11. Maximum gain vs. frequency plot for sample H-shaped

RMSA.

Fig. 12. Radiation pattern for sample H-shaped RMSA.

number of samples, in comparison to examples existing

literature [40].

4. Design Specification and Dataset

Design specifications of the proposed dual-band H-shaped

compact RMSA with an infinite ground plane are shown

in Fig. 13, and the list of parameters used in the design

Fig. 13. Top and side view of H-shaped RMSA used for mod-

eling.

is presented in Table 4. Along the radiating edge, two

rectangular notches that are equal in dimensions are cut

(upper, lower and centered in the middle), starting with

the notch dimensions of 0.2× 0.5 mm, increased to 20×
20.25 mm in fixed steps of 0.25 mm in L and W . 80 sam-

ples were collected using IE3D simulation software.

Table 4

Specification of H-shaped RMSA

Parameter Value

Operating frequency 2.33 GHz

Patch length L = 32 mm

Patch width W = 42 mm

Substrate FR-4

Substrate thickness 1.6 mm

Dielectric constant 4.4

Loss tangent 0.025

Feed type Coaxial

Notch length 0.25 to 20 mm

Notch width 0.5 to 20.25 mm

Feed location (L f , W f ) 6.575 mm, 21 mm

5. Conclusion

Machine learning is one of the methods used to design

antennas quickly. The proposed model is simple, time-

efficient and does not require any complex mathematical

calculations. It may easily predict, with high accuracy, the

physical or electrical parameters within the range of data

provided for training, for a dual-band (0.75 to 2.20 GHz and

3.0 to 3.44 GHz), compact microstrip antenna that may be

used in a variety of wireless applications.
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Abstract—According to United Nations reports, natural dis-

asters caused, worldwide, approximately 100,000 deaths and

affected 175 million people each year between 2004 and 2013.

To reduce those numbers, countries around the globe have

made specific arrangements enabling them to warn the popu-

lation about imminent disasters, in order to evacuate the area

in due time. But providing such warnings in areas where no

Internet access is available poses a great challenge. In this pa-

per, we proposed a method to transmit early warning messages

via UMTS cellular networks, while relying on spare extensions

of control channels (FACH). The results obtained are validate

based on their comparison with theoretical considerations and

are also benchmarked against the 3GPP standard. The results

show that messages may be sent faster than with the use of

the 3GPP standard.

Keywords—control channel, disaster reduction, early warning

message, mobile network.

1. Introduction

According to reports drawn up by the United Nations (UN),

more than 6,873 natural disasters were recorded worldwide

between 1994 and 2013, with more than 68,000 lives lost

each year, and with the average number of injuries equal-

ing approximately 180 million. 218 million people were

affected by such geophysical disasters as, volcanic erup-

tions, landslides, tsunamis and earthquakes [1].

Humans become increasingly vulnerable to natural disasters

due to a variety of factors, such as environmental changes

and population growth. Countries around the world have

recognized the importance of disaster warnings systems,

being a part of their risk management schemes [2]. Accurate

weather forecasts and early warning systems are an integral

part of disaster prevention solutions which help reduce the

losses suffered [1], [3]. However, in some cases, especially

in the rural areas, forecasts cannot be reliable if provided

for periods over 12 hours [4].

Specific attempts have been made around the world to de-

fine adopt an approach that allows to prevent or limit the

aftermath of natural disasters and their impact on human’s

life. “2030 agenda for sustainable development” adopted in

New York in 2015 may serve as a good example here. The

meeting at which it was adopted redefined the importance

of local level activities and determined goals that need to

be achieved in order to make cities inclusive, safe, resilient

and sustainable by the year 2030 [5]. Another meeting, held

in Paris in 2015 and devoted to climate change, suggested

that third-party stakeholders are welcome to participate in

addressing the issue and helping reduce the outcomes of

natural disasters [5].

The “Sendai framework for disaster risk reduction

2015–2030”, first set up in Japan, was adopted by the UN

in 2015 at the “Third UN World Conference on Disaster

Risk Reduction”. It is the first major agreement focusing

on the 2030 development agenda and aims to reduce the

risk of disasters and to limit losses in human lives. The

agenda has set many targets to be achieved by 2030, such

as Target G, stating that information warning about disasters

should reach all people, regardless of their location [6], [7].

Such an early warning will reduce the outcomes of disas-

ters, provided that the population is evacuated after receiv-

ing such an early alert [8].

The messages sent out may be useful even after the occur-

rence of a hazardous event, providing after disaster support,

e.g. by making blood donation requests [8], [9] and shelter

locations [10]. The importance of early warning systems

may be even greater if they are combined with IT solu-

tions [11]. However, the Internet connection may not be

available or reliable outside of cities, which means that

other solutions are required [12].

The Internet connection may be overloaded in areas where

large numbers of users are present, e.g. in stadiums or

concert halls. The speed of the connection and its availabil-

ity in rural areas are worse than in large cities [13]–[15].

Therefore, importance of early warning messages is even

greater in areas where the quality of Internet connections is

poor. According to Human Rights Watch, Internet access

is blocked in some countries during crisis situations or rev-
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olutions, e.g. in Bangladesh, the Democratic Republic of

Congo, Egypt, India, Indonesia, Iran, Iraq, Sudan, Myan-

mar and Zimbabwe [16]. This makes non-Internet solutions

even more important.

According to OpenSignal and the GSM Alliance (GSMA),

i.e. companies providing statistical data concerning mobile

coverage, 3G mobile coverage is better compared with 2G.

A study shows that in 95 countries participating in the sur-

vey, 93 offered better availability of 3G signal [17], [18].

3G networks are available worldwide and deployed by 314

operators in 118 countries [19]. While there are some

countries and operators planning to switch off 3G before

2G, other states will do the opposite and will shut down

their 2G networks before 3G. Some of them have already

shut down their 2G networks, e.g. Japan [20], Indone-

sia [21], [22], Australia [23], South Korea [24], Singa-

pore [25], Taiwan and Thailand [18]. In some countries,

operators’ policies differ–some of the service providers have

already switched off their 2G networks, e.g. AT&T and Ver-

izon in the USA, Telus and Bell in Canada or Swisscom in

Switzerland [26]–[29].

The majority of Central and Northern African countries,

as well as South-West Asia states are still using 3G and

2G [30], and some of their operators will terminate 2G

before 3G, e.g. STC in Saudi Arabia [31] and Vodacom in

South Africa [32]. Other countries will follow this trend and

will shut down their 2G networks, keeping 3G operational–

e.g. the Netherlands [33].

There is no solution that fits all generations of cellular net-

work solutions and that is able to send messages associ-

ated with natural disasters. This stems from the fact that

the technologies used differ in so many aspects. In this

paper, as an alternative to the common SMS system, we

propose another method to ensure delivery of messages,

because as long as the network works fine, signaling mes-

sages such as RACH and FACH will be able to deliver the

alerts, even in rural areas, where the Internet connection is

poor. The proposed system is using the spare extension of

the FACH control channel, transmitted over the secondary

control physical channel (S-CCPCH) [34]. The main con-

tribution of this research project is to provide a method,

other than an SMS-based solution, to send disaster warn-

ing messages without relying on the Internet.

In UMTS, FACH relies on the third general partnership

project (3GPP) standard being a part of the radio re-

source control (RRC) procedure. The random-access chan-

nel (RACH) is used as well. Those two solutions are used

together to connect the user’s equipment (UE) to the core

network [34]. Once RRC connection has been completed,

other protocols and procedures commence the transmission

of data. In the proposed method, data reaches the user im-

mediately after the RRC connection has been established,

without a need for completing another step, as FACH spare

extension is used to transfer the warning messages. The rest

of the paper is organized as follows. Similar applications

and disaster message delivering methods are presented in

Section 2. Section 3 provides a brief description of the

channel used in the proposed method. The procedure re-

lied upon by the proposed approach is shown in Section 4.

Section 5 analyses the model of the channel. System eval-

uation and system validation are described in Sections 5,

6 and 7, respectively. Finally, conclusions are presented in

Section 8.

2. Related Works

Disaster warning messages have been transmitted based on

the digital audio broadcasting (DAB) technology by Hong-

sheng [35]. DAB was relied upon for a two-way trans-

mission of information (uplink and downlink) within the

threatened areas. The messages are transmitted from the

transmitter to the receiver by dongles attached to a com-

puter operating at each end. mKRISHI is another warning

system that alerts fishermen at sea or on the coast. It uses

VHS transmission as the primary communication method.

It has a Web-based database that stores the data and then

transmits them to individual users [36].

Other researchers use sensors to check the weather condi-

tions and then transmit information using a wireless sen-

sor network (WSN). However, the proposed method uses

GPRS to send alerts to the database in the cloud, and then

a real-time video stream is sent to the users using the Inter-

net [36]. Another approach uses WSN to collect weather-

related information. It is collected by the sink node and

then sent to the data center via the Internet, providing the

user with disaster information based on a GPRS connec-

tion [37]. Similarly, emergency information is sent using

a WSN with an ultrasound sensor, to the main system, via

the Internet in [38].

In [39], Solmaz proposed a solution where mobile phones

are used as sensors to warn people about an upcoming dis-

aster. The sensor nodes (mobile phones) receive messages

from the host (sink) which broadcasts the message.

Social media, such as Twitter, also could be useful in warn-

ing the population. Many researchers used them transmit

alerts, but the Internet still remains the only medium that

is used [39], [40]. Other social media and communicators,

like WhatsApp, Facebook and Viber, may also be relied

upon to request help [41].

3. FACH and S-CCPCH

UMTS-based radio access networks (UTRAN) usually

send information and control data to the user using the

FACH control channel, transmitting over S-CCPCH. Each

S-CCPCH radio frame needs 10 ms to finish and has 15

slots, each containing 2560 chips. The slot size may be

20 · 2k bits, where k could be any integer number from

0 to 6, depending on the spread factor which equals 2x

(x may equal 2 to 8). Figure 1 shows the structure of

S-CCPCH [34], while Table 1 gives the characteristics

of each slot type.

The figure shows that size of TFCI field may be 0, 2, 4

or 8 bits, while N pilot field may be 0, 8 or 16 bits. The
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remaining fields will be used to transmit control-related

information [34].

Fig. 1. S-CCPCH radio frame structure.

Table 1

Characteristics of S-CCPCH

SF Format

Channel Channel
Bits per Bits per

bit rate symbol
slot frame

[kb/s] rate [ks/s]

256 0 30 15 20 300

128 4 60 30 40 600

64 8 120 60 80 1200

32 11 240 120 160 2400

16 12 480 240 320 4800

8 15 960 480 640 9600

4 16 1920 960 1280 19200

FACH data will be filled in the slots and then mapped to

S-CCPCH fields of the UMTS. If FACH information cannot

be fitted into a single slot, the next slot will be used, and

then if all slots of the first frame are fully loaded, the next

frame will be used.

Fig. 2. Mapping data into frames and slots.

4. Proposed Method

The alerts sent may be referred to as downlink, since

the warnings are from the mobile network to the UE us-

ing UMTS. The universal terrestrial radio access network

UTRAN receives the alerts from the operator and a third-

party data and service provider as a part of location-based

services [42]. The downlink stage comprises several, as

shown in Fig. 3.

Fig. 3. Downlink steps.

FACH frame may be spilt into the header and the payload.

The header contains such information as field type (FT)

and CFN, used to indicate which frame is sent first, and

showing the power level (Fig. 4).

Fig. 4. FACH’s header.

The size of the payload is not fixed and may change depend-

ing on specific factors, such as spreading and slot format.

A change frame size may also be introduced, e.g. the first

bit in the new IE FI if it is set, the AOA IE field will be

presented and if it is reset the AOA will not be used. In the

same way, if the second bit of the new IE FI is active, the

LCR ID IE cell portion will be presented [34]. Figure 5

show the payload fields in FACH.

Fig. 5. FACH’s payload.

Generally, spare extension fields are filled with zeros, are

then transmitted, and the receiver will neglect that data [34].

In the proposed method, the spare extension of FACH is

used to transmit the disaster-related message.

The FACH frame is then loaded to S-CCPCH. If one slot is

not capable of carrying the entire frame, the next slot will

be used. Furthermore, if the data cannot be accommodated

in one frame, the next frame will be utilized.
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The spare extension is 28 8-bits characters in size. If

the size of the information needs to be sent is lower, the

remaining space of the extension will be filled zeros to

reach 28. Yet, if the data size exceeds 28 characters, the

second frame will be used. At the end, the CRC sum of

the header is calculated and inserted into the header. The

CRC value of the payload is also calculated but with a dif-

ferent polynomial to achieve better reliability [34]. Finally,

each two-bit piece of data will be presented as one symbol

and will be sent using QPSK modulation. Figure 6 shows

a flowchart of the downlink process.

Fig. 6. Sending procedure flowchart.

On the receiver side, the UE extracts the informa-

tion from the spare extension. The spreading factors of

S-CCPCH may assume different values, i.e. 4, 8, 16, 32,

64, 128, and 256.

5. The Model

In this section, the analytical model of the proposed method

is presented. First, the S-CCPCH calculation is shown,

which is the same for the proposed method and the 3GPP

standard. Then, calculation for FACH for 3GPP stan-

dards will be presented and, finally, the FACH model

will be shown.

The disaster information is loaded into the spare FACH ex-

tension. S-CCPCH carries FACH. Let an S-CCPCH frame

be called X and be divided into 15 slots (y1. . . y15) [43],

such as:

X = {y1,y2, . . . ,yi} . (1)

Each slot has NT FCI and Npilot and it will be set to 8 as it

is the most common slot format [43]. That will leave the

size of the slot as:

Sizey = 20 ·2k−NT FCI +Npilot , (2)

Sizey = 20 ·2k−8 , (3)

where the k value could be from 0 to 6, depending on the

spreading factor SF which could be 4, 8, 16, 32, 64, 128,

or 265. Value K may be calculated from:

SF =
256
2k =⇒ k =

log 256
SF

log2
. (4)

Because the frame size is equal to the number of slots

multiplied by its number (up to 15 slots), then the

frame size is:

Sizex =
m

∑
1

Sizey , m≤ 15 [bits] , (5)

Sizex =
m

∑
1

(20 ·2k)−8 [bits] , (6)

where K ∈ {0,1,2,3,4,5,6} and m≤ 15,

Sizex =
m

∑
i=1

(

20 ·2
log 256

SF
log2

)

−8 [bits] , (7)

SF ∈ {4,8,16,32,64,128,256}, and m≤ 15.

The channel bitrate is:

Chbitrate =
Sizex

Time
. (8)

Because the time needed to finish one fame is 10 ms the

channel bitrate will be:

Chbitrate =
1

10
·

m

∑
1

(

20 ·2
log 256

SF
log2

)

−8 [Kbps] , (9)

for SF ∈ {4,8,16,32,64,128,256}, m≤ 15.

The data size in FACH needs to be calculated in order to

know how many frames S-CCPCH will need in order to

send the data loaded into FACH. The FACH structure has

two main parts: the header and the payload, where the

header size is four bytes [34], and the payload has many

fields used for configuration and control. These fields are

56



Transmission of Disaster Warnings via Control Channels in Cellular Networks

5 bytes long. Also, the payload section has transport block

fields (TB). Each of them is 8 bits long. The spare exten-

sion section will finally comprise 28 bytes.

The size of the spare extension may be up to 28 bytes, and

can be calculated from:

SE =

⌈

DI
28

⌉

·28−DI [bytes] , (10)

where SE is the spare extension size and DI is the disaster

information. If DI size is below 28 bytes, SE will add pad

fields to empty places. Because the information will be

sent in SE, the TB field in FACH will be omitted and the

payload size will be:

Payload = 5+SE +DI [bytes] , (11)

Payload = 5+

⌈

DI
28

⌉

·28 [bytes] , (12)

where “5” is the number of bytes for the control fields.

The number of frames needed without the header can be

calculated as:

N f rame =

⌈

Payload
Sizex−32

⌉

, (13)

Headersize = 4 ·N f rame [bytes] , (14)

Headersize = 8 ·4 ·















8 · (5+
⌈DI

28

⌉

·28)

m
∑
1
(20 ·2

log 256
SF

log2 −8)−32















, (15)

Datasize = Headersize +Payload , (16)

Datasize = 32 ·















8 · (5+
⌈DI

28

⌉

·28)

m
∑
1
(20 ·2

log 256
SF

log2 −8)−32















+8 ·
(

5+

⌈

DI
28

⌉

·28
)

. (17)

The number of slots needed will be:

Nslots =

⌈

Datasize

Sizey

⌉

, (18)

Nslots =









Datasize

20 ·2
log 256

SF
log2 −8









. (19)

The time required to transmit these slots will be equal to

the number of slots multiplied by 10/15 ms:

Time =
10
15
·









Datasize

20 ·2
log 256

SF
log2 −8









. (20)

Then, the number of frames will be:

N f rame2 =

⌈

Nslots

15

⌉

. (21)

Similarly, because the 3GPP standard uses the spare exten-

sions as pads, the number of frames needed for the 3GPP

standard is:

N f rame =





























32 ·













8·(33+TB)

m
∑
1
(20·2

log 256
SF

log2 −8)−32













+8 · (33+T B)

15 · (20 ·2
log 256

SF
log2 −8)





























(22)

6. System Validation

Here, results of the analytical calculation are compared with

the simulation. The results show SF most frequently used

Fig. 7. Comparison of results with SF = 32 for: (a) slot needed,
(b) time needed to transmit the info.
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in the channel, which equal 32 or 64. Figure 7 shows the

comparison with SF = 32.

Figure 7a shows the number of slots needed in

S-CCPCH to send data to the user, while Fig. 7b shows

the time that these slots need in order to be sent to

the user. The results indicate a slight difference between

the calculation results and the results obtained from the

simulation. This difference could be bigger when us-

ing a SF larger than 32, as can be seen in Fig. 8,

where SF = 64.

Fig. 8. Theoretical vs simulation results with SF = 64 for:
(a) slots needed for the transmission and (b) time needed to trans-
mit the alert.

7. System Evaluation

This section shows the results of implementing the pro-

posed method under a simulation scenario and compares

them with the 3GPP standard. The results shown are for

SF = 32 and 64. Figure 9 presents the results of the two

methods (proposed vs. 3GPP) with SF = 32, indicating the

differences in the number of slots needed to send the in-

formation, and in the time needed to send those slots over

S-CCPCH.

The performance of the proposed method is better than

that of 3GPP in terms of speed at which an alert of the

same size is sent. The proposed method needs less data

and uses fewer slots. The reason is that the spare exten-

sions in FACH are filled by zeros by the sender, and, TB

fields will be used to send the message, meaning that the

transmission will consist of the disaster-related information

plus the size of the spare extension, while in the proposed

method the spare extension will be used to send the infor-

mation, and the TB field will not carry any data. This will

reduce the amount of data sent. Figure 10 shows the result

for SF = 64.

Fig. 9. 3GPP vs proposed results with SF = 32 for: (a) slots
needed for the transmission and (b) time needed to transmit the
info.

While this paper focused on transmitting the message using

a 3G (UMTS) network, the idea of the proposed method

can also be applied with modifications in LTE and

LTE-A networks. Fortunately, LTE service providers may

use the circuit switched network of UMTS and GSM when

needed by the circuit switch fallback (CSFB) [44]. Hence,

the proposed system may be applied in LTE and LTE-A to

send warning messages. However, not all operators have

the privilege of using CSFB. In this case, the proposed de-

sign may also be applied, but with different frame structures

and control channels.

As mentioned earlier, UMTS uses RACH/FACH to estab-

lish a radio resource control (RRC) connection [34]. How-

ever, the channels that are used in LTE for this process,

as part of RRC, are not the same as in UMTS. LTE uses

PRACH and RACH with frame formats that differ from

that used in UMTS. Different physical channels are used
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Fig. 10. 3GPP vs proposed method with SF = 64 for: (a) slots
needed to transmit and (b) time needed to transmit the info.

as well. So, the proposed design may be applied in LTE,

but with modifications in frame structure and channels

used [45].

8. Conclusion

This paper proposed a new method for sending alert mes-

sages from the service provider to mobile users without the

need of using the Internet or packed channels. The spare

FACH extensions are used to carry the messages in UMTS.

FACH is being carried using S-CCPCH.

The main contribution of this paper lies in the utilization of

the spare extensions of FACH for transmitting information

to the user. The spare extensions are not used in the stan-

dards as padding or guards, as they are related to FACH,

not S-CCPCH.

In the 3GPP standards, FACH is mainly a part of the RRC

used to establish the connection, with subsequent com-

mencement of the process of transmitting information be-

tween the user and the mobile network. However, in many

cases, FACH could carry a small amount of data using

TB fields, and the transmission is the fastest in this case.

So, all results shown in this paper have been compared

with this scenario. Results of the evaluation show that the

proposed method is capable of transmitting warning mes-

sages to users. Moreover, this transmission is faster than

that in 3GPP.
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Abstract—Security is a critical concern for cloud service

providers. Distributed denial of service (DDoS) attacks are

the most frequent of all cloud security threats, and the conse-

quences of damage caused by DDoS are very serious. Thus,

the design of an efficient DDoS detection system plays an im-

portant role in monitoring suspicious activity in the cloud.

Real-time detection mechanisms operating in cloud environ-

ments and relying on machine learning algorithms and dis-

tributed processing are an important research issue. In this

work, we propose a real-time detection of DDoS attacks us-

ing machine learning classifiers on a distributed processing

platform. We evaluate the DDoS detection mechanism in

an OpenStack-based cloud testbed using the Apache Spark

framework. We compare the classification performance us-

ing benchmark and real-time cloud datasets. Results of the

experiments reveal that the random forest method offers bet-

ter classifier accuracy. Furthermore, we demonstrate the ef-

fectiveness of the proposed distributed approach in terms of

training and detection time.

Keywords—cloud, DDoS, distributed processing, OpenStack,

Apache Spark, random forest.

1. Introduction

Cloud computing is a model of computing resources, such

as storage devices, servers, services, applications and net-

works, that are accessible from any location via the Inter-

net. Cloud technology enables hardware infrastructure to

be considered a common shared service on which applica-

tions and different services are provided in a cost-effective

manner.

Private cloud is one of the deployment models which pro-

vides computing services offered over a private internal

network. However, security issues are the primary concern

affecting the data entered by and the cloud services relied

upon by users. DDoS attacks are one of the major threats

that are faced in cloud computing [1], [2]. The main strat-

egy behind a DDoS attack is to target the victim by sub-

mitting a lot of requests in a distributed manner in order to

exhaust the victim’s resources, and therefore rendering the

target resources unavailable, over a specific period of time,

to the legitimate users. Hence, detection of such attacks in

the cloud requires that special attention be paid. OpenStack

is an open-source software platform that provides a set of

software tools for creating and managing virtual servers.

When a private cloud is deployed using OpenStack, the

firewall alone is not sufficient to counter DDoS attacks, so

the administrator requires an additional intrusion detection

system supplementing the firewall in order to detect DDoS

attacks.

Classification algorithms are utilized to classify traffic pack-

ets and to predict intrusions. Selection of the appropriate

machine learning algorithm for each dataset is an impor-

tant issue. For accurate classification of data, one must

select the right classifier. Thus, the estimation of the algo-

rithms and the comparison of their performance are nec-

essary while choosing the classifier. Furthermore, there

is a trade-off between choosing classifiers based on their

accuracy, precision and computational time. Most classi-

fiers suffer from issues in terms of the pace of intrusion

detection and the related performance. This motivates re-

searchers to seek new approaches enabling more efficient

and faster detection of DDoS attacks.

The system we propose follows an anomaly-based detection

approach in a private cloud. Network traffic from the cloud

is captured and analyzed using a model trained to detect in-

trusions. Next, we deploy these algorithms on a distributed

platform for faster processing. The Apache Spark frame-

work is used for the detection of anomalous traffic in the

data captured. Spark uses a stream-oriented approach, re-

lying on in-memory computations to process real-time data

faster. This helps in real-time detection of DDoS attacks.

An efficient classification model is selected for the classi-

fication of traffic packets.

The contributions of the work are as follows:

• we designed Spark as a service in an OpenStack

cloud for provisioning of on-demand Spark clusters,

• we determined the best classifier for detection of

DDoS attacks,

• we designed a DDoS attack detection system in a dis-

tributed framework using Spark,
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• we evaluated the proposed system using a real-time

cloud testbed.

The rest of this paper is organized as follows. In Sec-

tion 2, we discuss DDoS attacks, related works and the

Apache Spark framework. Section 3 describes the proposed

methodology and the algorithms used. Section 4 presents

the results of machine learning classifiers and the DDoS

detection system deployed on the experimental testbed. Fi-

nally, conclusions and future work are presented in Sec-

tion 5.

2. Background Study

In this section, we introduce the concept of DDoS attacks.

Next, we discuss the related research on DDoS attacks de-

tection, focusing on cloud environment and distributed pro-

cessing. Furthermore, we discuss features of Apache Spark

in order to facilitate understanding of the distributed ap-

proach to make the system scalable and efficient.

2.1. Distributed Denial of Service Attacks

DDoS attacks are the most widely used type of cyber-

attacks where the attacker uses a botnet consisting of

malware-infected machines. As shown in Fig. 1, the at-

tacker uses a command and control center and the botnet

to perform a DDoS attack on the victim machine. The

foe machine specifies the attack type and the victim’s IP

address to the command and control server. Then, the com-

mand and control server sends this information to the botnet

network. Multiple machines comprising the botnet network

send a stream of attack requests to the victim machine, by

throwing a wrong input or by sending a huge number of

requests simultaneously. Even after the victim server re-

sponds to this request, the botnet machines throw the same

request again and again. Thus, resources of the victim

server become exhausted, the server crashes and its perfor-

mance degrades. The scenario in which the victim’s server

is bombarded with a huge number of requests leading to

server crash, is called a denial of service, as authorized

Fig. 1. DDoS attack scheme.

users are unable to access the server or a given service. As

the attacks originate from different machines of the bot-

net, they are referred to as distributed DoS attacks. As

the number of DDoS attacks has been increasing in recent

years, detection or mitigation of DDoS attack has become

an important issue.

2.2. Related Work

An intrusion detection system (IDS) is a security mech-

anism deployed for detecting malicious activities. IDS

involves two types of detection methods that may be

signature- or anomaly-based. Signature-based IDS uses the

signature of known attacks. Snort is an open source IDS

that relies on signature-based techniques for detecting at-

tacks know from experiments [3]. The authors presented

a DDoS detection mechanism based on machine learning

and signature detection techniques. In [4], the authors

proposed an NIDS framework operating in the cloud and

consisting of a snort and signature-based apriori algorithm

to detect known attacks in the network. However, signa-

ture-based mechanisms cannot detect unknown attacks or

variants of known attacks.

Anomaly-based detection captures network data or logs to

detects anomalies. It detects a new form of attacks rather

than their signatures only. In [5], the authors proposed an

entropy- based DDoS attack detection approach deployed

in a cloud-based network system. The normalized entropy

value is calculated to check changes in the randomness be-

tween packet header field samples. This system is main-

tained and represented by a third party which sends a noti-

fication to the client. In [6], the authors proposed a DDoS

detection mechanism that focuses on various features of at-

tack packets. The features are obtained by studying incom-

ing network traffic. The features are then analyzed using

radial basis function (RBF) neural networks. The authors

evaluated the proposed method using a simulated network

and the UCLA dataset. In [7], the authors presented an

IDS operating in the cloud environment and focusing on

the software-as-a-service (SaaS) model to provide applica-

tion level security to the cloud customer. They consider

a virtual private network for information exchange. How-

ever, research has not been conducted with regard to real

cloud infrastructures. The authors in [8] present a DDoS at-

tack detection methods using OpenStack cloud. OpenStack

is an open source cloud operating system which used for

academic research and for commercial cloud applications.

The above techniques do not use distributed processing for

detecting DDoS attacks. In cloud environments, huge num-

bers of packets or connections with customers’ networks

exist. Thus, protecting the organizations’ networks from

DDoS attacks requires huge amounts of processing power.

So, there is a trend towards using distributed environments,

like Hadoop and Spark, for detection of DDoS attacks. The

work proposed by [9] focuses on a reliable DDoS attack

detection approach based on HTTP GET flooding. It uses

MapReduce processing for flooding detection. The results
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show that processing time is better than in snort detection.

In [10], the authors designed a DDoS prevention scheme

based on the Hadoop framework, using the MapReduce

technique and a genetic algorithm (GA) to detect and pre-

vent DDoS attacks. They generate the filtering rules with

an entropy-based detection scheme. The rules are updated

accordingly as well. In [11], the authors presented a DDoS

attack detection system utilizing classification algorithms

in the Spark framework. In this work, T-shark is used

for network analysis. The fuzzy logic algorithm chooses

the next candidate for classification. Classification algo-

rithms are designed to predict DDoS attacks affecting traffic

packets.

The authors of [12] proposed a DDoS detection sys-

tem which uses the feature selection technique known as

ensemble-based multi-filter to select optimal features by

combining the output of four filter methods. The method

is evaluated using an NSL-KDD dataset and a decision

tree classifier. However, the discussion covers the efficient

feature selection technique only. Furthermore, the system

suffers from an overhead in the form of a processing de-

lay. In [13], the authors use the Hadoop map to reduce the

architecture for faster processing of log files. Furthermore,

abnormal behavior of sources that generate packets errat-

ically is predicted. The architecture uses prediction-based

time series analysis, which helps in faster detection of sus-

picious hosts. However, research is limited to threshold-

based detection.

In [14], the authors proposed a live DDoS detection mech-

anism to detect 4 types of flooding attacks in real-time,

using the map reduce approach. The results were validated

on a real-time testbed using low cost hardware. The au-

thors of [15] proposed a technique to detect DDoS attacks

using the Hadoop framework for processing and analyzing

large scale attacks in real-time. The entropy of source ad-

dresses is used as a metric for detection. The results are

validated using the testbed. In [16], the authors proposed

a distributed and collaborative approach to the processing

of a large amount of data by distributing it among a number

of mappers and reducers. The proposed work is validated

using benchmark datasets, as well as real datasets generated

using the experimental testbed, based on various metrics.

In [17], the authors proposed a distributed and collabo-

rative technique for early detection of DDoS attacks and

flash crowds. However, due to non-cooperation between

various ISPs, it is difficult to modify routers to detect at-

tacks in real-time. The authors validate the results using

a real-time testbed. In [18] the authors designed a DDOS

attack detection mechanism using different classifiers for

OpenStack cloud. The authors validate the results using

a testbed with real-time and benchmark datasets. The au-

thors also proposed a DDoS attack detection mechanism in

the SDN environment using a Mininet simulator [19]. The

authors use SVM and DNN to classify attacks by captur-

ing real-time packets. However, the authors of [18], [19]

have not used any distributed environments for the detec-

tion of DDoS attacks. As the millions of packets are cap-

tured per second in the cloud, the design of a distributed

processing approach relied upon by the detection system

constitutes a crucial research issue.

2.3. Distributed Processing using Spark

Apache Spark is a distributed platform built on the YARN

infrastructure. Spark supports in-memory processing which

is iterative in nature. Spark supports many languages, such

as Scala, R, Java and Python. As Python is an efficient

high-level language and allows us to develop the system

faster, we use Python. The proposed system employs RDD,

Spark streaming and MLlib features. RDD is the key for

Spark to offer failure recovery and data dependency func-

tionalities. RDD stores intermediate results in the memory,

which significantly improves computation speed. Unlike

MapReduce in Hadoop, MapReduce in Spark is well pack-

aged into RDD.

MLlib is Spark’s distributed machine learning (ML) library.

It provides ML algorithms with libraries used for such pur-

poses as regression, classification, clustering, collaborative

filtering, etc. Spark streaming is used for real-time calcula-

tion that relies on RDD. RDD helps in seamless connection

with Spark to fuse historical data and real-time data. Spark

streaming divides the streaming data into small time inter-

vals and into RDD data sets. Later, it processes the RDD

in batches and helps process complex streaming data faster.

Thus, RDD helps in processing huge numbers of packets

in real-time, extracts the features and detects the attacks

affecting cloud environments.

3. Proposed Methodology

This section offers a description of the proposed system

that allows to detect DDOS attacks using the distributed

processing approach. The chapter has been divided into

two subsections, focusing on the design of a Spark cluster

as a service on an OpenStack private cloud, and on the

detection of DDoS attacks using real-time cloud traffic and

the KDD Cup dataset, respectively.

3.1. Spark as a Service

The design of this service involves setting up an Open-

Stack private cloud and configuring a multi-node setup.

The multi-node setup is done on virtual machines (VMs)

by configuring compute, neutron and controller nodes. The

VMs are spawned on the compute node of OpenStack. De-

ployment of the Spark cluster is done, firstly, by executing

the machines with single node Spark configuration steps.

One of the single nodes is designated as a master and the

remaining nodes are configured to be working as slaves

under the supervision of the master. The user interface is

provided by relying on the Django framework with Python.

The user can select the number of slaves required. The

user is provided with options to select the number of VC-

PUs, while RAM and disk size are required for the master
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and the slaves based on standard templates. The user can

also create his/her own flavors for slaves. Once the user

clicks the launch button, the Spark cluster will be installed

in the cloud with the help of an automation script executed

at the OpenStack backend using controller and compute

nodes. The design includes a connection between Spark

and OpenStack, as shown in Fig. 2.

Fig. 2. Spark as a service.

The algorithm for automation of Spark as a service is de-

scribed in Algorithm 1. Spark is built using Hadoop ar-

chitecture. Hence, it involves Hadoop installation. Hadoop

uses a Java framework. For big data processing MapRe-

duce is required, which is written in Java. Java is used

for analyzing and processing large data sets. So, JDK is

installed for supporting the Hadoop platform.

3.2. DDoS Detection System

The incoming packets get captured through a packet snif-

fer stored in the local disk as packet log files in CSV for-

mat. In real life, these log files need faster processing.

So, a distributed computing platform is used for big data

analysis and for faster detection of attacks. Anomaly-based

IDS treats any deviation from the normal pattern as an

attack. As shown in Fig. 3, the model of the proposed

system consists mainly of four modules, i.e. packet snif-

fer, pre-processing using Spark steaming, classification, and

detection. All of them are discussed in detail below.

3.3. Packet Sniffer

Packet sniffer is designed using socket programming to cap-

ture and analyze network traffic by connecting two virtual

machines on a cloud network in order to enable them to

Algorithm 1. Spark as a service on OpenStack cloud

Input: MapReduce cluster name C, number of slave nodes

N, configuration of master and slave nodes S, keypair

name K
Output: Cluster with required number of nodes

1: Create VMs based on master and slave size S using

OpenStack SDK

2: Create a keypair K
3: Create one node as master node

4: Create N slave nodes with configuration S
5: Assign IP address for the master node

6: Change the hostname in hosts file and hostname file

7: For N node

8: Assign the IP address to slave nodes

9: Change the host name in hosts and hostname files

10: End for

11: Add all the IPs of master and slave nodes in private IP

file

12: Install the services on master and slave nodes

13: Configure SSH on master node

14: For N nodes

15: Configure SSH on slave node

16: End for

17: Send the keypair from master to slave nodes

18: Disable the password authentication

19: Do the Hadoop name node format on master node

20: Start all the services on master node

21: Write all the IPs to one file

22: Mail the keypair and master node IP address

Fig. 3. Proposed DDoS attack detection system using Spark.

communicate with each other. Packet sniffer collects net-

work traffic and identifies information pertaining to each

packet. This raw data (packets) is sent to the Spark pro-

cessor for feature extraction, as shown in Fig. 3.

Algorithm 2 is designed for capturing network traffic in

the Neutron node of the OpenStack cloud. Initially, the

socket library is imported and the creation of a raw socket

follows. It listens on a particular port of the neutron node’s

IP, while the other socket reaches out to other VMs to form

a connection. The listener socket is formed at the server

while the client reaches out to the server. Packet sniffer

gathers raw binary data from the connection established.

The selected network interface is switched to promiscuous
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Algorithm 2. Capturing of packets using packet sniffer

Input: Neutron node IP interface

Output: CSV file

1: Create raw socket

2: Bind a raw socket to Eth0 interface of neutron node

3: Set the interface to promiscuous mode

4: Capture data link layer (Ethernet) header

5: Retrieve IP/ICMP/TCP header fields by parsing Ether-

net frame

6: Extract the features as per Table 1

7: Write the extracted features to CSV file

mode. Promiscuous mode is used to direct all network

traffic through the chosen network interface. It captures

various fields of the chosen protocol headers.

The packet sniffer module is designed to collect the cap-

tured network data and to extract packet information by

verifying its protocol. The packet sniffer module captures

incoming packets for a required period of time. All infor-

mation pertaining to the protocol headers is stored as a CSV

file. A DDoS attack is simulated in the cloud environment

with a view to sending packets with large amounts of data,

and to from multiple connections to simulate connection

flooding and to captures the attack. The features captured

in this process are shown in Table 1.

Table 1

Dataset features captured

Features

Source MAC Acknowledgement number

Destination MAC SYN bit

Protocol ACK bit

Service FIN bit

Source address Src bytes

Destination address Time stamp

Sequence number

3.4. Processing of Captured Data

Real-time data captured in the previous module needs to

be processed. The processing of a dataset is performed to

obtain the specific features required for testing the model.

The distributed computing approach is introduced to accel-

erate the process. Spark is one of the distributed frame-

works that enable processing based on in-memory comput-

ing. Initially, the features are recorded once every millisec-

ond. Additionally, the derived features need to be com-

puted for the past two seconds of the connection. The data

stream captured by the sniffer module is pre-processed in

a batch of 2 s. The algorithm is designed to perform cer-

tain actions for feature selection, as not all features that

are captured contribute to DDoS detection. Thus, it is im-

portant to select the required features. The pre-processor

sends this information to the detection engine. Later, the

dataset is processed in a big data environment using the

Spark engine.

Algorithm 3. Processing of the captured data

Input: Generated log file CSV

Output: Processed test dataset

1: Count = number of connections to the same host

2: Src bytes = number of data bytes from source to des-

tination

3: Dest bytes = number of data bytes from destination to

source

4: Srv count = number of connections to the same service

5: Same srv rate = percentage of connections to the same

service

6: Initialize Spark context and Spark streaming context

7: Stream captured data every 2 s

8: Read the captured data as dstream

9: For every RDD from dstream

10: Convert RDD to dataframe

11: Initialize Count, Src bytes, Dest bytes, Srv count,

Same Srv rate to zero

//Apply map and reduce to get the features

12: For each connection i.e. combination of protocol

type and service

13: Apply map and reduce technique to compute

the Count, Src bytes, Dest bytes, Srv count,

Same Srv rate

14: End for

15: Append all computed features along with proto-

col type and service to data frame

16: Write transformed dataframe to a file

17: End for

The processing of captured data collected through the

packet sniffer is represented in Algorithm 3. This is basi-

cally performed for the test dataset collected and the results

are used for further detection analysis. Distributed process-

ing is carried out on the Spark framework. The packets

sniffed over a specific duration serve as an input for this

module. The processing is performed for each 2 s inter-

vals of data in order to analyze network traffic. Initially,

Spark context and configuration are created. The packet

log data file is read and converted as a dstream object.

Finally, each RDD of dstream is converted into a Spark

data frame and the selected features are computed using

the map reduce function (Protocol type, Service, Src bytes,

Dest bytes, Count, Srv count, Same srv rate).

3.5. Classification using ML Algorithms

Machine learning is an effective technique allowing to

detect any anomaly-based attacks. Real-time detection of

a DDoS attack in a cloud environment requires a trained

model. This module builds a trained model using a real-

time dataset. The real-time training dataset is generated

by recording network activity over the period of 24 hours

by simulating an ICMP flooding attack. We compare three
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classification algorithms based on accuracy, precision and

false-positive rate parameters and choose the best classi-

fier for our model. Such classification algorithms as ran-

dom forest, decision tree and logistic regression are used

for modeling the training dataset. We apply these classi-

fication algorithms to both the benchmark dataset and the

real-time dataset. Later, we use the Spark MLlib library

to implement the selected classification algorithm. As the

Spark framework is designed to work in a distributed en-

vironment, we use a distributed file system. The selected

training model is stored in HDFS for further retrieval. This

trained model is accessed by the detection module to detect

attacks as shown in Fig. 3.

3.6. Detection Module

The process of identifying anomalous attacks in normal

traffic is known as detection. Existing cloud behaviors re-

lated to attacks are modeled using the trained model. As

shown in Algorithm 4, a real-time test dataset is generated

using the packet sniffer, by simulating a DDoS attack. This

test dataset is processed using Spark streaming. The cap-

tured data is considered as a test dataset and is fed into the

trained classifier. If a connection is considered to constitute

an attack, then we log the suspicious IPs. The administra-

tor checks the suspicious IP addresses and can observe the

traffic anomaly over a period of time and may block the

IP addresses. All four modules are implemented on the

private cloud testbed.

Algorithm 4. Detection module

Input: Processed test dataset

Output: List of suspicious IP’s

1: Capture the network packets for training using packet

sniffer

2: Compute the features using Spark streaming

3: Read processed test dataset

4: Feed the processed test dataset into trained model to

check for intrusion

5: If intrusion is detected Then

6: Log the suspicious IP’s for admin analysis

7: End if

4. Results and Discussions

In this section, we describe the configuration of the experi-

mental OpenStack-based cloud testbed. We also discuss the

results obtained while selecting the machine learning clas-

sification algorithm. Finally, we discuss the training and

prediction times for the selected ML classifier, execution

time for detection of multiple slave nodes, and duration for

capturing various packets.

4.1. OpenStack Cloud Environment

OpenStack [20], is a real-time cloud environment used to

capture network data and to classify attacks. The private

cloud setup comprises 5 nodes, namely a controller node,

a neutron node and three compute nodes. The controller

node provides OpenStack services and APIs to carry out the

various tasks performed by the network and by the compute

nodes. The neutron node helps in networking services, such

as DHCP which assigns IPs to virtual machine instances.

The compute node provides VM nodes using a hypervisor.

Details of the real-time private cloud setup are described

in Table 2.

Table 2

OpenStack testbed configuration

Nodes IP Address Memory

Controller 192.168.31.2 1 GB

Neutron 192.168.31.3 1 GB

Compute node 1 192.168.31.4 4 GB

Compute node 2 192.168.31.5 4 GB

Compute node 3 192.168.31.6 4 GB

The packet sniffer module was designed for capturing net-

work traffic. The objective of the analysis is to understand

the behavior experience during an attack behavior on the

private cloud testbed.

Fig. 4. Integration of packet sniffer and IDS on OpenStack.

Figure 4 shows the integration of the packet sniffer and

IDS in an OpenStack cloud. The packet sniffer module is

installed on the neutron node of the cloud to capture activ-

ities of the cloud. An ICMP flooding attack is performed

to simulate attacks on the cloud. The behavior of the cloud

is captured. The intrusion detection system designed on

the spark cluster is deployed in the cloud to detect any

suspicious activity.

4.1.1. Apache Spark Platform

In this experiment, we have used one master node and vary-

ing numbers of slave nodes (up to 3). We used Apache

Spark [21] for distributed processing. Spark clusters are

generated with the use of OpenStack virtual machines, re-

lying on the automated process described earlier. It should
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be noted that the configuration in both the slave machines

and the master machine are the same.

The Spark configuration has been set as follows:

• Spark executor instances = 4,

• Spark executor cores = 10,

• size of Spark executor memory = 20,

• size of Spark driver memory = 9 B.

As the Spark framework is designed to work in a dis-

tributed environment, the Hadoop distributed file system

(i.e. HDFS) was adopted.

4.2. Selection of Machine Learning Classifier

We use three parameters to select the best machine learning

classifier:

Accuracy. Accuracy is the percentage ratio between the

number of correctly classified samples from the dataset and

the total number of samples of the dataset, and it reflects

the discrimination capability of the classifier:

Accuracy =
T P+T N

T P+T N +FP+FN
·100% ,

where T P – true positive, T N – true negative, FP – false

positive, FN – false negative.

False Positive Ratio (FPR). FPR indicates the proportion

between wrong classified normal samples and all normal

samples. FPR is a parameter that indicates the probability

of falsely rejecting the null hypothesis for a particular test:

FPR =
FP

FP+T N
.

Precision. Precision is defined as the number of true pos-

itives divided by the number of true positives with the ad-

dition of the number of false positives. Precision describes

the ability of a classification model to return relevant in-

stances only:

Precision =
T P

FP+T P
·100

Classification is a major factor in identifying an intrusion

attack. It is essential to deploy the best data model to ob-

tain accurate classification results. Table 3 presents a com-

Table 3

Comparison of three classification models

Dataset ML model Accuracy FPR Precision

KDD
Random forest 99.21% 0.003 99.91%

Cup
Decision tree 98.82% 0.024 99.37%

Logistic regression 84.97% 0.095 98.84%

Real
Random forest 94.40% 0.111 89.87%

time
Decision tree 88.24% 0.208 78.74%

Logistic regression 81.43% 0.293 72.42%

parison of performance of 3 ML classifiers, namely random

forest, decision tree, and logistic regression. Furthermore,

accuracy, false positive rate and precision are defined for

two types of datasets. The real time dataset is used as

training dataset and cross validation is applied. Accuracy

is noted for all 3 algorithms, i.e. random forest, decision

tree and logistic regression. For KDD Cup 99 dataset the

same pattern of accuracy is observed, but the accuracy level

being higher than in the case of the real time dataset. From

Fig. 5, one may observe that the random forest model offers

better accuracy and precision, which renders it suitable for

detection.

Fig. 5. Accuracy of ML models for two datasets.

Fig. 6. False positive rate of ML models for two datasets.

The false positive ratio (FPR) is the most important pa-

rameter in anomaly detection. As the traffic pattern in

the cloud network changes along with the varying intervals

and events, traffic bursts are experienced. Thus, a sudden

change in traffic volume may result in more FPR. This may

trigger a lot of alerts for the administrator. Thus, choosing

a classifier with better FPR is important in DDoS attack

detection. As shown in Fig. 6, the value of FPR for the

KDD Cup 99 dataset is 0.003 for random forest, 0.022 for

decision tree and 0.095 for logistic regression algorithms,

respectively. The value of FPR for the real time dataset is

0.111 for random forest, 0.208 for decision tree and 0.293
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for logistic regression. The rate of detection of false posi-

tive samples from benchmark and real time datasets is, in

random forest, lower than in the case of logistic regression

and decision tree algorithms. In summary, the random for-

est algorithm performs better in terms of accuracy, FPR,

and precision. Thus, we choose this classifier for detection

of DDoS attacks in a distributed environment.

4.3. Results using Apache Spark

In this section, we discuss the results obtained using the

random forest model, with different parameters and scenar-

ios applied.

The process of providing the random forest model with

training data to learn is known as training time. The learn-

ing algorithm finds patterns in the training data that map

the input data attributes to the target, and it outputs an ML

model that captures these patterns. The time taken for this

process is training time. Figure 7 provides different train-

ing times along different spark cluster sizes for the random

forest algorithm. MLlib libraries of Spark provide train-

ing and prediction times while training the classifier. The

results illustrate processing speed increases as cluster size

increases.

Fig. 7. Training and prediction time vs. different cluster sizes.

Figure 8 shows that as the Spark cluster size increases, the

DDoS attack detection time reduces for distributed proces-

sing using Spark. The packet sniffer is executed for 4000 s

and the CSV file is created and used as an input dataset

for the detection of DDoS attacks. The Spark distributed

detection algorithm is executed for the random forest clas-

sification model and the captured test dataset. The figure

shows also a comparison between non-distributed process-

ing and distributed processing using Spark for the scenario

in question. The distributed detection process varies with

different cluster sizes, such as a single node, 2 node and 3

node master-slave Spark cluster, as shown in Fig. 8.

The detection time is executed in a 2-node Spark cluster

for different durations of the packets captured. The packet

sniffer is executed for 10, 20 and 30 seconds ·1024 and

log CSV files are created. These log files are tested against

Fig. 8. Detection time vs. different cluster sizes.

Fig. 9. Detection time vs. duration of captured packets.

the classification model to detect the attacks. The detection

time is longer for the larger duration of captured packets.

Based on the Fig. 9, we infer that as the capturing time

increases, log file size increases. Thus, the execution time

increases.

5. Conclusions

This work proposed a system for efficient detection of

DDoS attacks in a private cloud environment. Initially, we

designed Spark as a service in an OpenStack-based private

cloud for on- demand provisioning of Spark clusters. Then,

we evaluated three machine learning models using bench-

mark and real-time datasets and selected the random forest

model for the classification of DDoS attacks. Then, we used

this algorithm in the distributed environment. By using

RDD Spark streaming, we performed the pre-processing,

training and testing stages. The results reveal that the time

for detecting DDoS attacks is reduced and the detection ef-

ficiency is improved significantly thanks to the advantages

offered by the Spark framework. OpenStack was used to

setup the private cloud with which the intrusion detection

system is integrated.

As future work, we plan to use a deep learning model

and detect different types of DDoS attacks. Furthermore,
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the work may be extended to include parameter tuning

of the Spark framework for increased computational effi-

ciency.

References

[1] S. Dong, K. Abbas, and R. Jain, “A survey on distributed denial of

service (DDoS) attacks in SDN and cloud computing environments”,

IEEE Access, vol. 7, pp. 80813–80828, 2019

(DOI: 10.1109/ACCESS.2019.2922196).

[2] N. Agrawal and S. Tapaswi, “Defense mechanisms against DDoS

attacks in a cloud computing environment: state-of-the-art and re-

search challenges”, IEEE Commun. Surv. & Tutor., vol. 21, no. 4,

pp. 3769–3795, 2019 (DOI: 10.1109/COMST.2019.2934468).

[3] M. Zekri, S. E. Kafhali, N. Aboutabit, and Y. Saadi, “DDoS attack

detection using machine learning techniques in cloud computing en-

vironments”, in Proc. 3rd Int. Conf. of Cloud Comput. Technol. and

Appl. CloudTech 2017, Rabat, Morocco, 2017, pp. 1–7

(DOI: 10.1109/CloudTech.2017.8284731).

[4] C. N. Modi, D. R. Patel, A. Patel, and M. Rajarajan, “Integrating

signature apriori based network intrusion detection system (NIDS)

in cloud computing”, Procedia Technol., vol. 6, pp. 905–912, 2012

(DOI: 10.1016/j.protcy.2012.10.110).

[5] A. S. Syed Navaz, V. Sangeetha, and C. Prabhadevi, “Entropy based

anomaly detection system to prevent DDoS attacks in cloud”, Int. J.

of Comp. Appl., vol. 42, no. 15, pp. 42–47, 2013 [Online]. Available:

https://arxiv.org/ftp/arxiv/papers/1308/1308.6745.pdf

[6] R. Karimazad and A. Faraahi, “An anomaly-based method for DDoS

attacks detection using RBF neural networks”, in Proc. of Int. Conf.

on Netw. and Electron. Engin. IPCSIT 2011, vol. 11 [Online]. Avail-

able: http://ipcsit.com/vol11/9-ICNEE2011-N019.pdf

[7] A. Zarrabi and A. Zarrabi, “Internet intrusion detection system ser-

vice in a cloud”, Int. J. of Comp. Sci. Issues, vol. 9, iss. 5, no. 2,

pp. 308–315, 2012 [Online]. Available: http://citeseerx.ist.psu.edu/

viewdoc/download;jsessionid=

1F3769647FE79FC6E52BFD98BF7C503C?doi=

10.1.1.401.7096&rep=rep1&type=pdf

[8] H. Gajjar and Z. Malek, “A survey of intrusion detection system

(IDS) using OpenStack private cloud”, in Proc. 4th World Conf. on

Smart Trends in Syst., Secur. and Sustainab. WorldS4 2020, London,

United Kingdom, 2020, pp. 162–168

(DOI: 10.1109/WorldS450073.2020.9210313).

[9] J. Choi, C. Choi, B. Ko, D. Choi, and P. Kim, “Detecting Web

based DDoS attack using MapReduce operations in cloud computing

environment”, J. of Internet Serv. and Inform. Secur., vol. 3, no. 3/4,

pp. 28–37, 2013 [Online]. Available: http://isyou.info/jisis/

vol3/no34/jisis-2013-vol3-no34-03.pdf

[10] M. Mizukoshi and M. Munetomo, “Distributed denial of services

attack protection system with genetic algorithms on Hadoop cluster

computing framework”, in Proc. of IEEE Congr. on Evolut. Comput.

CEC 2015, Sendai, Japan, 2015, pp. 1575–1580

(DOI: 10.1109/CEC.2015.7257075).

[11] A. Alsirhani, S. Sampalli, and P. Bodorik, “DDoS attack detection

system: utilizing classification algorithms with Apache Spark”, in

Proc. 9th IFIP Int. Conf. on New Technol., Mobil. and Secur. NTMS

2018, Paris, France, 2018, pp. 1–7

(DOI: 10.1109/NTMS.2018.8328686).

[12] O. Osanaiye et al., “Ensemble-based multi-filter feature selection

method for DDoS detection in cloud computing”, EURASIP J. on

Wirel. Commun. and Network., vol. 2016, article no. 130, 2016 (DOI:

10.1186/s13638-016-0623-3).

[13] A. Bhatia, “Faster detection and prediction of DDoS attacks using

MapReduce and time series analysis”, in Proc. Int. Conf. on Inform.

Network. ICOIN 2018, Chiang Mai, Thailand, 2018, pp. 556–561

(DOI: 10.1109/ICOIN.2018.8343180).

[14] S. Hameed and U. Ali, “HADEC: Hadoop-based live DDoS detec-

tion framework”, EURASIP J. on Inform. Secur., vol. 2018, article

no. 11, 2018 (DOI: 10.1186/s13635-018-0081-z).

[15] A. Sharma, C. Agrawal, A. Singh, and K. Kumar, “Real-time DDoS

detection based on entropy using Hadoop framework”, in Comput-

ing in Engineering and Technology. Proceedings of ICCET 2019, B.

Iyer, P. S. Deshpande, S. C. Sharma, and U. Shiurkar, Eds. AISC,

vol. 1025, pp. 297–305. Springer, 2019

(DOI: 10.1007/978-981-32-9515-5 28).

[16] C. Wang, T. T. Miu, X. Luo, and J. Wang, “Skyshield: a sketch-

based defense system against application layer DDoS attacks”, IEEE

Trans. on Inform. Forensics and Secur., vol. 13, no. 3, pp. 559–573,

2018 (DOI: 10.1109/TIFS.2017.2758754).

[17] S. Behal, K. Kumar, and M. Sachdeva, “D-FACE: an anomaly based

distributed approach for early detection of DDoS attacks and flash

events”, J. of Netw. Comp. Appl., vol. 111, pp. 49–63, 2018

(DOI: 10.1016/j.jnca.2018.03.024).

[18] K. B. Virupakshar, Narayan D. G., and P. S. Hiremath, “Detection

of DDoS attacks in software defined networks”, in Proc. of 3rd Int.

Conf. on Computat. Sys. and Inform. Technol. for Sustain. Solut.

CSITSS 2018, Bengaluru, India, 2018, pp. 265–270

(DOI: 10.1109/CSITSS.2018.8768551).

[19] K. B. Virupakshar et al., “Distributed denial of service (DDoS) at-

tacks detection system for OpenStack-based private cloud”, Procedia

Comp. Sci., vol. 167, pp. 2297–2307, 2020

(DOI: 10.1016/j.procs.2020.03.282).

[20] OpenStack [Online]. Available: https://www.OpenStack.org/

[21] Apache Spark [Online]. Available: https://spark.apache.org

Shweta Gumaste received her

B.E. in Computer Science and

Engineering from KLE Tech-

nological University, Hubballi,

India, in 2019. Currently, she is

working as associate software

engineer in Robert Bosch Engi-

neering and Business Solutions,

Bangalore.

E-mail: shwetagumaste@gmail.com

School of Computer Science and Engineering

KLE Technological University

Hubballi, Karnataka, India

Narayan D. G. is currently

working as a Professor in

the School of Computer Sci-

ence and Engineering at KLE

Technological University, Hub-

balli, India. He obtained Ph.D.

and M.Tech. from Visvesvaraya

Technological University, Bel-

gaum in 2017 and 2004 re-

spectively. He obtained B.E. in

Computer Science and Engi-

neering from Karnataka University in 2000. He has 20

years of teaching and research experience. His research

interest includes wireless mesh networks, cyber security,

software defined networks and blockchain. He is a reviewer

for many SCIE indexed journals. He has published more

than 35 papers in conferences and journals.

70



Detection of DDoS Attacks in OpenStack-based Private Cloud Using Apache Spark

https://orcid.org/0000-0002-2843-8931

E-mail: narayan dg@kletech.ac.in

School of Computer Science and Engineering

KLE Technological University

Hubballi, Karnataka, India

Sumedha Shinde received her

B.Sc. and M.Sc. degrees in

Mathematics from Karnataka

University in 1998 and 2000 re-

spectively. She obtained Ph.D.

in Spectral graph theory in

2017 from Visvesvaraya Tech-

nological University, Belgaum.

Currently, she is working as

an Assistant Professor in De-

partment of Mathematics at

KLE Technological University, Hubballi, India. Her re-

search interest includes spectral graph theory, applica-

tion of graph theory in computer networks and ap-

plied statistics. She has 20 years of experience and pub-

lished more than 10 papers in conferences and journals.

https://orcid.org/0000-0002-4154-0025

E-mail: sumedha@kletech.ac.in

Department of Mathematics

KLE Technological University

Hubballi, Karnataka, India

Amit K holds his M.Sc. de-

gree in Computer Science and

currently pursuing Ph.D. in the

area of network security. He is

working as an Assistant pro-

fessor in KLE Technological

University, Hubballi, Karnataka

and is having teaching experi-

ence of 12 years. His research

interest includes network secu-

rity, artificial intelligence and

cloud computing. He has published papers in the area of

IoT and teaching pedagogy in international conferences.

E-mail: amitk@kletech.ac.in

Department of MCA

KLE Technological University

Hubballi, Karnataka, India

71



Paper A New Parameterized Model

for Determining Quality of Online

Video Service Using Modern

H.265/HEVC and VP9 Codecs
Tadeus Uhl1 and Christian Hoppe2

1 Maritime University of Szczecin, Szczecin, Poland
2 Nextragen Solutions GmbH, Handewitt, Germany

https://doi.org/10.26636/jtit.2020.146220

Abstract—This paper describes a new measurement method

(VS model) for determining the quality of online video services

relying on modern H.265/HEVC and VP9 codecs. The said

method has been developed on the basis of VQuad-HD curves

(according to ITU-T J.341). This model does not refer to signal

analysis, but protocol analysis instead. The parameters used

are: type of video codec, encoding rate, transport technique,

packet loss and burst size. The method may be implemented

quickly and easily, which is one of the great advantages when

using this method to measure QoS.

Keywords—H.265/HEVC, IP network, ITU-T, J.341, native RTP,

QoS measurement techniques, video service, VP9.

1. Introduction

In current IP networks, new types of services continue to

appear. Many of them are related to transporting video

content that constitutes a major portion of today’s Internet

traffic. According to CISCO reports [1]–[2], in 2017, video

material accounted for 75% of global Internet traffic and for

nearly 60% of mobile traffic. The volume of video traffic

is growing rapidly, especially in mobile communications,

and is estimated to reach nearly 80% of the world’s mo-

bile traffic by 2022. It is expected that mobile video will

increase nine-fold between 2017 and 2022. Therefore, it

makes sense to take a closer look at video services.

Video services are currently rendered in two forms. The

first category includes real-time services, e.g. television

over IP (IPTV), video telephony over IP (VToIP). The other

form encompasses services in which time does not play

a principal role. These include video streaming ser-

vices, e.g. video on demand (VoD). To guarantee

a good-quality video service, effective transport techniques

are needed. In real-time services, MPEG-2 transport

streams based on ISO/IEC 13818-1 [3] and native RTP

based on IETF RFC 3640 [4] are currently the most

widely used techniques. In video streaming (non-real-

time service), native RTP and MPEG-DASH based on

ISO/IEC 23009-1:2012 [5] are currently the most widely

used techniques. It is worth noting that the native RTP

technique is used in both forms of video service. This is

a sufficient reason to devote a complete paper to this par-

ticular transport technique that will serve as a basis of all

investigations described herein.

In order to ensure high video service image quality on

the one hand and to reduce the coding rate (and thus

the required bandwidth in the network) on the other, im-

provements in image coding have been promoted in recent

years. A new ITU-T standard H.265/HEVC (high-efficiency

video coding) was published in 2013 [6]. A few years later,

a new proprietary solution (Google), the VP9 Codec, was

launched [7]. Image resolution is also increasing contin-

uously, with full HD succeeding the HDTV format. New

formats, 2K and 4K, are gaining in popularity as well. The

impact that the developments mentioned here exert on the

quality of video services must be measured in practice.

Quality of service (QoS) and quality of experience (QoE)

should be continuously monitored in modern networks,

preferably automatically. Dedicated measuring systems

and methods are obviously indispensable for that pur-

pose. When it comes to video communications, sev-

eral methods are already available for measuring QoS

and QoE. Most of them have been standardized, e.g.

ITU-T Rec. J.144 [8], ITU-T J.147 [9], ITU-T J.247 [10],

ITU-T J.341 [11], ITU-T P.1204.4 [12]. All these stan-

dards have evolved from signal-based QoE measuring

methods with “full reference” (intrusive measurement nec-

essary). That is what makes these measuring techniques

so complicated, time-consuming, and expensive due to the

licensing costs involved.

The second group of QoS measurement methods is based

on parameterized models. They are simple, faster to ex-

ecute and generally more accessible (without licenses).

However, they do not provide as accurate results as the

QoE measurement methods mentioned above. The most

important parameterized QoS models for video services

include: mean squared error (MSE) [13], new quality in-

dex (NQI) [14] and structural similarity index (SSIM) [15].

A comparison of performance of the above-mentioned QoS

techniques was presented in papers [16], [17] and else-
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where. Specialized QoS models exist as well, e.g. for

VToIP [18] or for IPTV services [19]. The last two

QoS models were developed for the “old” video codecs

(e.g. H.264/AVC) and for lower picture resolutions (up to

SDTV). There are currently no QoS models that do justice

to the latest developments in the field of video codecs (such

as H.265/HEVC, VP9) and picture formats (such as HDTV,

Full HD). The work described in this paper aims to remedy

that deficiency.

After the introduction presented above, a new video service

(VS) model will be formulated and illustrated in the context

of actual video codecs and picture formats. This model is

then analyzed in various applications and its practicability

is put to the test in a comparison study. The results obtained

based on the analyses are presented graphically and are

interpreted. The paper is concluded with a summary and

an outlook on future work.

2. New Parameterized VS Model

It is generally known that packet losses are some of the

worst impairment parameters in the IP environment. This

is true in the case of both audio and video transmission.

Other parameters that greatly affect QoS values include

codec type, encoding rate and burst size. The size of jitter

buffers in the terminal equipment has a significant influ-

ence on QoS as well. The effects of jitter and out-of-

order packet delivery are converted into losses, bearing in

mind that these errors may be smoothed out with the aid of

a jitter buffer. Two types of packet losses and burst size,

i.e. burst ratio, being the ratio of the measured burst size

to the burst size expected in a burst-free environment, can

be determined by means of practical measurements during

an RTP session. Protocol analysis may also determine the

video codec, the encoding rate and the type of transport

technique used. This is one of the prerequisites enabling

the parameterized QoS model to be used in practice.

To investigate the effects of packet loss, burst size and en-

coding rate on the quality of video services, several exten-

sive numerical calculations, which took several weeks, were

carried out within the scope of this paper. The QoSCalc

(IPTV) numerical tool [20] was used. The tool relies on

the VQuad-HD algorithm [21] to determine the QoS (“full

reference” technique). Two modern codecs were selected

for the investigation scenarios, i.e. H.265/HEVC and VP9

(video sequence in full HD resolution of 1920 × 1080).

The native RTP method was used here as the transport tech-

nique. This technique requires the UDP protocol within the

transport layer. This combination of protocols is most fre-

quently used for real-time web-based video services (e.g.

VToIP, IPTV).

Figures 1 and 2 show examples of numerical results for

the H.265/HEVC codec, i.e. the packet loss and burst size

values assumed for the investigation. They show that all

QoE curves progress exponentially. It is evident that as

packet losses increase, the curves fall rapidly and then run

asymptotically at a value between 1 and 1.5 MOS. It is also

evident that burst size has an equally considerable impact

on QoE values, with a burst size of “1” producing the worst

quality of service in all three cases and increases in burst

size leading to improvements in service quality. This is in

keeping with the psycho-visual model of the human visual

perception system, which asserts that viewers will accept

a few isolated major disruptions in reception far more read-

ily than numerous, regularly occurring disturbances of mi-

nor character. The QoE curves shown in Figs. 1 and 2,

supplemented by curves for further encoding rates, form

the basis for creating new parameterized QoS models.

Fig. 1. VQuad-HD values as a function of packet loss and burst

size at an encoding rate of 3875 kbps for the H.265/HEVC codec

and native RTP.

Fig. 2. VQuad-HD values as a function of packet loss and burst

size at an encoding rate of 6750 kbps for the H.265/HEVC codec

and native RTP.

To develop a new, parameterized QoS model for video ser-

vices using the modern H.265/HEVC and VP9 codecs, the

IPTV model from paper [19] was used. The new parame-

terized model is referred to as a video service (VS) model

in the context of this paper. In addition, the procedure for

creating the QoS model from work [19] is cited below and

has been used.

Step 1. Using a suitable tool, determine the Swis-

sQual VQuad-HD [21] curves as a function of packet

losses, burst size and encoding rate for various codecs and

types of transport streams. These curves serve as a basis

for further calculations.
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Step 2. Approximate each of the SwissQual VQuad-HD

curves as a function of packet losses for burst sizes of “1”

to “5” and selected encoding rates using:

V S f actor = P · e
a·packetloss

burstsize +Q · e
b·packetloss

burstsize . (1)

Constants a and b are selected so that they display val-

ues equal to or lower than zero, with significantly smaller

values being chosen for b. The result of this is that the

two summands are responsible for the steepness of the

curves when packet losses are few (second summand) or

many (first summand). All constants (P, Q, a, and b)

are now calculated iteratively as best possible values for

each encoding rate.

Step 3. Determine the formulas the constants P, Q, a, and

b. Once determined, the constants are recorded as func-

tions of the encoding rate. The corresponding formulas can

then be calculated by means of polynomial approximation.

The degree of the polynomial is determined by the com-

plexity of the curve. Equations (2) to (5) show the simple

relationship:

P = wn ·Bitraten +wn−1 ·Bitraten−1 + · · ·

+w1 ·Bitrate1 +w0 , (2)

Q = zn ·Bitraten + zn−1 ·Bitraten−1 + · · ·

+ z1 ·Bitrate1 + z0 , (3)

a = xn ·Bitraten + xn−1 ·Bitraten−1 + · · ·

+ x1 ·Bitrate1 + x0 , (4)

b = yn ·Bitraten + yn−1 ·Bitraten−1 + · · ·

+ y1 ·Bitrate1 + y0 . (5)

In the study, for reasons of compatibility with paper [19],

two terms were used in Eq. (1). The optimization steps

carried out as part of the work described in this paper, e.g.

three or four terms in Eq. (1) have not contributed to any

improvement in the mode of operation of the model.

Figures 3 to 5 show the parameters as a function of

the encoding rate and the results obtained from the ap-

proximations made in Eqs. (2) to (5) in case of the

H.265/HEVC codec.

Therefore, the actual equations for the H.265/HEVC codec

and the native RTP are:

P = 3.8 ·10−14 ·bitrate3 +2.79 ·10−10 ·bitrate2

−2.37 ·10−5 ·bitrate+1.82 , (6)

Q = 1.71 ·10−12 ·bitrate3−5.81 ·10−8 ·bitrate2

+6.34 ·10−4 ·bitrate+1.14 , (7)

a =−6,36 ·10−11 ·bitrate2 +1.42 ·10−6 ·bitrate

−2.53 ·10−2 , (8)

Fig. 3. Approximation of parameters P and Q as functions of

the encoding rate for the H.265/HEVC codec and the native RTP.

Fig. 4. Approximation of the parameter a as a function of the

encoding rate for the H.265/HEVC codec and the native RTP.

Fig. 5. Approximation of the parameter b as a function of the

encoding rate for the H.265/HEVC codec and the native RTP.

b =−1.04 ·10−13 ·bitrate3 +3.34 ·10−10 ·bitrate2

+3.93 ·10−5 ·bitrate−0.827 . (9)

For the clarity of presentations, the graphics with QoE

values and with parameters P, Q, a, and b are not pre-

sented here in the case of the VP9 codec. The calculation

performed resulted in the following equations for the VP9

codec and the native RTP:
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P =−2.89 ·10−13 ·bitrate3 +4.79 ·10−9 ·bitrate2

−1.41 ·10−5 ·bitrate+1.66 , (10)

Q = 1.90 ·10−12 ·bitrate3−5.99 ·10−8 ·bitrate2

+6.24 ·10−4 ·bitrate+1.18 , (11)

a = 2.45 ·10−14 ·bitrate3−5.28 ·10−10 ·bitrate2

+2.67 ·10−6 ·bitrate−2.14 ·10−2 , (12)

b =−6.04 ·10−14 ·bitrate3 +1.30 ·10−10 ·bitrate2

+3.69 ·10−5 ·bitrate−0.854 . (13)

The combination of Eqs. (1) and (6) to (9) describes

the new, parameterized VS model for the H.265/HEVC

codec. In contrast, the combination of Eqs. (1) and (10)

to (13) forms the new, parameterized VS model for the VP9

codec. The two QoS models developed here complement

the existing range of parameterized QoS models from pa-

pers [18] and [19] well, which is of great benefit to any

practical utilization.

It should be noted that the new QoS model was determined

for encoding bitrates up to 15,000 kbps. In practice, the

new model is effective only in this range. The encoding

rates chosen in this study correspond to the values that are

used in the Internet (e.g. by the Netflix [22]) for video

streaming. It should also be noted that in the new model,

the following units are to be used for the variables used

there: packet losses in the unit [%] and encoding bitrate

in the unit [kbps].

Below is an example of the application of the newly cre-

ated QoS model. The following assumptions are made:

H.265/HEVC codec, encoding rate equal to 5000 kbps.

The parameters determined according to Eqs. (6)–(9) are:

P = 1.71, Q = 3.07, a = −0.0197, b = −0.635. The QoS

values determined for packet losses of 0 to 5% are shown

in Table 1.

Table 1

QoS values as a function of packet losses

in the assumed example

Packet loss [%] 0 1 2 3 4 5

QoS values [MOS] 4.78 3.3 2.5 2.07 1.82 1.68

3. Comparison Study

The QoSCalc (IPTV) software tool from paper [20] was

used in the following analyses as well. Figure 6 shows the

block diagram of the numerical tool used in this paper.

This tool operates in the following manner:

• a reference video file is loaded,

• the video is encoded in accordance with the selected

codec by FFmpeg [23],

Fig. 6. Schematic representation of quality measurement based

on QoSCalc(IPTV).

• the coded data is encapsulated according to the se-

lected transport protocol (here native RTP [24]) by

FFmpeg,

• the block “Error” represents the generation of a se-

lected level of network impairments,

• the packed video is decoded to the same format as the

reference (raw video, same resolution and encoding

rate) by FFmpeg,

• finally, the decoded data and the video reference file

loaded at the start are passed on to the evaluation

algorithms (here VQuad-HD and VS model).

The “Error” block has been designed for non-

deterministically distributed packet loss (binominal distri-

bution with probability P) and non-deterministically dis-

tributed burst size (exponential distribution) with a se-

lectable mean value.

The following parameters were assumed for the numerical

comparison study:

• encoding: H.265/HEVC (medium); VP9 (FFmpeg

default),

• packaging: native RTP with NAL size equal to

1200 bytes,

• full HD video sequence with image refresh frequency

of 25 images/s [25],

• encoding rates: 3875, 6750 and 10,500 kbps,

• packet loss (binominal distributed): 0–12 (in incre-

ments of 1), 14, 16, 20%,

• burst size: 1, 2, 3 (practical values),

• SwissQual VQuad-HD and VS model as the

QoE/QoS measuring techniques,

• 31 measurements for each determined performance

value. This number of tests ensures a confidence

interval of less than 10% of the estimated average

(with a 5% error probability).

The results of the comparison study are presented in

Figs. 7 to 12. Figures 7 to 10 refer to the H.265/HEVC

codec. Here, two extremely different coding rates (3875

and 10,500 kbps) and burst sizes (1 and 3) were deliber-

ately chosen to demonstrate the effectiveness of the new

model in the entire range of its applicability.

Figures 7 to 10 show that QoS deteriorates exponentially as

packet losses increase. This is the case for both QoE/QoS
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Fig. 7. QoS values as functions of packet losses gained from

different measuring methods for the H.265/HEVC codec and the

native RTP, a burst size of “1” and an encoding rate of 3875 kbps.

measuring techniques used. Furthermore, the curves fall

less steeply as burst size increases. The reason for this

is that synchronization of I/P/B images fails more fre-

quently when small groups of packet losses occur regu-

larly, rather than when large groups of packet losses oc-

cur infrequently. Moreover, the more numerous the break-

downs in synchronization are, the more frequently the im-

Fig. 8. QoS values as functions of packet losses gained from

different measuring methods for the H.265/HEVC codec and the

native RTP, a burst size of “3” and an encoding rate of 3875 kbps.

Fig. 9. QoS values as functions of packet losses gained from dif-

ferent measuring methods for the H.265/HEVC codec and the na-

tive RTP, a burst size of “1” and an encoding rate of 10,500 kbps.

Fig. 10. QoS values as functions of packet losses gained from dif-

ferent measuring methods for the H.265/HEVC codec and the na-

tive RTP, a burst size of “3” and an encoding rate of 10,500 kbps.

ages will freeze. This will naturally be reflected in a drop

in QoE/QoS values.

Figures 7 to 10 also show that the curves of the VQuad-HD

and the VS model progress very closely to each other. Only

when burst size is “1” and large packet losses (16–20%)

occur, relatively large deviations in the QoS values may be

observed. However, they can be accepted from a practical

point of view. In practice, such large packet losses indicate

a network fault, which in turn leads to the connection being

broken. In other words: the numerical comparison study

has delivered strong arguments for using the VS model in

everyday practice.

Fig. 11. QoS values as functions of packet losses gained from

different measuring methods for the VP9 codec and the native

RTP, a burst size of “1” and an encoding rate of 6750 kbps.

Figures 11 and 12 show the results of the investiga-

tion from this comparative study using the VP9 codec

in two examples. In order to show the effectiveness of

the new QoS model in comparison with the investiga-

tions carried out previously within the scope of this

study (H.265/HEVC codec), the burst sizes of 1 and 2,

and the bit rate of 6750 kbps were deliberately chosen.

A considerable agreement between the numerical values

and the values from the VS model has been observed.

This once again confirms good practical functionality of

the VS model.

76



A New Parameterized Model for Determining Quality of Online Video Service Using Modern H.265/HEVC and VP9 Codecs

Fig. 12. QoS values as functions of packet losses gained from

different measuring methods for the VP9 codec and the native

RTP, a burst size of “2” and an encoding rate of 6750 kbps.

4. Summary and Outlook

In the course of the work described in this paper a new

parameterized QoS measuring model for two new video

codecs (H.265/HEVC and VP9) was developed to deter-

mine the quality of real-time video service over IP net-

work, and its functionality was put to the test in a com-

parison study. The new VS model is based on the VQuad-

HD curves. This is of special practical importance, since

the VQuad-HD algorithm (according to ITU-T J.341) is the

most objective QoE measuring method for video. The com-

parison study has proved, without a shadow of doubt, prac-

tical suitability of the new QoS model. The new, inexpen-

sive, quick and easy-to-use VS model (offline) is far more

than simply an adequate alternative to the laboriously slow

(online) VQuad-HD method with its expensive licenses.

It would be extremely useful to verify the results presented

in this paper in a subjective study (which is unfortunately,

extremely time-consuming and resource-intensive). This is

planned in the future.

Development in the field of video coding continues. First

announcements of the new H.266/VVC standard may al-

ready be found [26]. Image resolution is also being in-

creased on a continuous basis (2K and 4K). This should

also be considered in further studies and developments.

This would enable the currently available range of parame-

terized QoS models for live video streaming to be expanded

and used in practice. In the new developments of such QoS

models, one could very well apply the procedure presented

in this paper. Further work is planned in this direction, too.
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Abstract— The process of monitoring vehicles used in road

transports plays an important role in detecting fraud commit-

ted by drivers. Algorithm designers face a number of chal-

lenges, including large number of vehicles monitored, de-

mands related to online calculations, and ability to easily ex-

plain fraud alarms triggered to supervisors who make final

decisions about actions to be taken. In this paper, we propose

rather general, lightweight stream, online heuristics. The vehi-

cle’s position is periodically controlled by a GNSS device. The

algorithm detects potential illegal activities along the route be-

tween the origin and the destination. Anomalies in the vehicle’s

trajectory are detected, based on a multi-resolution analysis

of the economy of routes. The economy metric is easily under-

stood and verifiable by controllers. The solution is also capable

of identifying clearly suspicious trajectories that popular ge-

ofencing approaches would overlook. The scale on which the

solution may be adopted is obtained thanks to the stream –

like nature of the algorithm: essentially, the resources used

do not increase along with the size of the input stream (the

number of GNSS frames generated for the vehicle). An ex-

periment illustrating the algorithm’s viability is presented

as well.

Keywords—fraud detection, stream processing, transport moni-

toring.

1. Introduction and Related Work

The process of monitoring road transport operations [1]

is usually understood as using a global navigation satellite

system (GNSS) – in more cases GPS – to control the po-

sition of vehicles. A vehicle is equipped with an on-board

unit (OBU) which identifies its GPS position and sends

it, periodically, over the Internet, to a host computer sys-

tem. An operator checks the position of the vehicle in or-

der to control compliance with predefined routes and time

schedules, to ensure the safety of the truck and its crew,

and to identify any irregularities, such as extra pickups

or drops.

Let us focus on the last activity, i.e. detection of fraud. Usu-

ally, commercial vehicles travel between predefined origin

and destination locations, transporting goods between these

points. A similar situation is dealt with in the case of taxi

operations, where the passenger needs to be transported

from a particular starting point to a specific destination. In

all such situations, there is a risk that the driver may commit

fraud by transporting some additional goods or passengers,

on their own initiative, along with the legal load. This may

require the driver to visit additional locations along his/her

route, to illegally drop or pickup additional goods. Drivers

may also take care of their private business while working.

The methods used to detect such cases of frauds are based

on various concepts.

Such methods may be online- or offline-based. In an online

analysis, a suspicious behavior of the vehicle is detected by

the system quickly after or even before the forbidden be-

havior takes place. For example, the system detects that

a truck is driving in the wrong direction, or that it takes

a lengthy break between the loading/dropping locations.

An efficient online detection system may be used for trig-

gering an alarm informing monitoring center staff about

such events. They, in turn, may contact the driver or send

other employees to check on the suspicious vehicle. An of-

fline analysis consists in analyzing journeys after these have

been completed (one-by-one or as a set), in order to detect

potential fraud.

The detection methods may be used on different scales.

The number of vehicles monitored may grow rapidly in

large companies. Monitoring systems may also be operated

by governments, countrywide, and may cover considerable

number of vehicles. For example, road transports of se-

lected goods have been monitored in Poland since 2017,

pursuant to the “Act on the goods transport monitoring sys-

tem” dated 9 March 2017. The main goal of the solution is

to control the movement of goods subject to the imposition

of excise duty predominantly fuels. The key objective is to

prevent unauthorized or unofficial loading or unloading op-

erations that would result in avoiding the payment of taxes.

Pursuant to the aforementioned Act, any operations involv-

ing transportation of specific goods must be preceded by

a suitable notification submitted via a government-operated

online system, known as SENT [2]. The notification con-

tains: a CN (or the Polish PKU) classification code of

the goods concerned, their quantity, address of loading
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and unloading locations, details of contractors involved,

date on which the transport operation begins, vehicle de-

tails (mainly the license plate number) and owner’s details.

As of the end of 2018, vehicles transporting goods moni-

tored with the use of the SENT system must also be moni-

tored by GNSS. Therefore, a vehicle must be equipped with

a mobile phone with a suitable tracking app. Alternatively,

an on-board unit (OBU) already installed in the vehicle

may be used in connection with the host system to collect

information required by the government. A single frame of

tracking information contains primarily GNSS coordinates

of the truck, GNNS time corresponding to the specific po-

sition, and identification data (of the OBU). There are two

sources of information: SENT declarations and tracking

information. Several authorities are allowed to control the

vehicles in order to verify, whether the actual status of the

vehicle matches the declarations submitted.

From the point of view of efficiency of the monitoring

process, it is important how the vehicle’s position is ana-

lyzed within the company. It seems that manual (visual)

supervision seems to be the most common approach. The

position of a vehicle is displayed on a map, along with

its speed and trajectory. This information is analyzed by

the operator. Interestingly, according to practitioners, may

systems of this type are based on manual analysis. OBUs

obtain GPS information periodically (in predefined inter-

vals, upon a predefine distance has been covered, or of the

speed has changed by a specific value). It needs to be borne

in mind, however, that it is not always possible to send GPS

data (to the host) online. The Internet connection may be

temporarily unavailable due to switching between differ-

ent base stations, the vehicle may be present in coverage

holes, or the OBU may be switched off. Therefore, OBUs

usually buffer GPS frames and retransmit them after the

Internet connection has been regained. Interestingly, it is

often the case that the current position is transmitted first,

followed by the delayed frames. The current position of the

vehicle is more important for the operator than its histori-

cal location. Therefore, OBUs do not preserve the order of

GPS frames while sending. This indicates (though, clearly,

does not determine with certainty) that the analysis per-

formed is either manual or, even if automatic, is based on

some simple logic that does not require the true order of

GNSS frames. A clear drawback of the manual approach

consists in its dependence on the mental and physical con-

dition of humans performing the analysis, who are capa-

ble of supervising a small number of vehicles only. In

order cope with this, new systems are usually equipped

with automated solutions that are based on some simple

logic. The logic uses additional information from vehicle

sensors (see [3]). Load sensing capabilities are particu-

larly useful, since they allow to easily detect anomalies in

the weight of the commodity, caused by illegal drops or

pickups made during the trip. Fraud evidence provided by

such sensors is of the solid variety, since it is difficult to

explain unplanned changes in load weight. On the other

hand, equipping vehicles with specialized sensors is not al-

ways possible due to cost, compatibility and scale-related

considerations.

Geofencing [4]–[6] is a good example of the automatic

analysis-based approach. The area in which the vehicle

may be present is defined, and each violation of the bor-

derline triggers on alarm that calls for specific action to be

taken. The permitted region is often defined as a corri-

dor along a predefined route. The logic of geofencing is

simple and an alarm may be generated based on analyz-

ing a single frame, independently of the previous frames.

The geofencing algorithm does not require a lot of mem-

ory. As explained in subsequent sections, one the main

difficulties associated with geofencing consists in the need

to deal with a potentially large number of routes between

two points within the road network. This problem is faced

unless we force the vehicle to use a particular route (which

is not always viable, e.g. when transport monitoring sys-

tems are operated by governments). Some route variants

can be complicated and winding, which makes them clearly

uneconomical and fraud-suspicious, but still permitted by

geofencing. Moreover, drivers may be required to make

small detours to rest areas, service stations or by accident,

when they get lost along the way or make a mistake at an

intersection. Geofencing might be too sensitive for such

scenarios.

Not surprisingly, various machine learning techniques have

been deployed to detect anomalies and fraud in trans-

port. Various methods are used here, including statisti-

cal approach [7], statistical methods combined with the

Dempster-Shafer evidence theory [8], separation through

support vector machines [9], just to name a few works.

Such approaches usually compare the current route to what

they have learned about former routes during the learning

phase. The approaches are perfectly capable of modeling

proper routes inherited from the mathematical method re-

lied upon a while learning. However, they also suffer from

several drawbacks. The first one is shared with geofenc-

ing: there are the plenty of possible routes between any

two points, which are equally reasonable and are character-

ized by similar lengths and, therefore, costs. Nonetheless, if

we compare such routes using a simple similarity measure,

e.g. based on distances between trajectory points, routes

that are almost equal become dissimilar. This phenomenon

complicates the learning process and hinders the process of

identifying a good model. The second problem consists in

the verdict given by the algorithm (e.g. detection of a suspi-

cious route) being difficult to explain to a supervisor. This

is a known drawback of many learning methods, but it plays

an important role in our application. Usually, the algorithm

triggers a suspicious route alarm that is later taken over by

an operator whose role is to either initiate verification, com-

merce a pursuit or cancel the alarm. In order to make the

decision, it is desirable that the operator knows why the sys-

tem has triggered the alarm. Another drawback of learning

methods consists in the fact that the learning phase has to

take place, which means that the system cannot start oper-

ating without having collected a reliable history of routes,
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possibly manually marked by an operator as valid or fraud

prone. Such approaches may also be of the heavy-weight

nature, both in terms of their conceptual complexity and

computing resources required, especially during the learn-

ing phase. Selected authors are aware of these drawbacks

and apply various measures to prevent them. For example,

in [7], a one-class learning approach is used which simpli-

fies the learning phase by making it human-independent.

Addition of the two-class learning approach, when a hu-

man introduces negative (suspicious) examples, is possible

as well. This optimizes the learning effect and also allows

the learned model to follow human way of reasoning. The

authors of [8] observe the phenomenon of multiplicity of

equivalent routes. Thus they assess the current route not

only by a usual point-distance similarity measure in ref-

erence to typical routes, but also by examining the total

length of the connection. The expected distribution of the

length for a given starting and ending point is calculated

based on the historical files. Sadly, the authors only con-

sider the total length of the vehicle’s trajectory. They do not

deal with the sections of fragments of the trajectory, poten-

tially omitting some local deviations from the proper route.

An interesting approach to online work and to the large

scale of computing is proposed in [10]. As usual, a dis-

similarity measure is used to compare the current trajec-

tory with the historical ones. The potentially resource-

heavy method is accelerated with special indexing of tra-

jectories performed via the so-called local clustering and

vantage trees.

In this paper, a fraud detection method based on on-line

knowledge concerning development of the vehicle’s trajec-

tory is proposed. When the system detects an anomaly in

the trajectory fragment observed so far, it triggers an alarm

that draws the attention of the supervisor and requires them

to take suitable action or to disregard the alarm. The pro-

posed approach is based on a multi-resolution analysis of

the route’s economy, measured based on trajectory zigzag-

ging (deflection from a straight line). This measure offers

a multi-resolution functionality: both the shape of the en-

tire route and the lengths of its fragments of various sizes

are examined. The intention is to eliminate, from the algo-

rithm, the many drawbacks referred to above. The approach

accepts various route variants between the origin and des-

tination locations and treats equally, as long as they exhibit

similar economy metrics. It is conceptually easy and un-

derstandable for the operator assessing the alarm, who may

easily assess the zigzagging of the route themselves. It is

ready to run out of the box, without a lengthy and com-

plicated learning phase, but some parameter tuning may

still be necessary. The algorithm is also lightweight, fa-

cilitating its application in large-scale systems. It utilizes

a para-stream character, and thus is suitable for on-line

monitoring applications. Stream processing is strictly a syn-

onym for “ideal data processing algorithm” [11]. Such an

algorithm is characterized by constant memory usage per

the size of input data. Thus, if the input data has the form

of a stream of data, i.e. a set of GNSS frames for a given

vehicle, memory usage does not reach a certain limit as the

stream proceeds.

2. The Algorithm

The algorithm described in this section is used for detecting

anomalies in the economy of the observed moving trajec-

tory. Normally, a vehicle should approach its destination

using a straight and short route. Whenever this require-

ment is not met, the route is treated as suspicious. There is

a possibility (risk) that deviation from the straight line was

caused by illegal activity.

The concept of the algorithm may be easily explained by

comparing it with geofencing. In geofencing, we define

corridors along the projected route; whenever the corridor

is left, an alarm is triggered. The most obvious drawback

of this approach is the fact that multiple potential routes

exist between the origin and the destination, as explained

in the example of the grid layout of roads, as depicted in

Fig. 1. Routes A, B, C look equally reasonable and the

number of similarly reasonable routes grows exponentially

along with the increase of the grid size. Therefore, it is

not obvious how a specific corridor should be defined. If

we define a “grid of corridors”, i.e. those existing along

all road segments present in the grid, we also accept such

routes as D, which is lengthy and winding, and thus clearly

suspicious in terms of potentially illegal loading and un-

loading operations.

Fig. 1. Some potential routes between two points in a grid of

roads. (See digital edition to find the color version).

Another drawback of corridors is that they do not allow

any small deviations to rest areas, parking lots, tire shops,

etc., especially if reaching these requires some maneuvers

on one way roads and clover leaf interchanges.

Thus, in the proposed system, geofencing is replaced by

an analysis of trajectory zigzagging. For given a trajec-

tory T with points x1, x2, . . ., xn on a plane, we define

its zigzagging Z(T ) as:

Z(T ) =

n−1
∑

i=1
dist(xi,xi+1)

dist(xn,x1)
, (1)

where dist(x,y) denotes the Euclidean distance between

x and y. Alternatively, the length of the shortest path be-

tween x and y along the existing roads could be used for

dist if map information is available, as would be discussed

later. Zigzagging is simply the ratio between the length of

the trajectory and the distance between its end points. The
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main idea is to set a limit value (Zmax) for the permitted

zigzagging of vehicle trajectories. If trajectory zigzagging

exceeds Zmax, the trajectory becomes suspicious and illegal

activity is taken into consideration. The rationale behind

such a setting is that zigzagging routes suffer from bad

economy – if the driver does need to go to illegal locations,

they would not need to take such routes. Note, for exam-

ple, that routes A, B, C (if represented as sufficiently dense

discrete trajectories, i.e. trajectories with sufficiently large

numbers of points) are characterized by a zigzagging mea-

sure of approx. the square root of 2. Route D has a larger

zigzagging measure. This example shows that should Zmax

be set at say 2 or a little more, in order to allow routing in

a more complicated road grids.

Assessment of simple zigzagging measure values of the

entire trajectory between the origin and destination points

does not eliminate the potential of falsely evaluating the

correctness of a given route based on zigzagging. It needs

to be noted that if we take any fragment of the trajectory

into consideration, it also should be economical in itself, i.e.

should be characterized by a limited zigzagging measure.

To cope with this, a multiresolution analysis of the route

traveled so far, at a given point of the journey, should be

performed. The zigzagging measure of the entire trajectory

recorded so far, of a fragment of the trajectory ending at

the current location, or even of a smaller fragment of the

trajectory ending at the current location may be analyzed.

Let us assume that the vehicle’s route is given by the stream

of points x0, x1, x2, . . ., with x0 being its origin. The

proposed stream algorithm, invoked upon receiving frame

xi, is outlined as Algorithm 1 (variable therewasanalarm
is initialized to false).

Algorithm 1 . Response to a new trajectory point xi

1: If therewasanalarm Then

2: Return

3: End if

4: Calculate the approximations of the subtrajectory end-

ing at xi:

T1 = (x1
1,x

1
2, . . . ,x

1
n1

) ,

T2 = (x2
1,x

2
2, . . . ,x

2
n2

) ,

. . .

Tr = (xr
1,x

r
2, . . . ,x

rnr),

where r is the resolution level, n1, n2, . . . nr are not

greater than the algorithm parameter N and x1
n1

= x2
n2

=
xr

nr
= xi.

5: Compute Z(T1), Z(T2), . . ., Z(Tr) (zigzagging for

empty or one-point degenerate trajectories is assumed

to be 0).

6: If any of them exceeds Zmax Then

7: Trigger alarm

8: therewasanalarm = true

9: End if

The proposed algorithm is also depicted in Figs. 2–3.

An alarm is generated only once for a given route in order

to avoid the operator’s distraction by a storm of alarms for

consecutive trajectory points. This feature uses the Boolean

therewasanalarm variable.

Note that since variables n1, n2, . . ., nr approximating sub-

trajectories at particular resolution levels are limited by N,

the number of resolution levels r is finite. Therefore, the

algorithm conforms to the stream regime. The price that

needs to be paid for this is that sub-trajectories may be

approximated at N points at the most. In practice, it is

difficult to implementing step 1 without storing all points

x0, x2, . . ., xi in the memory.

Fig. 2. Algorithm 1 used for processing a new trajectory point.

2.1. Selecting Route Approximations at Specified

Resolution Levels

At each resolution level, the zigzagging of approximations

T1,T2, . . . ,Tr of the sub-trajectory is examined. These ap-

proximations are some trajectories made up of selected

points of the sub-trajectory that has been observed so far.

The selection of points and the construction of Ti is based

on keeping memory usage limited.

Determination of Ti is based on characterization of the res-

olution, performed by the reference length step for a given

i. This reference length is called stridei. This is given by:

stridei = minstride2i for i = 1, . . . ,r .

The algorithm’s minstride parameter defines the length of

the reference segment of the trajectory at the finest resolu-

tion level. Parameter r itself is evaluated as:
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r =

⌈

log2
maxroutelength

rrbu f len ·minstride

⌉

,

where rrbu f len = N−1 is the assumed maximum number

of segments in Ti, maxroutelength is the maximum possible

length (sum of segment lengths) of the entire trajectory.

The default parameter settings are: rrbu f len = 4, max-

routelength = 20,000 km, minstride = 2 km.

Fig. 3. Approximating the trajectory created so far with trajec-

tories at 3 different resolution levels (r = 3). Probably, only the

medium resolution trajectory t2 (yellow) has a zigzagging measure

that exceeds the alarm threshold.

Trajectories Tj for j = 1, . . . ,r are updated upon receiving

a current point xi of the trajectory according to Al-

gorithm 2. Here, T ′j is a cyclic buffer storing a se-

quence of rrbuflen latest elements appended to this

buffer. Ti′j is initialized to empty sequence. Variable y j is

initialized to x0.

Algorithm 2 . Update of trajectory approximation Tj with

a new trajectory point xi

1: stridei := pow(2i,minstride)
2: r := dlog2 maxroutelength/(rrbu f len ·minstride)e
3: If dist(xi,yi)≥ stridei Then

4: Append xi to Tj (with deleting all but rrbuflen last

element of the sequence stored in T ′j .
5: Set yi = xi.

6: End if

7: Return current Tj as sequence stored in T ′j (if it ends

with xi) or with appended point xi (otherwise).

In other words, sequence Tj is designed by choosing points

of sequence xi. The first is x0, any new point xi from the

vehicle’s trajectory is appended if and as soon as it is dis-

tanced from the previous appended point by at least stridei.

Such a sequence is appended the current point, if it does

not end with it. At most last rrbu f len appended points

are finally taken to form sequence Tj. Such an approach

ensures limited memory usage during the construction pro-

cess, which is O(rrbu f len). Moreover, sequence Tj has

segments of length of approximately strideii, except for

the last segment which was added to keep sequence Tj as

fresh as possible.

The settings for r and stridei (for i = 1, . . . ,r) are

selected so that:

• the logarithms of numbers stridei form an arith-

metic sequence,

• the coarsest resolution level, Tr is capable of cov-

ering the entire trajectory of the maximum length

maxroutelength, i.e. to contain its first and last point.

The Ti for other (i.e. those used to assess local zigzag-

ging of finer resolution levels), might obviously be

shorter.

2.2. Extensions

The algorithm is equipped with several extensions.

Different zigzagging limits may be used for Z(T1),
Z(T2), . . . ,Z(Tr), instead of a single Zmax, in order to al-

low greater zigzagging at fine resolution levels. For given

Ti, the limit is:

• Zmax,short if stridei < zigstridethreshold,

• Zmax,long otherwise.

The reason for this extension is an observation that nat-

ural zigzagging of vehicles differs depends on the scale.

In the case of routes that are less than 10 kilometers

long, roads are often projected as being perpendicular

to each other. Furthermore, drivers must perform ma-

neuvers that increase the zigzagging measure, like by-

passing one-way roads, making loops at multi-level in-

tersections, obeying “no-turn” signs, etc. Hence, the de-

fault parameter settings are Zmax,short = 2.0, Zmax,long = 1.7,

zigdistthershold =10 km.

The second extension allows to include the destination point

in the trajectory that has been covered so far. If we know

the trip’s destination (which is usually the case), we may

not only examine various zigzagging measures based on the

sub-trajectory covered so far, but we may also proactively

check whether various zigzags will need to become exces-

sive in the future, assuming that the vehicle will eventu-

ally reach its destination. This extension works as follows.

Upon receiving of consecutive point xi, Algorithms 1 and 2

are invoked, but:

• the zigzagging excess check is performed as in Al-

gorithm 1 (possibly with the extension of various

zigzagging limits),

• the zigzagging check is performed again, not for ap-

proximate trajectories T1, . . . ,Tr, but for these trajec-

tories, each with the destination point appended.

If any of these checks triggers an alarm, the entire algorithm

generates an alert. This extension allows to trigger alarms

in some situations. A typical situation is when a vehicle

starts its trip in the direction that is opposite to its destina-

tion, in order to perform some illegal activity. Then, in the

basic algorithm, any zigzagging activity observed increases

extensively only after the illegal location has been reached

and upon the vehicle starts moving towards the legal des-

tination. However, an operator observing the route might

be aware of the bad intentions of the driver even before the

illegal location is reached. The vehicle driving in the op-

posite direction it allowed to continue doing so. By adding

an artificial segment to the route covered so far, which pre-

dict the route ahead, allows the proposed algorithm to alert
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the operator before the illegal location is reached. This ad-

vantage is illustrated by one of the experiments presented

further on.

3. Discussion

Parameter minstride of the finest resolution naturally de-

termines the rank of distance corresponding to “nonsensi-

tivity level” of the algorithm to small deviations from the

route. Along short sections of the trajectory, comparable

with minstride, zigzagging may reach high values with-

out triggering an alarm. This allows the driver to safely

deviate to roadside facilities, such as hotels, restaurants or

service stations. This mechanism allows for some other ma-

neuvers as well: passing multi-level intersections, bypass-

ing local one-way roads, performing maneuvers required by

road signs. These trip disturbances may cause considerable

local trajectory zigzagging, even imply trajectory looping,

but as long as they are limited to a specific area of the

minstride rank, they will be accepted by the algorithm.

Memory usage. Memory usage of the presented algorithm

is O(rrbu f len · r), where

r =
⌈

log2

( maxroutelength
rrbu f len ·minstrade

)⌉

. (2)

The proposed algorithm assumes a limited length of the

route and rrbu f len and minstride are arbitrarily chosen

constants. While limiting the route length by constant

maxroutelength, constant memory usage is ensured. This

assumption is not very restrictive in practice and memory

usage increases only logarithmically with a potential in-

crease in maxroutelength.

Metrics used. In the algorithm, the length of shortest line

on the Earth surface between two points x, y is computed by

function dist(x,y). However, there is a possibility of using

map information instead, and of calculating the values of

dist(x,y) as the shortest road-based route between x and y.

Some additional care must be taken to account for poten-

tial noncommutativity of such a distance. This increases

the precision of the algorithm and boosts its independence

from specific road network configurations. Certainly, the

zigzagging limits would be decreased in such a scenario.

However, such a solution is complex to implement in large-

scale systems, i.e. for monitoring purposes. It requires ad-

ditional memory to cache the map data locally in order to

avoid extensive data traffic exchanges with the map server.

Moreover, cache memory should also offer a mechanism

for quickly calculating the distance between specific loca-

tions. Finding the shortest route online would clearly con-

sume too much resources. The mechanism should perhaps

contain some mesh of points with predefined distances and,

based on this data, should approximate the distance between

two given locations. This an interesting research problem

in itself.

Traveling salesman case. It is often the case that a vehicle

starting its trip has several destinations to visit. The algo-

rithm may still be applied to such a scenario, even when

the order of the visits is not known to the algorithm. The

trajectory covered so far needs to be simply reset to empty

and started anew upon any destination. This will allow

only the zigzagging along the route section between two

consecutive destination points to be examined. This frag-

ment should be economical, i.e. no excessive zigzagging

should be present. The extension expanding trajectories by

destination locations is slightly more difficult to adopt in

this case, since there are many destinations and we do not

know which is to be reached first. Therefore, at the receiv-

ing point xi, we should try all destinations and select the

scenario that is most favorable for the driver. If no attempts

trigger the alarm, the algorithm should keep quiet.

4. Numerical Demonstration

Several experiments with the proposed algorithm have been

conducted. Their aim was to simply validate the presented

approach, and to showcase the specific features and the

behavior of the algorithm in typical scenarios. The exten-

sion providing various zigzagging limits was on, while the

extension making use of the destination location was off

by default, and was only switched on in one experiment.

Default parameter settings were used.

A Java environment was used in the experiments. The code

was written to retain the algorithm’s efficiency, i.e. cyclic

buffers were used to collect the selected past points of the

trajectory.

The routes were generated in using the Google MyMaps

service as optimal routes form the town of Skierniewice

to Warsaw (Poland). To obtain uneconomical variants of

the route, specific mid-points were added to Google’s route

finder. These points served as illegal locations, while the al-

gorithm was still simply aware of Warsaw as the vehicle’s

destination. The algorithm observed the trajectory online

and triggered alarms, detecting suspected fraud. It needs

to be remained that the algorithm is designed to alert once

for each route to avoid a storm of alarms for consecutive

trajectory points. The point of the trajectory at which the

alarm occurred was registered and included in the subse-

quent presentation of the results.

The following experiments have been performed:

• the route from Skierniewice to Warsaw without any

mid-points. It was expected that this route would not

be assessed as suspicious;

• the route from Skierniewice to Warsaw with an

additional mid-point in a forest in the village of

Krakowiany, near the main road. This route includes

an apparent deviation using a road leading to the for-

est and should trigger an alarm. The forest, however,

is located near the main road (relatively to the length

of the entire route). Thus, zigzagging measure along
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Fig. 4. Route from Skierniewice to Warsaw without a deviation – no alarm triggered.

Fig. 5. Route from Skierniewice to Warsaw with a deviation to a forest in Krakowiany. An alarm has been triggered on the local road

leading to Krakowiany, after visiting the village (during the return from the forest).
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Fig. 6. Route from Skierniewice to Warsaw with a deviation to Łódź. The alarm has been triggered after visiting Łódź, on the return

leg of the journey.

Fig. 7. Route from Skierniewice to Warsaw with a deviation to Łódź. The algorithm uses route augmentation, making use of the

knowledge of the destination. The alarm was triggered before reaching Łódź.
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the entire route could not be excessive. The example

checks whether the algorithm reacts to an increase in

zigzagging observed locally;

• the route from Skierniewice to Warsaw, with a mid-

point of Łódź. When going to Łódź, a driver leav-

ing Skierniewice needs to go in the opposite direc-

tion than when heading to Warsaw. Therefore, such

a route should trigger an alarm;

• the route from Skierniewice to Warsaw, with a mid-

point of Łódź and, unlike in the case of other exper-

iments, the knowledge of the destination has been

used in this test. This means that the algorithm

augmented the trajectory covered so far with a seg-

ment between the current location and the destina-

tion. This augmentation should result in the alarm

being triggered even earlier than in a scenario without

augmentation.

The routes are presented in Figs. 4–7. The results of the ex-

periments are presented in the form of icons in pink circles

positioned at the locations where an alarm was detected.

Since the roads on which the alerts were triggered are of

the two-way variety, it is difficult to see, in the pictures,

which direction the vehicle was driving in while causing

the alarm. This is stated in the captions.

The alarms were triggered in concordance with our ex-

pectations. They appeared precisely along the routes with

mid-points that emulated illegal load or drop locations. The

route with the deviation to a forest shows the algorithm’s

ability to consider local route zigzagging. As far as the de-

viation to Łódź is concerned, the advantage of augmenting

the route with a segment between the current location and

the destination was shown. Without the augmentation, the

alarm is triggered after visiting the town. With the augmen-

tation, the alarm is generated earlier, on the way towards

Łódź. This is beneficial, since the algorithm with aug-

mentation is capable of making the same observations as

a human being. The vehicle is supposed to head for War-

saw, but drives in the opposite direction instead. Also, the

alarm is raised, in such a scenario, before the illegal ac-

tivity takes place, which allows the proactive actions to be

taken by the operator.

5. Conclusions

The proposed stream algorithm is capable of detecting truck

fraud. In contrast to its numerous counterparts, the pro-

posed solution uses an adequate and human-understood

route economy measure. It is lightweight and does not re-

quire a learning phase. In experimental trials it turned out

to behave reasonably and predictably.
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Abstract—The high penetration rate that mobile devices enjoy

in to day’s society has facilitated the creation of new digital

services, with those offered by operators and content providers

standing out. However, even this has failed to encourage con-

sumers to express positive opinions on telecommunication ser-

vices, especially when compared with other sectors. One of the

main reasons of the mistrust shown is the low level of quality

of customer service provided an area that generates high costs

for the operators themselves, due to the high number of peo-

ple employed at call centers in order to handle the volume of

calls received. To face these challenges, operators launched

self-care applications in order to provide customers with

a tool that would allow them to autonomously manage the ser-

vices they have subscribed. In this paper, we present an archi-

tecture that provides customized information to customers –

a solution that is separate from mobile operating systems and

communication technologies.

Keywords—adaptive interfaces, big data analytics, data mining,

user profiling.

1. Introduction

Popularity that mobile devices, such as smartphones, en-

joy in our society has led to the creation of new types

of services available anywhere and anytime [1]. To get an

idea of how important these devices have become, we may

highlight the huge number of 2.4 billion smartphone users

existing worldwide in 2017 [2] an increase of approxi-

mately five hundred million users compared to 2015 [3].

This is largely due to the variety of smartphones avail-

able on the market [4], and to the multiple services of-

fered by content providers [5], [6]. However, despite the

diversity of services that operators offer to their customers,

their satisfaction with the telecommunications sector is of-

ten below average [7], and a notable number of complaints

is reported each year by telecommunication sector regula-

tors [8]. Clients refer to customer service as one of their

most significant sources of dissatisfaction [9]. Customer

service, is also one of the most significant cost items for op-

erators themselves, due to the number of personnel needed

to cope with the large volumes of calls received.

In order to boost customer satisfaction, and also in order

to lower the cost associated therewith, telecom operators

have introduced self-care applications [10], [11]. In gen-

eral, self-care applications allow customers to use opera-

tors’ digital channels to obtain information about their sub-

scribed services, as well as to check account balance, the

amount of mobile data used or, promotions offered by op-

erators, to name just a few. As a result, access to customer

service becomes more convenient for customers themselves,

and operators may take advantage of a new channel to pro-

mote their services or products. This means that the po-

tential for tightening ties between operators and customers

increases [10].

However, despite all apparent advantages, mobile self-care

applications suffer from certain issues that prevent their

successful and large-scale use by consumers.

Unoptimized user experience. Many self-care applica-

tions made available by service providers suffer from in-

consistencies in their navigation flow. For example, some

users of Vodafone’s self-care application MyVodafone [12]

complain about numerous crashes that occur when the app

is opening, and report inconsistencies encountered when

taking advantage of existing features (e.g. problems with

saving pdf invoices, no balance or amount of mobile data

used shown). Surveys of self-care applications performed

in other countries may be mentioned here as well, with

the study described in [13], being one of the examples,

where positive and negative aspects of Indian operators’

self-care applications are pointed out. The features that af-

fect user experience of these applications include lack of

online customer support chats, failure to display informa-

tion related to recent uploads, continued redirection to ex-

ternal web pages, or inability to add new numbers to the

account.

Presentation of poorly customized content. This factor

is intrinsically linked to low user experience levels. How-

ever, this problem is more far-reaching, since an appealing

and well-constructed GUI does necessarily have to present

content that is of interest to the user. According to some

publications, self-care applications may actually help their

users navigate through FAQ lists or surveys, but they pro-

vide access to limited, poorly personalized and artificial in-

formation [14]. In order to show that they really care about

their customers, operators should provide customer support
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chat tools within their self-care applications, as this is one

of the communications channels preferred by users [15].

Other issues may be highlighted here as well, such as those

related to the presentation of a few or no offers tailored

to the user’s profile, presentation of inappropriate value-

added services, and scarce information about the services

that have been subscribed to [13], [16].

Slow content delivery. Systems used to host all data and

traffic are quite complex and often incompatible with to-

day’s needs and standards related to access to information.

As the co-founder and vice president of Matrixx Software,

a provider of digital services for the telecommunications

industry, stated in [17], the problem with self-care systems,

particularly in the case of large operators, is that they are

moving away from real-time charging and billing systems.

Thus, a great orchestration of efforts is required to update

and retrieve data from, for example, 10 separate systems op-

erating in the background. Thus, it is understandable why

many users of self-care applications complain about data

loading speeds experienced when using the online solu-

tions [13], [18].

Misuse of customer data. Operators are able to access

huge amounts of information about their subscribes. How-

ever, much of this information is misused, as it is relied

upon to create differentiated services, including the provi-

sion of user-oriented products or services within the self-

care applications themselves [19], [20]. In addition, cus-

tomers’ demographic and behavioral data may help create

more personalized support mechanisms which, in turn, may

increase the degree of satisfaction with operators’ customer

support services.

To address the issues related to self-care applications that

have been mentioned above, the Adaptive Self-care project

proposes to research and develop an innovative mobile

self-care ecosystem enabling to provide information that

is adapted to each customer’s profile, via adaptive self-care

interfaces. In addition, the ecosystem incorporates a data

analysis and management tool to be used by telecom op-

erators, allowing their managers to advertise services and

promotional campaigns based on the customer’s profile. In-

dividual and anonymous profiles of each customer will be

generated by robust big data analytics engines.

In addition to presenting the innovative mobile self-care

ecosystem referred to above, this paper also describes the

related work related to mobile operators’ self-care appli-

cations (Section 2), the research methodology used to bet-

ter define system requirements that need to be complied

with (Section 3), and the resulting system architecture (Sec-

tion 4). The paper is concluded with a discussion about the

results obtained and with presentation of potential future

work (Section 5).

2. Related Work

With the Adaptive Self-care solution presented in this pa-

per, we aim to offer telecommunications operators, as well

as their respective customers, an integrated, cloud-based

solution that complies with the latest security certifications

and standards, and contains mechanisms for big data ana-

lytics, machine learning, deep learning, AI, as well as data

monetization and governance. The said solution aims to

provide operators (via a web application) and customers

(via a mobile app) with a number of advantages, such as

cost reduction for operators and increased efficiency and

customer satisfaction levels for users. However, it needs to

be borne in mind that similar mobile self-care solutions,

as well as data analysis and management tools are already

available on the market. Therefore, this chapter provides

a summary of some of those solutions.

The solution offered by Vodafone [12], one of the largest

telecommunications operators in Portugal, consists of a web

tool and a mobile application adaptable to different screen

resolutions of mobile devices, such as smartphones and

tablets. It is available for Android and iOS, uses GPS,

GSM/4G connectivity and Wi-Fi to enable customers to

manage their accounts and services. The app is available

in three languages and allows customers to control data con-

sumption, calls and SMS, fill up their accounts and make

payment, view invoices, access technical support, receive

promotional offers, manage loyalty programs and services,

control data and roaming settings and discover all avail-

able service. However, personalized content is provided on

a very limited scale only.

MyBusiness [21], [22] is an app intended for business cus-

tomers of Orange, enabling them to manage their compa-

nies’ telecommunications accounts and data consumption.

The app offers the following features: management of all

Internet connections, landlines, mobile accounts and data

consumption – from one place at any time, management

of the company’s overall balance, management of account

refills and payments, as well as management of multiple ac-

counts and services assigned to specific employees/devices.

Despite the features offered, this mobile app is only avail-

able for business users and lacks content personalization.

Mitt Telenor [23], Norwegian version of the My Telenor

application developed by Telenor Norge, is a mobile cus-

tomer service application designed by Telenor. The app al-

lows to perform the following activities: buying additional

data volumes, managing payments (including the ability to

postpone them), managing service subscriptions, locating

the nearest Telenor store, making pay-as-you-go payment

via Vipps, and accessing customer support services, in-

cluding SIM card ordering and management, as well as

accessing PIN and PUK codes. However, consumers are

not provided with access to targeted campaigns advertising

products of their interest, which indicates that consumers

information is not used to full extent.

The solution adopted by Portuguese telecommunications

operator NOS [24], [25] allows customers to manage televi-

sion, Internet, mobile phone and landline services, namely:

balance and data consumption, tariff changes, shipments,

access to invoice details from the past six months, access

to PIN and PUK codes, as well as access to specific ap-

plications of each service. However, nothing is said about
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personalization of content that is provided to customers, e.g.

about providing access to targeted marketing campaigns. In

addition to mobile self-care applications for telecom cus-

tomers, we have also identified data management tools and

big data analytics platforms available on the market for

telecom operators.

Nokia Telecom Analytics [26] is a Nokia solution for big

data analytics targeted for telecom operators. It incorpo-

rates cognitive data analysis (Nokia’s cognitive analytics)

methods based on cloud machine deep-learning algorithms

that enable real-time monitoring of the data infrastructure,

network and connected devices for process optimization and

automation, as well as anomaly prevention, and allows to

provide optimized customer care services. Despite provid-

ing a quality monitoring service, this platform does not

make use of consumer data to improve the level of market-

ing services offered by telecom operators.

Mahindra Comviva’s mBAS [27] is a Mahindra Comvi-

vaso solution, widely used on the Indian market. It enables

real-time data monetization and offers a distinctive feature

that allows to pay for the services provided by the operator

or by third parties using the customer’s current balance –

the solution is known as direct carrier billing and enables

operators to increase revenue by collaborating with third-

party digital content providers, such as YouTube and Spo-

tify. It also allows the configuration of generic services and

products through a unified platform. No additional informa-

tion is available on how it uses data provided by consumers

to create better offers (services, products, tariffs, etc.).

Calero [28] is an integrated communications lifecycle man-

agement (CLM) platform covering landline and mobile

lines, as well as mobile data transmission (TDM, MPLS,

VoIP and wireless). It aims to provide the operator with

a business intelligence solution relying on data analysis to

optimize profitability of their business. It automates the

process of issuing paper or electronic invoices, facilitates

payment processing, including charge allocation, allows

to approve payments, traces usage-based internal recover-

ies, offers detailed multi-currency settlements, audit func-

tions, dispute resolution features (detection of billing errors,

downtime, potentially fraudulent activity, misuse/abuse),

and provides customer support features, controls the distri-

bution and sharing of services, software licenses and digital

assets.

Comarch Telecommunications CEM is Comarch’s solu-

tion [29] for managing and analyzing the quality of ser-

vices provided by telecom operators, with a particular fo-

cus on increasing customer satisfaction. One of the key re-

quirements for optimizing the experience and the resulting

customer satisfaction level of telecom operators is unin-

terrupted availability of services. Therefore, this solution

incorporates an automated fault management tool. This net-

work failure management tool has been adopted by such

operators as Vodafone, T-Mobile Poland, Telefonica O2

Germany and MTS Russia, and may be expanded using

topological correlation and machine learning techniques to

ensure more efficient management of and to prevent net-

work failure alarms. The CEM solution integrates the fault

management tool with OSS/BSS big data analytics capabil-

ities to provide the operator with real-time monitoring not

only of network performance but also of the customers’

perception of the network, allowing the operator to take

preventive measures in order to guarantee the provision of

services and to prevent network failures.

Development of services that are more adequate to con-

sumer preferences in the telecom area is also a research

topic for the scientific community. For example, in [30]

a study is presented of a new customer segmentation mech-

anism for the mobile telecommunication sector, based on

service usage behaviors. This work relies on data mining

technologies deployed for customer clustering and segmen-

tation based on their detail call records and data consump-

tion behaviors. The obtained results are a source of new

knowledge about the impact that consumer behavior ex-

erts on their loyalty and satisfaction levels. Other works,

such as [31] and [32], also discuss the implementation of

advanced techniques for customer segmentation in order

to better understand their needs. Nonetheless, neither the

scientific community nor the commercial telecom sector

have identified a solution that would be capable of both

satisfying consumers and telecom operators, since there no

standard technique to acquire data concerning consumers in

order to optimize the services provided to them has been

defined, and no tool or framework capable of monitoring

all aspects related to consumers and the network exists as

well, which would also allow all services provided by tele-

com operators to be optimized. Therefore, an intelligent

big data management and analytics tool intended for oper-

ators, once developed, may prove to be a highly innovative

solution for the telecom sector.

3. Research Methodology

For the purpose of this project we are using the action-based

research methodology that is iterative and user-centered.

A session in which customers of telecom operators partic-

ipated as the target audience for mobile applications that

integrate the adaptive self-care ecosystem has been hold.

The session took place in three stages: presentation, syn-

ergistic debate among the participants and completion of

a questionnaire required to conduct a statistical survey con-

cerned with functional requirements and eventual speci-

ficities of the mobile application that need to be taken

into consideration in the Adaptive Self-care ecosystem. The

presentation aimed to introduce the concept of self-care

relied upon in the telecommunication operators’ systems,

which is the main focus of the project. It also served as

a point of departure for a synergistic debate, facilitating the

alignment of customer interests with the general objectives

of the project. Finally, completion of the questionnaire al-

lowed to document, in more detail, the aspects discussed, in

order to obtain statistic results allowing to more precisely

define the app’s priority features.
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Given the statistical results and suggestions obtained via

the survey, it was concluded that the session with the par-

ticipation of customers of telecom operators was beneficial

for the project. In addition to proving the clients’ demand

for such an innovation, it was also possible to set the func-

tional priorities of the application that will contribute, from

the end users’ point of view, to a higher level of usefulness,

flexibility and easier adoption of the system. The analysis

of requirements took into account all functionalities pro-

posed in the course of the session, including those con-

sidered appropriate and feasible, and enabled to properly

adjust those that have already been foreseen in the basic

assumptions, to make sure that they comply with, the le-

gal requirements and fit in the context of the project. The

goal was to include those features that boost the overall po-

tential of the original project, and not just those that were

suggested.

After a comparative analysis of the functionalities offered

by commercially available solutions has been performed,

and after the study with the individual participants was con-

ducted, it was possible to identify some of the desired func-

tionalities for the Adaptive Self-care solution. This means

that both functional and non-functional requirements of the

platform could be defined.

3.1. Functional Requirements

Functional requirements include those that describe the be-

havior of the application, i.e. functions or services that the

application must be capable of performing. The list below

presents the functional requirements applicable to mobile

applications intended for customers of telecom operators:

• the application should allow the client to analyze and

manage data via lists and graphs, with the filtering

option available,

• the application must offer the ability to connect to

the Internet via Wi-Fi or mobile data,

• the application should be able to collect geographic

coordinates using the smartphone’s GPS, in order to

present location-based content,

• the user must have the ability to add multiple devices

to the same account,

• the user must be able to add several accounts to

his/her profile (e.g.: 1st party household with Inter-

net, TV, landline, and cell phones of his/her own and

their dependents; dependents in a 3rd party house-

hold),

• the user should be able to register in the system and

edit his/her profile later,

• the application must provide notifications of

events/promotions/payment deadlines,

• the user must be able to manage privacy policies,

• the user should be able to locate stores of the oper-

ator and of the business partners, using the built-in

map,

• the application should provide access to customer ser-

vice through a chatbot,

• the application must allow to search the operator’s

products/services,

• the application should allow to subscribe to new ser-

vices and to purchase products/add-ons.

3.2. Non-Functional Requirements

Non-functional requirements are those that relate to ap-

plication’s performance in terms of usability, reliability,

security and accuracy of the services offered. The non-

functional requirements of the Adaptive Self-care mobile

application include the following:

• the application interface should be simple and objec-

tive,

• the application interface should be flexible, in order

to adapt to different resolutions and screen sizes of

devices using both Android and iOS operating sys-

tems,

• user data should be stored remotely (cloud) and

anonymized in order to ensure the privacy of users

and of their dependents and, with their consent, the

usage of that data by the operator’s big data analyt-

ics engines which, by its turn, should be capable of

enhancing personalized services and promotions,

• the application should be able to submit request re-

sponses within 10 seconds. Otherwise, a timeout

message should be displayed,

• the database in which non-anonymized user data will

be stored should be password protected to prevent

unauthorized access,

• Android and iOS applications should be compatible

with AI, machine learning, deep learning and big

data analytics algorithms operating in the cloud en-

vironment,

• compliance with data security and privacy standards

applicable to telecommunication services must be en-

sured.

4. Results

Having analyzed different self-care solutions, we propose

a cloud infrastructure that satisfies the needs and fills the

gaps detected. The central block of the entire system is

based on cloud infrastructure. All processing, security and

information storage operations are performed here, and the

connection between the different applications and external

91



Patrick Santos, Jorge Ramos, Eduardo Seabra, and José Castro

systems is ensured. The central block consists of different

web services that support mobile applications and backof-

fice platforms. The cloud infrastructure is also used for

creating notifications, collecting and aggregating statistics

and routines for consumer profiling, as well as for perform-

ing operations that validate business flows. More specif-

ically, the cloud infrastructure comprises the following

elements:

• NGINX load balancer [33] which receives and man-

ages all requests, efficiently balancing load and

evenly distributing requests across available servers,

• Tomcat server [50] which acts as an application con-

tainer and allows the implementation and deployment

of applications developed using the Java technology,

• MySQL [35], as a database that contains all informa-

tion stored in a structured way,

• Redis [36], as a non-relational database and data

cache,

• Cron jobs which allows tasks to be automatically and

periodically scheduled at a pre-set date and time,

• logging system which allows the logging system to

be integrated easily, quickly and neatly,

• RESTful web services [37] using the JWT standard

for tokenization [38],

• Swagger, as an API development support framework.

The cloud infrastructure of the Adaptive Self-care ecosys-

tem needs to support different types of services, such

as storage, business flow processing, business intelli-

gence mechanisms, and smart communication (notifica-

tion) methodologies. The cloud infrastructure allows the

aforementioned services to be integrated, aggregated, cus-

tomized and delivered to end users based on a distributed

and on-demand strategy [39].

4.1. Architecture

The cloud infrastructure needs to respond to a number of

challenges in order to successfully support the proposed

features. Thus, a scalable system needs to be implemented

due to the large amount of information that needs to be

stored and processed. The system also has to provide forms

of communication for the mobile and web applications, in-

cluding security mechanisms, operator service information

processing, consumer profiling algorithm processing, and

automated information synchronization tasks.

In order to create an ecosystem that comprises all required

components, it has been based on a service-oriented ar-

chitecture (SOA) model [40]. The SOA architecture model

allows to integrate a variety of services that may be ex-

posed or not, depending on the consumer’s needs. It also

allows to share the services and enables them to com-

municate with each other. This model also offers flexi-

ble integration and cloud web services reusability through

a service-based modular architecture, encapsulating sev-

eral applications and data sources in the form of a black

box [41], [42]. The services are exposed based on the

RESTful web services [37] standard, i.e. one of the most

widely used specifications. REST (Representation State

Transfer) is a simpler form of communication than tradi-

tional SOAP [43], since the information sent is less detailed

and overly complex communications are avoided.

Information is sent in the JSON format [44] that requires

less data processing and enables easier interconnection be-

tween the services. It is a format-independent technology,

since each platform already has its own data interpretation

mechanisms. The services are exposed externally through

application program interfaces (APIs). APIs are interfaces

that enable users to consume cloud services. Development

performed outside the APIs is considered part of the soft-

ware itself, i.e. customer-exposed software [45]. Thus, the

project architecture is based on the Software as a Service

(SaaS) solution [46]. In SaaS, software is distributed as

a service and is implemented natively on one or more web

servers. The main goal is to deliver application services

to the users as per their requirements [47]. An Internet

connection is required to use the services exposed by the

software. From the architectural point of view, one may

say that SaaS guarantees the following advantages:

• scalable infrastructure – cloud resources may be

expanded quickly and cost-effectively, without dis-

rupting the services,

• availability – in accordance with information speci-

fied under the previous item, the services are avail-

able and accessible anywhere and anytime, thus con-

tributing to greater mobility,

• time and cost savings – it is possible to make the

services available to new customers using the same

infrastructure, with only a few initial configurations.

Such an approach shortens the lead time required to

launch the services to new customers and reduces

technical costs,

• new features – it is possible to release new features

and improvements according to the platform’s needs.

4.2. Information Processing

In this solution, information is processed in the cloud.

Thus, applications (mobile and backoffice) avoid processing

huge quantities of data locally. Such an approach is consis-

tent with the line of thought relied upon at all stages of the

project development process and allows to avoid various

scenarios:

• Slow data processing on the application side.

Avoiding complex operations on the users’ devices

allows to eliminate unexpected errors and ensures

smooth operation of the application. If information

is processed slowly in the cloud, it is possible to ana-

lyze the problem and avoid changing applications. If
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it is a hardware resource issue, cloud-side resource

scalability is quite easy to perform due to the nature

of the architecture implemented;

• Extreme battery drain. Mobile device battery usage

must be taken into account while performing complex

processes;

• Security flaws. Communication between applica-

tions and the cloud is secure due to the implemen-

tation of HTTPS certificates. Thus, sensitive data

are only available in the cloud and are not passed

outside;

• Bad project development practices. To avoid this

issue, mobile/web application developers and back-

end programmers must observe good project devel-

opment practices.

4.3. Data Mining

The platform uses data mining mechanisms to find useful

usage patterns when analyzing data collected by the system.

These patterns are relied upon to create user profiles and

to automatically adapt their interfaces. Data mining algo-

rithms were applied to acquire knowledge that is based on

the data collected, to filter relevant information on the qual-

ity of offers and/or discounts, as well as to perform auto-

matic or semi-automatic cataloging and targeting of offers

and/or discounts according based on client segmentation.

The process of tailoring interfaces to customers must pri-

marily focus on service customization aspects and on quick

access to the solution’s functionalities. Data mining mech-

anisms focus on multiple types of customers’ behavioral

and/or personal data, and they aim to identify information

that is most relevant to building consumer profiles and to

tailoring the content accordingly.

To achieve the intended objective, the alternating least

square (ALS) algorithm was chosen. It is, one of the al-

gorithms that are most frequently used in recommendation

systems, and is better known as collaborative filtering (CF).

To run the selected algorithm, we used the Spark frame-

work. The intended purpose is to associate the user profile

with segments pre-created on the platform (segments may

refer, for instance, to product types or tariff types). In-

formation concerning product visualizations and purchases

was used. The algorithm relying on this type of data de-

fines product preferences and product types for each con-

sumer and runs through weekly routines to update the re-

sults. When the routine commences, the algorithm uses

a percentage of the data to create a training file and the

remaining percentage to obtain the final output. Once the

algorithm is finished, the information is stored in the Redis

cache, allowing it to be updated by each user.

When the user checks the suggested products in the mo-

bile application (self-care mobile app), the information is

ready to be consumed through the REST web service. To

perform the mining task, information about the consumers,

i.e. about their behaviors (products that they searched for)

and about their purchases is used. A mono-database min-

ing strategy (mining is performed on data sources to iden-

tify global interest patterns) was used, as indicated in [48],

since the number of data sources needed for the mining task

was not high. The main goal of this strategy was to build

a recommendation system for clients that would use the

self-care mobile app developed under the project. To

achieve that purpose, the first step was to group all con-

sumers with similar preferences by using the k-means al-

gorithm (k=3) and Weka software. Figure 1 presents an

example of the data used in the study, containing informa-

tion about viewed and purchased products. The following

fields were taken into consideration: consumer ID, date,

time, product ID and product type.

Fig. 1. Example of data used to group all consumers with similar

preferences.

Then, clusters were created by using the k-means algo-

rithm. Cluster 0, with 31% of total data (91 instances), is

related to customers who viewed/purchased products within

the tablet category. Cluster 1 (47% of total data – 136 in-

stances) is related to consumers who prefer smartphones.

Cluster 2 (22% of total data – 62 instances) is related to cus-

tomers whose preferences focus on accessories. Figure 2

depicts the result instances for every cluster. These clusters

grouped all consumers based on their purchase preferences.

Thus, clients of each segment (cluster) would receive infor-

mation about campaigns promoting tablets, smartphones or

accessories, respectively.

Fig. 2. Clusters created after applying the k-means algorithm.

4.4. Big Data Analytics

The prototype aimed to use all information originating from

users in order to create a differentiated platform. The main
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concern related to the data structure itself and to the tech-

nologies used. In practice, a machine learning tool Apache

Spark [42] was used, which basically processes information

stored in databases, generates training files (csv), and then

processes the saved data output. The framework handles

and builds files from resilient distributed datasets (RDD’s).

These RDDs may contain any object which operates as

a capsule around a small or large dataset, allowing the cre-

ation, transformation and invocation of different types of

operations within them. The Apache Spark Mlib library al-

lows the usage of operations and algorithms offering fast

and high-quality performance parameters in the Java tech-

nology, therefore guaranteeing results that are better than

those achieved by other solutions available on the market.

During this project, different machine learning algorithms

were studied, such as: tree methods, logistic regression,

linear regression, recommender systems, to name a few,

with the ALS recommender system algorithm proving to

be the best choice for implementing the project’s artificial

intelligence solution.

ALS is basically a matrix factorization approach that im-

plements a recommendation algorithm which may be used

on e-commerce platforms to recommend products to cus-

tomers. Unlike some client-based or product-based recom-

mendation systems that calculate similarity, the ALS algo-

rithm uses weight factors, returning a final and justifiable

rating from the performed study. In our case, together with

the machine learning algorithm, two files were created. The

training file will be used, as the name implies, to train the

algorithm to obtain more accurate results. The test file,

in turn, will return the desired outputs to their APIs. Both

files work as a three-phase feedback system. During the

first phase, the desired information is collected from the

dataset from the training file. In the second phase, where

the algorithm uses both files. Relying on the training file,

it analyzes customer preferences, based on such attributes

as customer ID, the product ID, number of views and pur-

chases made in connection with a given product. Based on

that data, the algorithm calculates a percentage ratio and

moves on to the next phase. In the third phase, the infor-

mation is sent to the test file, where it fetches the desired

output, either for a particular product or a product type.

These files are created in a separate project, where in turn

they are stored in a dev environment and updated weekly

with customer’s actions. For this there are two jobs, al-

located in cron job MlClientSegmentProduct, which binds

clients to segments and MlRecommendedProduct, which

creates the customer recommended product files. In short,

the entire process allows customers to be associated with

different types of segments, according to their preferences,

and to consequently receive product recommendations that

are potentially matched to their preferences. A caching sys-

tem, Redis, has also been implemented to make sure that, in

situations where the customer wishes to consult the recom-

mended products, it is not necessary to run the algorithm

anew, also making this process faster. A big data analytics

mechanism based on a local pattern analytics strategy, such

as the one demonstrated in [49], may be used for develop-

ing system prototypes, as it may decrease the complexity

of the algorithms used to find relevant patterns and may

avoid potential data ingestion-related issues.

4.5. Push Notifications

As the popularity of smartphones increases, push notifi-

cations have become an easy methods used to immedi-

ately send information directly to the user’s device. Not

only do they ensure alert visibility, but they are an impor-

tant method for maintaining and strengthening customer

leads, making them an attractive feature for deploying spe-

cific marketing strategies [50], [51]. In Adaptive Self-care,

notifications are sent using the Firebase Cloud Messaging

(FCM) platform [52]. FCM is one of the components of

Google’s mobile development platform and supports iOS,

Android and web clients. In addition to push notifications,

it also sends data messages to be processed by the ap-

plication. Messages may be intended for three types of

targets: a single user, groups of users, or users who have

subscribed to specific topics using a given service. As part

of the project, several types of push notifications were im-

plemented to provide users with relevant information only.

The following are the scenarios adopted for each notifica-

tion type:

• Limits concerning data, SMS and/or voice usage.

The tariffs made available by the operator allow users

to enjoy data, voice and SMS. As a rule, each com-

ponent described above has a predefined limit. Thus,

whenever the user exceeds 80% or 100% of their

limit value, he/she receives a notification. The first

notification helps the user get an idea of how much

they have spent in the current month. Once the user

reaches 100%, they are notified again, and may their

access to a given activity/component (data, voice,

SMS) may be prevented;

• Generation of a new payment. Users who are post-

paid subscribers receive, when an invoice is gener-

ated, receive a notification to let them know they have

a payment to make. Pre-paid users receive a notifi-

cation informing them that a given amount has been

deducted from their balance or that they have to refill

their account to continue enjoying the service;

• New campaign/product. The operator’s employees

who upload campaigns may trigger a new notifica-

tion for the system. Using the “create new campaign”

form, backoffice users have the option to select seg-

ments to which the notification will be sent. Seg-

ments are created automatically by the AI module

based on the machine learning algorithms that as-

sociate users with those segments. This mechanism

enables the platform to send targeted notifications to

users based on customer profiling;

• Notification on the status of an open report. Using

the app, customers may report a problem with their
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service or a bug found in the application. When the

operator’s employee processes such a report, they can

send a notification of the current status of the issue.

Fig. 3. High-level system architecture.

The notifications that have been sent are stored in the

database and their status lets the users know if they have

actually been sent or not. When the connection is not avail-

able or a service-related problem occurs while sending the

notification, a procedure is applied automatically that re-

sends the notification. All data, such as the message body,

the content to which it refers (if it is related to campaign,

product or payment), the creation date, the actual send-

ing date and the indication whether the user has read it,

is stored. Having all notification-related information stored

allows the operator to understand whether the notification

module is working properly. An API is also available via

the web service, allowing users to get all notifications they

have received. Such a solution provides the history of noti-

fications via the mobile application. Notifications that have

been read are distinguished from ones that remain unread,

and their status is marked in the app itself (notification

badge).

5. Conclusion and Future Work

Our study found gaps in the mobile self-care solutions ac-

tually offered by telecom operators. The business manage-

ment and analytical platforms used by telecom operators

also fail to make the best use of consumer data available

to them, wasting the opportunity to deliver optimized ser-

vices and products to consumers. Based on this study, the

requirements for the Adaptive Self-care solution were de-

fined, enabling the construction of a cloud architecture that

meets those requirements pertaining to storage, processing,

scalability and functionalities. For future work, we will do

three iterations of the action research methodology, com-

prising the phases of research, development of the proto-

type and evaluation (which serves as a point of departure

for the next iteration). During the last iteration, the final

prototype will be deployed and tested with a specific group

of telecom operator customers, as an operational pilot, for

the period of one month.
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Abstract—This article presents the design of an innovative re-

ceiver capable of identifying electric and magnetic components

of electromagnetic fields. The receiver senses and records elec-

tromagnetic disturbances generated as mine tunnels collapse.

It offers excellent operating specification and the ability to

sense and log magnetic and electrical component strength val-

ues in real time. The paper analyzes the data obtained with

the use of a system installed in a working mine and attempts to

determine hazards resulting from increased rock stress levels

that, cause spontaneous EM emissions.

Keywords—coal mining, electromagnetic field, EM receiver,

rock destruction.

1. Introduction

Tunnel collapses continue to be the main hazard faced in

hard coal mining, posing the most serious threat to the

life and health of miners [1]. Nowadays, miners are less

threatened by methane explosions, due to the common use

of sensitive gas detectors allowing the personnel to evacuate

before critical methane concentration are reached. In the

event of the collapse, weak seismic events occurring at

hard coal excavation sites may be considered their potential

precursors. They result from a cascade-like formation of

small and large cracks that eventually lead to the collapse of

rock masses. The traditional method of monitoring mine

events that may potentially lead to huge rock collapses,

is known as the seismic method [2]. In this method, an

extensive network of geophones is used. It is operated by

personnel responsible for safety of the mine, making the

decision on the potential evacuation of miners.

An alternative method capable of forecasting hazards at

such locations in a more effective manner consists in sens-

ing electromagnetic field variations. It is based on the fact

that rapid increase in the mechanical force exerted within

rock leads to weak, spontaneous EM emissions that may

be considered a precursor of a potential disaster. This phe-

nomenon occurs also during landslides, providing positive

results when correlated with the inclinometric method com-

monly used in landslide testing [3].

This paper aims to present the design of a compact EM

field receiver capable of sensing electric and magnetic field

changes, enclosed in a small housing. The receiver may also

be used to expand the scope of research on the nature of

EM fields generated as the mine. A computer-based analy-

sis of the waveforms recorded that correspond to changes in

field strength makes it possible to distinguish between use-

ful signals originating from deposits subject to mechanical

stress and interference signals.

Many researchers reported a rapid increase in EM field in-

tensity during hard coal mine collapses [4]–[6]. It is impor-

tant that such a phenomenon occurs even a few hours before

the actual incident, i.e. it offers sufficient time for successful

evacuation of the miners from the risk area. These find-

ings were proved in laboratory tests concerned with EM

field emissions originating from rock samples subjected to

destructive axial pressure [7], [8]. It was observed that the

electric waveforms obtained by the sensors during the tests

had the form of a series of fading pulses with a continu-

ous frequency spectrum [9]. The literature provides results

of works aimed at analyzing the number of pulses within

a time period, e.g. within one second, or provides descrip-

tions of research concerned with DC voltage corresponding

to instantaneous pulse values. This makes it possible to de-

termine the amplitude of the relevant electromagnetic field

components. The frequency band of EM emissions may

be determined for individual rock samples tested using the

method from paper [10].

2. EM Field Measurement Test Stand

In order to measure electromagnetic signals originating

from rocks subjected to destructive mechanical stresses,

a laboratory testbed was built, as shown in Fig. 1. Many

tests of spontaneous electromagnetic emissions were per-

formed on various types of rocks, such as coal, sandstone,

dolomite and magnesite. The amplitudes of EM emissions

and their spectral distributions were determined during

these studies and were recorded for further analysis.
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Fig. 1. Setup for recording EM fields generated by rock samples

subjected to destructive loads: 1 – test sample, 2 – magnetic field

sensor, 3 – electric field sensor, 4 – hydraulic press, 5 – electro-

magnetic screen.

Fig. 2. The recorded EM emission from coal sample during

the break process: (a) load applied, (b) electric field value, and

(c) magnetic field value.

Fig. 3. Frequency spectrum of electrical (a) and magnetic

(b) component of the electromagnetic wave emitted by the sample.

During the tests, rocks were placed in a hydraulic press

with the maximum force of 450 kN. Two separate sensors

(field intensity receivers) measuring the electric and mag-

netic field components were placed near the press jaws. As

suggested in the literature, the broadband EM emissions

recording method (up to 100 kHz) was used. To avoid in-

terference, both measurement receivers, as well as the rock

sample, were shielded using a flat, grounded plate.

Figure 2 shows examples of EM field signals recorded

while testing a cylindrical hard coal sample measuring

30×50 mm. Spectral analysis of the signals is presented

in Fig. 3.

3. Autonomous Receiver for EM Field

Components Generated by Mine

Rocks

Tests carried out in the laboratory indicated that the inte-

grated EM field receiver and recorder, designed to operate

in a coal mine environment, should comply with the fol-

lowing specifications [10]:

• minimum electric field component sensitivity of

Emin = 2 · 10−4 V/m and minimum magnetic com-

ponent sensitivity of Hmin = 1.5 ·10−5 A/m,

• ability to record in the 50 kHz frequency band,

• ability to record real-time signals obtained from sen-

sors, along with peak values,

• built-in power supply for continuous, prolonged op-

eration, e.g. for one month,

• data protection in the event of a power failure,

• no interference with other electronic devices installed

in the mine,

• immunity to electromagnetic interference occurring

in the mine during its operation,

• IP67 housing and antistatic design,

• mobile enclosure that is easy to install in the mine

environment.

A block diagram of the EM field receiver is shown in Fig. 4.

The device is made up of four functional components:

• EM field electric signal sensor and signal condition-

ing circuit,

• EM field magnetic signal sensor and signal condi-

tioning circuit,

• digital signal and control signal processing circuit,

• power supply system.
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Fig. 4. Block diagram of an integrated EM receiver.

As detectors, two antennas were used: one for the magnetic

component and the other for the electric component.

The effective height he f of the antenna rod is 5 cm,

and because he f ¿ λ the voltage induced in the antenna

is [11]:

SEME = E ·he f , (1)

where E is electric field strength in [V/m].

A ferrite rod antenna coupled with an inductive coil was

used as the magnetic component sensor. The induced volt-

age may be determined from [12], [13]:

SEMH = Z0 ·H ·
2π · z ·S ·µ

λ
, (2)

where: H – the magnetic field strength in [A/m],

Z0=120 πΩ – the wave impedance of free space, z – the

number of antenna wire turns, S – the cross section area

of antenna coil in [m2], λ – the signal wavelength in [m],

µ – the magnetic permeability effective value of the an-

tenna’s ferrite core in [H/m].

Sensors with the antennas are located in block 1 and 2,

respectively, and form analog signal tracks. In both cases

the first part of the conditioning unit has the form of a vari-

able gain amplifier G. Next, the signals received via both

tracks are fed to low-pass filters with the cut-off frequency

of 50 kHz, and are then passed via buffer B to the ADC

converter in MCU. The sampled signal is used to measure

the instantaneous value, while the peak value detector gives

two additional measurements to ADC via a MUX multi-

plexer. After digitalization the signals are stored on a Flash

memory card. The recorded data is directly accessible via

the RS232 interface.

The digital block with a microcontroller is responsible for

signal interpretation and for storing it on a Flash mem-

ory card. The MCU used is characterized by low power

consumption and allows to update firmware without disas-

sembling the device.

All electronic systems are powered from a 3.3 – 3 V power

supply. Therefore, a 3.6 V lithium-ion battery was used.

As a DC-DC converter and an LDO regulator are used, the

analog part of the system is powered by the voltage of 3 V,

while the digital part uses 3.3 V.

The three separated surface-mounted printed circuit boards

are combined into a single module by relying on board-to-

board mezzanine micro-connectors. The PCB with MCU

acts as a base plate to which the analogue blocks with the

antennas are attached.

Fig. 5. The integrated electromagnetic field receiver with visible

battery and PCBs.

Figure 5 presents the complete receiver unit. It is 500 mm

long with 40 mm diameter.
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Fig. 6. Frequency characteristics of electric field sensor: (a) rel-

ative amplitude sensitivity E/Emax, (b) phase response.

Fig. 7. Frequency characteristics of magnetic field receiver:

(a) relative amplitude sensitivity H/Hmax, (b) phase response.

3.1. Instrument Validation

A series of tests and verification measurements has been

performed to determine the operating frequency range of

the device’s sensors. Figures 6a and 7a show frequency sen-

sitivity of both sensing elements and their phase response.

For the electric field, the upper frequency of 47 kHz was

obtained, and for the magnetic receiver, it equaled 48 kHz.

The sensitivity regularities observed in the operating band

are below 1 dB. Out of band amplitude characteristics

show the slope of −12 dB/octave, which corresponds to

the double-pole transmittance type.

Figures 6b and 7b show phase characteristics of the sensing

system. Both exceed the 3 dB frequency limit at the phase

of −180◦, which is a typical response for a double pole

transmittance system [14].

3.2. Tests under Real Mining Conditions

The designed unit was installed in a real, operable hard coal

mine. The receiver was placed in a borehole made in an in-

active wall, where it was taking autonomous measurements

over a period of 10 days.

To achieve reliable results, first the natural EM background

disturbances present at the location in question were de-

Fig. 8. EM background in an inactive mine for: (a) elec-

tric component, (b) E component spectrum, (c) H component,

(d) H component spectrum.
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termined. The time waveforms obtained are periodical in

nature and their peak-to-peak values are relatively low

(Fig. 8a–c).

Spectral analysis shows that the majority of interferences

originate from the power mains (with spectrum peaks

visible at 50, 100 and 150 Hz).

Fig. 9. Received series of EM pulses exceeding the background

level registered at the measurement location.

Fig. 10. Detailed analysis of recorded signal presented in Fig. 9:

(a) E component, (b) H component, (c) E signal frequency spec-

trum, (d) H signal spectra.

During the 10-day test conducted under real mine condi-

tions, at least several events of increased spontaneous elec-

tromagnetic emissions were recorded. They had the form

of a series of pulses with different amplitudes and short

repetition times. Since the receiver was installed in an in-

active mine, the disturbances from equipment working at

the mine could be excluded. Figure 9 shows an example of

events related to a low-energy mine collapse. The results

shown are representative of the entire set of EM events

recorded during the test and of other seismic events that

occurred in the mine.

Figure 10 presents an analysis of the series of recorded EM

pulses from Fig. 9. The fading waveform is visible there

(Fig. 10a–b) lasting up to 200 ms and up to 100 ms for

the E component and for the H component, respectively.

After performing the Fourier transformation (Fig. 10c–d),

it was determined that a significant portion of the frequency

response is within the 1 kHz band.

4. Conclusions

The use of an integrated, autonomous EM receiver in a real

mine allows for early detection of upcoming seismic events.

During its operation in the mine, the receiver recorded sev-

eral such events. A single event of this type is character-

ized by a series of pulses with short repetition intervals.

The period of the recorded pulses depends on the dynam-

ics of the seismic process. Low-energy seismic events were

recorded during mining. Interference from the power mains

adversely affected the quality of the recorded data. How-

ever, with proper shielding of the receiver’s sensing device,

it is possible to significantly reduce the interference level.

In addition, the digitized signal obtained should be pro-

cessed to lower the impact of noise.

The frequency band of the recorded seismic pulses in-

creases up to several kilohertz. This was also confirmed

during laboratory tests performed as part of the research

project.

Measurements of EM emissions generated by force-stressed

rocks may be used as an additional warning factor. Cur-

rently, the seismic method is relied upon in mines for this

particular purpose. However, new detection methods are

being developed constantly and may offer a valuable addi-

tion to the classic approach. Fortunately, it is possible to

create an early warning system for identifying mine col-

lapse hazards by using a network of EM field receivers

distributed throughout the mine and installed at the lo-

cations that are most sensitive, from the geological point

of view.
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