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Abstract — The aim of this study is to model the impact of main
reflector deformations in a double-reflector spherical antenna
system on the phase distribution of the electromagnetic field
across the aperture and the associated gain loss. The study fo-
cuses on the antenna of the ROT-54/2.6 radio-optical telescope
(Herouni radio telescope) — a spherical double-reflector system
with a fixed primary reflector with a 54 m diameter, composed of
3738 panels. An analytical model is developed to evaluate phase
distortions induced by deviations from the spherical geometry.
The model computes local phase shifts across the aperture and
predicts gain degradation using Ruze’s formula which relates
the RMS surface error to efficiency losses. This approach is im-
portant for pre-alignment procedures and functional restoration
of the antenna, enabling geometry corrections prior to full-scale
observations. Based on terrestrial laser scanning (TLS) data, the
methodology allows for a quantitative assessment of structural
phase errors and corresponding gain degradation, confirming
its suitability for practical diagnostics of large reflector systems.

Keywords — antenna, radio-optical telescope, ROT-54/2.6, terres-
trial laser scanning

1. Introduction

The prolonged conservation period of the ROT-54/2.6 radio
optical telescope has resulted in the accumulation of stochastic
structural deformations caused by environmental factors. Ver-
ification of the actual geometric configuration of the primary
spherical reflector is a key milestone of a project aiming to re-
vitalize the Herouni National Space Center. Restoration of the
telescope’s operational capability requires a comprehensive
alignment procedure based on a comparative assessment of
the present electrodynamic performance against the original
design specifications.

The ROT-54/2.6 radio-optical telescope is a dual reflector
spherical system designed for precision measurements of
radio emissions from deep space sources over a wavelength
range of 3 — 200 mm. The primary reflecting element has
the shape of spherical reflector (54 m in diameter) composed
of 3738 aluminum—manganese panels, each with an area of
approximately 1 m?. The panels are mounted on a supporting
framework with adjustable stanchions that provide alignment
capability with an accuracy of several centimeters, thereby
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enabling maintenance of the required spherical precision of
the primary reflector.

The geometry of the reflector ensures that a constant dis-
tance is maintained from any point on the surface to a sphere
of 27 m, which corresponds to the curvature radius and de-
termines the key geometric parameters of the telescope, in-
cluding its sub-reflector profile, focal position, suspension
height of the corrective sub-reflector, and related parame-
ters. Efficient concentration of electromagnetic energy in the
focal region within the sub-reflector requires that the pro-
file accuracy of both reflectors be maintained within an error
budget not exceeding 50 — 70 um, which ensures operability
at frequencies up to 100 GHz [1]-[4].

The ROT-54/32/2.6 (ROT-54/2.6) telescope is a distinctive
large aperture dual reflector spherical telescope that combines
a 54 m physical primary reflector with an effective aperture
of 32 m and an optical reflector of 2.6 m. Owing to its scale
and potential millimeter band performance, restoration of
this telescope is scientifically significant, as it is an important
national research infrastructure component that doubles as
afacility capable of contributing to international observational
programs requiring geographically distributed instruments
and access to long-term observation campaigns.

The telescope is potentially useful for long-term variability
monitoring of compact radio sources, spectral studies of
stellar and interstellar media, and participation in distributed
interferometric observations where improved u—v coverage
is critical [5].

Relaunch of the millimeter band capability of the ROT-54/2.6
telescope depends, to a critical degree, on high-precision
refurbishment, alignment, and calibration of its optical and
radiotechnical subsystems. First and foremost, it requires
that the geometric accuracy of the reflecting surface and the
mutual conformity of the dual-reflector system be restored.
After an extended conservation period, accumulated defor-
mations and misalignments have led to aperture phase errors,
reduced gain, and loss of focusing capability, thus preventing
achievement of the designed sensitivity and angular reso-
Iution. To remedy this, targeted corrective procedures are
required. Therefore, quantitative diagnostics of the as-is re-
flector geometry, an explicit measurement-to-model link be-
tween geometric deviations and aperture-phase structure, the
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Fig. 1. ROT-54/2.6 radio optical telescope.

development of corrective alignment and subsequent calibra-
tion algorithms are the necessary elements of the restoration
workflow.

Modeling the impact of stochastic displacements of the
primary-reflector panels on the radiation characteristics is
a critical stage of the pre-alignment procedure. In principle,
costly mechanical adjustment of each panel can be partially
substituted by a hardware—software approach that implements
real-time feed position correction.

This procedure, however, is the objective of a separate, ded-
icated study. Any deviation of the primary-reflector panels
from the ideal spherical surface, caused by structural and
thermodynamic factors, introduces phase errors in the reflect-
ed field and distorts the wavefront over the aperture. This, in
turn, reduces directivity and compromises overall gain of the
telescope.

The development of a pre-alignment framework, based on
hybrid modeling and combining archival data with terrestrial
laser scanning, enables to compensate for the deformations
accumulated during the prolonged period of inactivity, there-
by restoring proper field focusing at the aperture without
requiring complete reassembly of the reflector’s surface. The
present study examines the quantitative influence of such de-
formations on the phase structure of the aperture field [6]—[9].

2. Results and Analysis

For the ROT-54/2.6 radio-optical telescope, the mathematical
phase distribution model differs from that of conventional
paraboloidal reflectors. The main difference is the presence of

a fixed spherical primary reflector combined with a movable
feed located at the focus of a corrective subreflector with
a specially designed profile. In an ideal spherical system, the
phase in the aperture plane z = 0 at a point with a given
radial coordinate can be expressed as:

q’(p, ¢) =k (\/(R + 5(pa ¢))2 - P2 + AL(corr)(p) + Azcos 6)
M

where:
o k= 27” is the wave number,
e R is the curvature radius of the primary reflector (54 m),

o AL.omr(p) is the optical path length in the double-reflector
feed system (Herouni antenna system) introduced to com-
pensate for spherical aberration,

e Az cosf stands for a compensating term describing the
axial displacement of the secondary reflector along the
optical axis to minimize phase error.

To assess the geometry of the primary reflector of a double

reflector spherical antenna after an extended conservation

period, it is appropriate to employ the terrestrial laser scan-
ning (TLS) technique. In contrast to contact-based methods,

TLS allows to acquire a highly redundant point cloud (up to

10° measurements) with sub-millimetre accuracy, without

imposing mechanical loads on the fragile panel-alignment
assemblies.

This capability is important for identifying local deforma-
tions induced by fastener corrosion and long-term foundation
settlement during decades of inactivity. Terrestrial laser scan-
ning is therefore one of the most effective techniques for the
initial pre-alignment stage.

The approach yields a dense point cloud (a Digital Twin con-
cept) that captures the as-is reflector geometry with an accura-
cy on the order of 0.5 mm, which is sufficient for verification
of its current structural state. The subsequent transformation
of the TLS point cloud into phase error parameters consti-
tutes a key step in the digital restoration workflow for the
ROT-54/2.6 radio optical telescope [10].

In the initial theoretical stage of the study, the following
antenna parameters should be analyzed:

where:

e root mean square (RMS) error of the geometric profile of
an individual panel for various perturbations of five control
points on each panel,

e cumulative surface error of a group consisting of several
panels,

e phase deviations introduced by these deformations into the
wavefront over the aperture,

e antenna gain losses caused by the resulting aggregate phase
dispersion [6].
For a quantitative assessment of the geometric accuracy of
the j-th panel, we introduce the RMS deviation of its surface
relative to the ideal spherical profile. Let measurements
be performed at N, control points on the panel (typically
N,, = 5: four corner points and one central point), and let
Ar; ; denote the deviation of the -th point of panel j from
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the nominal radial distance Ry:

Arji=rji— Ro, ()
where r;; is the center of the measured distance from the
sphere to the i-th point of the j-th panel and Ry = 27 is the

nominal radius of the spherical surface. The RMS profile
error of the j-th panel is then defined as:

3

where o; has the dimension of length and characterizes the
typical magnitude of the deviations of a given panel from the
ideal spherical surface.

The following notation is used:

e j—panelindex, 7 =1,2,..., P, where P = 3738 is the
total number of primary reflector panels,

e { —control-point index, ¢ = 1,2,..., N,

e N, —number of control points per panel (typ. IV, = 5),

e r; ; —measured distance to point (j, 7),

e Ry —nominal (ideal) radial distance to the surface (Rg =
27),

e Ar;; —local deviation of point (j, ¢) from the ideal profile,

e 0; — RMS profile error of the j-th panel.

To determine the overall surface error of the primary reflector,
we introduce a global RMS deviation, 0 ¢,oup, Which relates
the local RMS error of a representative deformed panel, o4,
to the number of such panels M and the total number of

panels P:
[ M
Ogroup = Opan * F = Opan * \/>7 C)]

® 04roup — RMS surface error of the primary reflector
(aperture-wide RMS),

® 0,4 — characteristic RMS profile error of a single de-
formed panel (if all M deformed panels exhibit the same
error level),

where:

e )M — number of deformed panels,

e P —total number of primary reflector panels (for the ROT-
54/2.6 radio-optical telescope P = 3738),

o f = % — fraction of the aperture area associated with
deformed panels.

This relationship shows that the contribution of each panel

to the overall error is additive in power (i.e., additive in the

squares of deviations). Consequently, 04,0,y increases with

the square root of the number of deformed panels rather than

linearly, reflecting the statistical nature of error accumulation.

To convert geometric surface deviations into wavefront phase
errors, we use a relation that expresses the phase shift in terms
of the measured radial error §z; at the i-th control point:

where:
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e Ayp; — phase error (phase shift) at the i-th point on the
surface, expressed in radians,

e )\ —operating wavelength,

e §z; —deviation of the measured distance 7; from the ideal
radius R,

e 1, —measured distance from the sphere to the i-th point on
the surface,

e Ry —nominal (ideal) distance from the center of the prima-
ry reflector to its surface (for ROT-54/2.6 Ry = 27m) [11].
It is assumed that the measurements are performed for a spher-
ical geometry such that the rangefinder measurement direction
is aligned with the local surface normal and that the rays are
considered in proximity of the optical axis. Under these con-
ditions, the angular factor satisfies cos 6 ~ 1.
The more general expression, which accounts for the incidence
angle with the factor cos 6 is:

Ap; = 4771- -0z - cosb; , 6)

with cos 8 = 1, it is reduced to Eq. (5). Thus, Eq. (5) provides
a direct relationship between laser-measured deviation dz;
and phase distortion Ag;, which are subsequently used to
calculate the RMS phase error, surface efficiency, and the
related gain losses.

The phase change introduced by a deformed panel, for a wave-
length A = 3 cm and normal incidence (cos 6 ~ 1), is given
by:

47
A¢pan = 7 5Tpan . (@)
Substituting A¢pqn, = 2 cm and A = 3 cm, we obtain:
A¢pan = 4?7{- L2 = 8?71— ~ 8.38 rad s (8)

which is equivalent to approximately 480° (1.33 phase revo-
lutions). Thus, even a 2 cm displacement of a single panel
produces a big phase shift over the related local aperture re-
gion, although its contribution to the global antenna efficiency
is determined by its fractional area.

The impact that cumulative phase errors exert on the antenna’s
gain is quantified by the Ruze formula, which relates the global
RMS surface deviation o to the relative efficiency #:

n=e(32)" ©

e 1) —relative gain efficiency (surface efficiency), n = G%,

e (G — actual antenna gain in the presence of surface errors,

G — ideal gain for a perfect (defect-free) surface,

o —total RMS surface deviation (in particular, 0y, may
be substituted),

e )\ — operating wavelength.

The exponential function indicates that even a moderate
increase in the § ratio results in a substantial reduction of
7. In the limit 0 — 0, the formula yields 7 — 1 (an ideal
antenna). For o comparable to ﬁ, the efficiency decreases
approximately to e ' / 0.37. With a further growth in o, the
impact of the distorted phase front becomes dominant and

the actual gain degrades sharply [12].
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Tab. 1. Estimated relative gain efficiency as a function of the number
of deformed panels (Ruze model).

3

’ M ‘ Ugroup

50 2.24 mm
100 3.16 mm
500 7.07 mm
1000 10 mm

1 0.032 cm 0.983 (=~ 98.3%)
10 1.0 mm 0.839 (= 83.9%)
)

0.416 (~ 41.6%
0.173 (~ 17.3%)
1.5 x 107 (=~ 0.015%)
2.4 x 1078 (=~ 2.4 x 1075%)

Consider the case in which a single panel of the main reflector
is displaced as a rigid body along its local normal by an offset
value such as:

Arpen =+2.0cm
with respect to the ideal spherical surface.

It is assumed that all IV, = 5 control points on this panel are
assumed to have the same deviation:

Arjyi = Arpan =+4+20cmt=1,...,5.

Then, the error of the RMS profile error of this panel o; is
computed using the standard RMS expression:

(10)

Substituting Ar; ; = Arpay, for all five points, we obtain:

NP
1 2 1
=0 D (Arpan)” = 4 [ Np(Arpan)?
TN, __1( rren) w, Vo (Arpen)®

= |Arpan| =2.0cm .

Therefore, for a rigidly displaced panel, the surface error is
numerically equal to the magnitude of the displacement [13]
- [16].

We now consider an example that involves a larger number of
deformed panels. Each deformed panel has the same RMS
eIror opqn, = 2.0 cm, and the total number of primary
reflector panels is P = 4000. For a group of M -deformed
panels, the global RMS surface deviation 4.4, is estimated

as:
| M
Ogroup = Opan F . (12)

Next, applying Ruze’s formula, one can estimate relative
efficiency 7 (ratio between actual gain and ideal gain) for
different values of M at A = 3 cm and o4y, = 2.0 cm.

The calculation results are summarized in Tab. 1. These values
illustrate that for a fixed displacement of 2 cm per panel, an
increase in the number of deformed panels leads to a statistical
growth of the global RMS surface error and an exponential
decrease in antenna gain.

3. Conclusions

This analysis demonstrates that even relatively small geo-
metric deformations of the main reflector panels of the ROT-
54/2.6 radio-optical telescope antenna result in noticeable
phase distortions of the wavefront over the aperture. The
conversion of measured radial deviations dz; to phase er-
rors Ayp;, using relation Ap; = 47” - 0z;, establishes a direct
link between laser measurement data and the electrodynamic
characteristics.

The introduction of RMS estimates o; for individual panels
and 04yoyup for an ensemble of deformed panels allows to
quantitatively describe the accumulation of errors across
the aperture. It is shown that the global RMS error 0 4;oup
M
D
summation of local errors. The application of Ruze’s formula
to calculate the efficiency factor demonstrates an exponential
reduction in gain as the L;“p ratio increases.

increases as , reflecting the statistical nature of the

Numerical examples for different values of M indicate that,
when many dozens of panels are deformed, the gain losses
reach several tens of percent. When the number of affected
panels reaches the order of hundreds or more, the antenna
effectively loses it focusing capability.

Therefore, maintaining the geometric accuracy of the panels at
the submillimeter level is a necessary condition for preserving
the designed gain and ensuring the operability of the ROT-
54/2.6 radio-optical telescope over the specified frequency
range.

References

[1] P.M. Herouni, “Issues in the Design Calculation of Spherical Dual-
reflector Antennas”, Radiotekhnika i Elektronika, vol. 19, pp. 3—12,
1964.

[2] PM. Herouni, “The First Radio-optical Telescope”, Sixth International
Conference on Antennas and Propagation (ICAP 89), Coventry, UK,
1989.

[3] P.M. Herouni, “Construction and Operation of Radio-Optical Tele-
scope ROT-32/54/2.6”, URSI International Meeting of Mirror Antenna
Construction, Riga, Latvia, 1990.

[4] P.M. Herouni, “Measurements of the ROT-54/2.6 Characteristics”,
VKAI-5, Yerevan, Armenia, 1990.

[5] J.M. Martin and C. Rosolen, “Perspectives of the ROT 54/32/2.6
in Astronomy”, Astrophysics, vol. 38, pp. 361-363, 1995 (https:
//doi.org/10.1007/BF02044713).

[6] A.S. Sargsyan, “Current Status and Prospects for Restoring the Her-
ouni Reflector Radio Telescope Antenna”, Radiotekhnika, vol. 87, pp.
158-166, 2023.

[7]1 A.S. Sargsyan, “Methodology for the Preliminary Stage of Alignment
Works During the Deconservation of the ROT-54/2.6 Antenna”,
Radiotekhnika, vol. 87, no. 2, pp. 172-177, 2023.

[8] A.S. Sargsyan and V.A. Parfenov, “Development of an Alignment
Concept for the ROT-54/2.6 Radio-optical Telescope”, XIII Interna-
tional Conference on Photonics and Information Optics, Moscow,
Russia, 2024 (in Russian).

[9] H. Kutterer and C. Hesse, “Automated Form Recognition of Laser
Scanned Deformable Objects”, Geodetic Deformation Monitoring:
From Geophysical to Engineering Roles, vol. 131, pp. 103-111, 2006
(https://doi.org/10.1007/978-3-540-38596-7_12).

[10] C. Holst and H. Kuhlmann, “Challenges and Present Fields of Action
at Laser Scanner Based Deformation Analyses”, Journal of Applied
Geodesy, vol. 10, pp. 17-25, 2016 (https://doi.org/10.1515/

212026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY


https://doi.org/10.1007/BF02044713
https://doi.org/10.1007/BF02044713
https://doi.org/10.1007/978-3-540-38596-7_12
https://doi.org/10.1515/jag-2015-0025
https://doi.org/10.1515/jag-2015-0025

Effects of Deformation of Main Reflector of Double Reflector Spherical Antenna on Its Aperture Field —- ROT-54/2.6 Antenna Case

[11] N.S. Muzhikyan and A.S. Sargsyan, “Investigation of the Electromag-
netic Field in the Focal Region of a Dual-reflector Spherical Antenna”,
Vestnik NPUA, vol. 2, pp. 83-89, 2015 (in Russian).

[12] J. Ruze, “Antenna Tolerance Theory — A Review”, Proceedings of the
IEEE, vol. 54, pp. 633-640, 1966 (https://doi.org/10.1109/
PROC.1966.4784).

[13] P.F. Scott and M. Ryle, “A Rapid Method for Measuring the Figure of
a Radio Telescope Reflector”, Monthly Notices of the Royal Astro-
nomical Society, vol. 178, pp. 539-545, 1977 (https://doi.org/
10.1093/mnras/178.4.539).

[14] J.W.M. Baars, R. Lucas, J.G. Mangum, and J.A. Lopez-Perez, “Near-
field Radio Holography of Large Reflector Antennas”, I[EEE Antennas
and Propagation Magazine, vol. 49, pp. 24-41, 2007 (https://do
i.org/10.1109/MAP.2007.4395293).

[15] V.N. Mitrokhin and E.O. Mozharov, “Radio-holographic Method for
Monitoring the Profile of Parabolic Reflector Antennas Based on the
Electromagnetic Field in the Near Zone”, Vestnik MGTU im. N.E.
Baumana, pp. 81-95, 2015 (in Russian).

[16] E.O. Mozharov and S.A. Rastvorov, “Analysis of the Surface Quality
of Reflector Antennas Using a Geodetic Total Station”, Antenny, no.
11, pp. 3-9, 2017.

Arevik Sargsyan, Ph.D.

Institute of ICTE (Information and Communication Tech-

nologies and Electronics)
https://orcid.org/0009-0003-5604-9137

E-mail: antenna@seua.am

National Polytechnic University of Armenia,

Yerevan, Armenia

https://polytech.am/en/home/

Narek Hambardzumyan, M.Sc.

Institute of ICTE (Information and Communication Tech-

nologies and Electronics)
https://orcid.org/0009-0000-5533-7696

E-mail: n.hambardzumyan @polytechnic.am

National Polytechnic University of Armenia,

Yerevan, Armenia

https://polytech.am/en/home/


https://doi.org/10.1109/PROC.1966.4784
https://doi.org/10.1109/PROC.1966.4784
https://doi.org/10.1093/mnras/178.4.539
https://doi.org/10.1093/mnras/178.4.539
https://doi.org/10.1109/MAP.2007.4395293
https://doi.org/10.1109/MAP.2007.4395293
https://orcid.org/0009-0003-5604-9137
https://polytech.am/en/home/
https://orcid.org/0009-0000-5533-7696
https://polytech.am/en/home/

Optimized Fuzzy Secure Scheme for
Trust Assessment in IoMT

Olena Semenova, Olha Voitsekhovska, Andrii Dzhus, and Vladyslav Kuzniak

Vinnytsia National Technical University, Vinnytsia, Ukraine

https://doi.org/10.26636/jtit.2026.2.2494

Abstract — Rapid development of technologies associated with
the Internet of Medical Things (IoMT) has enabled continuous
patient monitoring, diagnosis, and integration of medical devices
with various healthcare infrastructures. However, the increasing
heterogeneity of IoMT systems and their connectivity-related
features introduce also security risks, such as data tamper-
ing, unauthorized access, and unsafe behavior of the devices
themselves. Traditional trust assessment techniques often fail to
handle the uncertainty inherent in medical data and devices.
This paper presents a fuzzy logic-based secure trust assess-
ment scheme designed for IoMT, which integrates behavioral
and communication indicators to compute trust scores for a de-
vice. The scheme employs a fuzzy logic-based approach and
provides a trust level evaluation procedure suitable for resource-
limited IoMT devices. A fuzzy inference system was developed
specifically for this scheme and further optimized by applying
evolutionary algorithms. The experimental results demonstrate
an improved accuracy of the optimized model in evaluating the
trust level of devices and show its enhanced accuracy compared
to a classical trust mechanism.

Keywords — IoMT, fuzzy logic, trust management, security, opti-
mization

1. Introduction

The emergence of IoMT in healthcare care has transformed
the manner in which medical services are provided, as it is
capable of significantly enhancing patient care through online
monitoring, the use of wearable technology, and the ability to
access medical consultations quickly and remotely. However,
as IoT technologies continue to evolve, protecting sensitive
health information has emerged as a significant challenge for
researchers [1]. As data are collected, transmitted, and stored
by medical devices, there is, unfortunately, a correspond-
ing increase in cyber incidents, data breaches, and privacy
violations associated with medical equipment [2].

The use of IoT devices may result in unauthorized access
to confidential patient data, including email accounts, pass-
words, and private records [3]. Security, privacy, and safety
are important factors and pose significant challenges in the
implementation of IoT systems. IoT applications encompass
numerous devices and generate substantial data volumes.
Therefore, in order to ensure data security, it is essential to
guarantee that the communicating IoT devices interact in
a trustworthy manner [4].

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
6 For more information, see https://creativecommons.org/licenses/by/4.0/

Cryptography and access control are the two conventional
approaches to safeguarding IoT networks. If properly imple-
mented, they can be considered hard measures that ensure
system security. However, since hacked network nodes might
produce false or misleading information while still offering le-
gitimate cryptographic credentials, cryptography alone is not
capable of ensuring security in heterogeneous IoT systems.
Similarly, typical centralized access control is inappropriate
for distributed contexts and access control mechanisms are
susceptible to internal harmful attacks. However, trust man-
agement, which is regarded a soft security mechanism, can
address the aforementioned problems by improving, rather
than replacing hard security procedures [5].

Trust management is employed to evaluate and ensure network
reliability by assigning a trust value, i.e. its trust level, to each
node. Consequently, the information sent by a node with
a high trust level is considered reliable [6].

Therefore, trust management has emerged as an important
components of IoT security. By analyzing behavioral patterns,
data integrity, and communication quality, trust assessment
mechanisms aim to quantify the reliability of devices. Tradi-
tional trust evaluation models — such as binary classification,
threshold-based detection, and probabilistic schemes — of-
fer a quite limited degree of effectiveness when applied in
IoT systems. Furthermore, resource-limited medical devices
of IoMT may experience communication errors or interrup-
tions that should not be misinterpreted as malicious behavior.
These challenges require efficient trust assessment techniques
that are capable of differentiating between benign fluctuations
and genuine threats.

Artificial intelligence (Al) techniques are a promising so-
lution for assessing trust in [oMT networks, as they involve
a data-centric evaluation of device-related and traffic be-
havior. Unlike traditional static or rule-based mechanisms,
Al approaches can consider non-linear dependencies among
medical data streams, allowing trust level estimation under
complicated network conditions. Approaches based on fuzzy
logic, neural networks, and evolutionary optimization offer
advanced reasoning, parameter tuning, and efficient searching
of complex parameter spaces — features which are essential
for handling uncertainty in medical data communication.

Furthermore, Al-based trust modeling may provide contin-
uous improvement as new traffic patterns or threat vectors
emerge, ensuring that trust evaluation remains relevant to
security challenges. This makes the fuzzy logic theory partic-
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ularly suitable for implementation in IoMT, where decisions
often depend on slight variations in physiological data.

This paper proposes a fuzzy logic-based trust assessment
scheme for IoMT networks. The proposed model integrates
several trust indicators concerning both behavioral anoma-
lies and reliability of communication. The designed model
computes the trust scores of a device. The resulting trust val-
ues may be utilized to establish secure interaction between
devices or provide access control, thus increasing resilience
against threats.

2. Problem Definition

The IoMT can be regarded as a set of connected medical
devices, wearable sensors, implantable technologies, and
clinical information systems that work together to ensure
continuous provision of healthcare to the population. The
complexity of [oMT networks stems from the heterogeneity
of its devices: from low-power wearable monitors to complex
systems and smart equipment. [oMT technology is defined by
its vulnerable and unsafe nature, as medical devices operate
in a sphere in which even small inaccuracies or delays can
lead to severe consequences for patients’ health.

As IoMT systems become increasingly connected, they are
also exposed to emerging cybersecurity threats. Attackers can
manipulate physiological data streams, impersonate medical
devices, inject unauthorized control commands, or exploit
vulnerabilities in wireless communication protocols. Fur-
thermore, data collected by these devices are often noisy,
incomplete, or suffer from sudden fluctuations and distortions
caused by patient movement or environmental factors. These
uncertainties complicate the discovery of benign anomalies
and malicious actions. Finally, regulatory frameworks can
impose strict requirements related to confidentiality and in-
tegrity, thus requiring the introduction of effective security
mechanisms.

Although IoMT holds considerable potential, concerns about
security and privacy have hindered its extensive implemen-
tation within the healthcare sector [7], [8]. This problem is
exacerbated by the introduction of new technologies, includ-
ing mobile devices, cloud services, and remote applications
that are being integrated into the healthcare system [9].

The lack of attention to security and privacy in IoMT hinders
the complete utilization of these technologies to address
existing issues in healthcare. Thus, it is essential to define
security and privacy within the healthcare sector.

Although these technologies improve data processing in the
healthcare sector, they also significantly increase the risk of
security and privacy breaches of medical information. The
growing reliance on these technologies can lead to an in-
creased vulnerability of health data, leaving health-related
information open to various threats and misuse, which could
result in sever consequences for both patients and organiza-
tions [10].

The need for effective methods capable of identifying attacks
and malicious devices within IoT networks stems from their
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vulnerability to threats and attacks. The lack of adequate
focus on security and privacy in healthcare IoT technologies
is a major obstacle preventing these technologies from being
effectively used to address current problems. Therefore, a need
to investigate security-related factors exists.

Given these challenges, accurate assessment of the reliabili-
ty of IoMT devices continues to remain a complex problem.
Traditional trust assessment methods, which use determinis-
tic thresholds or probabilistic evaluations, often fail to take
into account the variability of wireless communication envi-
ronments. Moreover, they are typically quite rigid when faced
with incomplete information.

These limitations justify the need for a more uncertainty-aware
trust assessment mechanism.

3. Literature Review

Researchers encounter several obstacles in the IoT area, such
as guaranteeing a sufficient level of security while exchanging
data, ensuring trust between IoT components, addressing
concerns related to data confidentiality in IoT technologies,
creating safe communication with various components on the
edge network, and finding ways to save energy by applying
reliable smart devices and infrastructure [11].

The degree of trust placed in engineering solutions depends
on their capability to interprtet data in various psycholog-
ical and economic contexts and varies rather considerably.
Additionally, it differs with the contexts in which they are
applied [12].

Trust is closely related to guaranteeing the security of a given
system and the safety of its users. It involves not only secu-
rity, but also other elements, including integrity, resilience,
dependability, accessibility, and capability, making it more
complex and challenging to provide [13].

In [14], trust is defined as a key feature for establishing trust
between devices in order to guarantee secure services and
applications.

An IoT device interacts with the physical environment to
collect data and operates by relaying on communication tech-
nologies. However, IoT devices may become faulty, compro-
mised, or can misbehave due to internal factors or external
threats, such as cyberattacks. In such cases, the data collect-
ed and transmitted by these devices can become unreliable,
which may significantly affect the decision making process,
particularly in critical domains such as IoI-based healthcare.
Establishing trust in devices and the data they generate can
increase end-user confidence in IoT systems. Estimated trust
status (trusted, uncertain, or untrustworthy) is to be used as
a reputation indicator for healthcare applications [15].

In [16], a trust management mechanism based on architec-
ture modeling is proposed. The IoT is decomposed into three
layers, each of them controlled by a special purpose trust
management system (self-organized, affective routing and
multi-service). The final decision making process is conduct-
ed based on trust-related information.
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To ensure data and information security, it is essential to verify
that any IoT device that interacts with other system elements
is trustworthy. To address these challenges, various methods
have been proposed, for example, in [17], [18]. Several trust
frameworks have been proposed to address the issue of node
security to protect devices from being attacked or damaged,
which can lead to unavailability of resources [19]—[21].

In [22], a centralized trust management scheme was created
for lightweight 10T devices. This system facilitates service
exchange between devices, as it manages trust certificates
without performing trust calculations. In terms of cooperation
and compatibility, additional observations of direct trust are
quantified. Recommendations, meanwhile, are used to assess
indirect trust.

The authors of [23] introduced a behavior-based reputation
system to establish trust between nodes. They proposed an
architecture that integrates software-defined networks with-
in the IoT and a cross-layer authorization protocol in trust
management. In [24], a dynamic trust management mod-
el was created that allows network nodes to autonomously
assess the behavior of their peer nodes and dynamically as-
sign rewards and penalties. This method identifies malicious
nodes, categorizing them into three levels: mild, moderate,
and severe.

Artificial intelligence methods are also widely used in trust
assessment. Paper [25] considers the behavior of users in the
trusted model to identify anomalous patterns. The established
model takes into account specific indicators, such as security,
authentication, operation, and efficiency, to assess the user’s
past behaviors and compare them with the current state of the
their actions. The framework developed utilizes fuzzy logic
to evaluate both comprehensive and direct trust values.

The technique introduced in [26] is based on fuzzy logic and
aims to identify untrusted nodes. The authors created a reliable
messaging method for IoT communication among nodes to
ensure the security of the entire IoT system. However, the
model suffers from certain limitations related to scalability,
energy efficiency, and data storage.

A trust management scheme constructed on the principles of
Bayesian learning and collaborative filtering was proposed
in [27]. To quickly reflect behavioral changes, the scheme is
regularly updated after a designated interval, applying a de-
cay factor to the currently computed scores. Nevertheless,
Bayesian inference presents certain limitations in trust calcu-
lations, including the challenge of trust subjectivity with the
element of randomness.

The study described in [28] introduced a trust calculation
model that is capable of yielding precise trust evaluations.
The approach quantitatively assesses individual trust char-
acteristics and categorizes them to derive the ultimate trust
values. The investigation presented in [29] examined a trust
model which offers an effective approach to routing proto-
cols for lossy networks, allowing to categorize untrustworthy
nodes. The designed model utilizes the logistic regression
technique to assess the behavior of a specific node.

The investigation described in [30] proposed a trust-oriented
model utilizing a decision tree algorithm to detect malicious
activities within the Internet of Battlefield Things environ-
ment. In [31], the authors introduced conditional packet ma-
nipulation attacks, known as targeted insider attacks. The
presented scheme maintains restricted trust performance met-
rics for every node, indicating the potential for initial attacks,
such as forwarding packets with specific values.

The investigation presented in [32] introduced an adaptive
trust protection scheme designed specifically for industrial IoT
networks, using a deep neural network alongside a supervised
learning algorithm. This approach successfully identified var-
ious types of attacks without the need for any prior knowledge
of their characteristics and eliminated the need for manual
intervention.

LSTM and multi-attribute rating techniques for trust manage-
ment in IoT devices were proposed in [33]. A multi-attribute
rating algorithm was applied to compute the trust values,
while LSTM was utilized to determine the trust threshold
based on behavioral changes.

Although previous studies presented a general examination of
security- and privacy-related issues affecting IoT, a significant
gap continues to exist in the literature as far as the layered
structure of [oT is concerned, specifically within the healthcare
context [34].

Paper [35] proposes a fuzzy trust management mechanism
to prevent Sybil attacks in IoMT. Moreover, this mechanism
can recognize untrustworthy nodes in the system. Study
[36] proposes a blockchain-based fuzzy trust management
framework to detect Sybil nodes in oM T networks, while [37]
discusses an intelligent trust cloud management method where
individual trust clouds of IoMT devices are established by
fuzzy trust recommending. The suggested trust classification
scheme can determine whether an IoMT device is malicious
and can be relied upon for secure clustering.

Although the number of published studies focusing on trust
assessment in IoT networks is quite substantial, insufficient
attention has been devoted to hybrid approaches that integrate
several Al techniques and combine their advantages in order
to improve model accuracy — a feature this paper focuses on.

4. Methodology

In this paper, fuzzy logic was chosen over other Al tech-
niques because it does not require large training datasets and
can operate effectively, since fuzzy logic deals with expert
knowledge and linguistic rules, which makes it well suited
for cases in which IoMT data may be limited or inprecise.
Moreover, unlike black-box models (e.g. deep neural net-
works), fuzzy systems provide high interpretability and are
transparent operationaly, while retaining low computational
complexity.

At the foundation of the scheme lies the selection and integra-
tion of indicators that reflect the secure behavior of a specific
IoMT device. The architecture of the proposed fuzzy logic-
based trust assessment scheme for [oMT is shown in Fig. 1.
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Fig. 1. Fuzzy-based secure trust assessment scheme.

The trust assessment scheme for [oMT medical devices com-
prises several functional units. The data acquisition unit col-
lects the behavior characteristics of traffic from medical de-
vices of the IToMT network. The preprocessing unit performs
the data cleaning and normalization stage. Next, the fuzzy
inference system processes the normalized numerical fea-
tures and gives the trust score of each device. The decision
response unit interprets the trust score produced by the FIS
and determines the appropriate reaction, such as classifying
devices as trusted, suspicious or malicious. By applying rele-
vant security rules, the security policy unit implements this
trust-related decision (access control, device isolation, and
alert generation) to protect the IoMT network.

The trust assessment scheme can be used as part of a security
management module integrated into IoMT gateways, edge
servers, or organization network controllers to evaluate the
trustworthiness of connected devices. Based on the calcu-
lated trust score, the scheme can control network access by
prioritizing trusted devices for data transmission, and may
restrict or isolate devices with suspicious behavior.

The core component of the proposed trust assessment scheme
is the fuzzy inference system (FIS), which performs the
decision-making process. It processes several indicators —
behavioral and network characteristics of [oMT devices —
and transforms them to a unified continuous trust score. To
transform these features into a trust score, the FIS applies
a fuzzification process that converts numerical indicator val-
ues into linguistic terms such as “low”, “medium” or “high”.
These terms are represented by membership functions. Next,
the inference stage takes place, where the fuzzy inference en-
gine applies the rule base which encodes expert knowledge to
produce fuzzy outputs. Then, defuzzification is performed to
produce a single value trust score that represents the device’s
current level of trustworthiness on a continuous numerical
scale.

To evaluate the performance of the trust assessment phase,
the FIS should be validated using a real dataset. In this study,
the CICIoMT2024 dataset is applied, as it offers a compre-
hensive and up-to-date representation of network traffic and
cyberattacks, which are specific for [oMT. This data set in-
cludes various attack scenarios and realistic benign traffic,
thus allowing to objectively evaluate and validate the specific
intrusion and attack detection methods [38].

The proposed FIS has four inputs, which correspond to se-
lected features of the CICIoMT2024 dataset and determine
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essential traffic and security-related properties, enabling the
FIS to model both normal and malicious patterns effectively.
These chosen features are inter-arrival time, flow duration,
tot_size, and SYN flag number.

The inter-arrival time feature measures the time difference be-
tween subsequent packets sent by a medical device, reflecting
its communication behavior. This feature can indicate anoma-
lies, such as irregular or suspicious transmission patterns that
may indicate compromised or misbehaving devices.

The flow duration feature represents the total time of a given
network flow, showing the duration of the period over which
the device communicates during a session. Abnormal flow
durations — either unusually short or excessively long — may
indicate suspicious activity or potential security breaches. The
Tot_size feature represents the total size of packets transmitted
in a network flow, reflecting the volume of data exchanged
by a device. Unusually large or small values can indicate
abnormal behavior, such as data exfiltration or communication
suppression.

The Syn flag number feature counts the TCP packets from
a device, reflecting how often it attempts to establish commu-
nication. Abnormally high Syn counts may indicate suspi-
cious behaviors such as scanning, flooding, or unauthorized
connection attempts.

The output of the proposed FIS is the trust score, which
represents the reliability or trustworthiness of an IoMT device
evaluated based on its observed network behavior. In this
study, the Mamdani-type FIS was selected due to its common
rule-based structure and high interpretability, as well as a clear
representation of expert knowledge in the trust assessment
process. The Mamdani FIS represents a non-linear approach
to mapping between a four-dimensional input vector x =
[x1, 22,23, x4) and a scalar output variable y. Each input
variable 1,7 = 1, ..., 4, is characterized by three linguistic
terms presented as Gaussian membership functions, while
the output variable is described by five Gaussian membership
functions. The Gaussian membership function corresponding
to the j-th linguistic term of the ¢-th input can be expressed

as: )
i, (1) = exp ( ~ M) , W

202,
ij
where c;; and o;; are the center and standard deviation of the
Gaussian function, respectively and j = 1,2, 3.
Next, the k-th membership function of the output variable
can be defined as:
(y —cx)?
1By, (y) = exp < - Ti . 2
The fuzzy rule base designed for this case consists of 12 Mam-
dani type fuzzy if-then rules which encode expert knowledge
about the system’s behavior. The r-th rule can be written as:
R, :ifxqis Alj; and z2 is Azj; and x3 is A3j§ ;
3)
and x4 is A4j£ then y is Br ,
wherer =1,...,16,57 € {1,2,3},and k" € {1,...,5} are
the indices of the previous and next membership functions,
respectively.
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The firing strength of the r-th rule is calculated using the
minimum ¢{-norm as:

ozT:min{,uAlj;(xl),...,uA4jZ(x4)} . )
Each fuzzy rule contributes to the output fuzzy set by modi-
fying its consequent membership function according to its
firing strength:

p, (y) = min {ar, up,. () } - )

The aggregated output fuzzy set is obtained by applying the
maximum operator over all rules:

page(y) = max (). ©)

Finally, the final crisp output is calculated using the centroid
defuzzification method:

* _ fyﬂagg(y)dy
f Magg(y)dy
To improve the accuracy of the FIS, evolutionary algorithms

are employed to optimize the parameters of the membership
functions and the structure of the fuzzy rule base.

)

First, the developed FIS is optimized by applying a genetic
algorithm (GA). Here, a GA chromosome is encoded as
a vector that includes all membership function parameters
and the indices defining the fuzzy rules. The membership
function parameters are encoded as:

ZME = [611,0'117 «..43C43,043,C1,01, .. .70570'5} 5 (8)

while the fuzzy rules are encoded as:
zr = [j1, 2, 43,01, k', 51,52, 53, 1% K], 9)

where the previous indices j] and subsequent indices k" are

integer-coded.

The complete chromosome can be written as:

z = [ZMF,ZR] , (10)

For a given chromosome z, the parameters of the fuzzy infer-
ence system are determined and its performance is evaluated
through a fitness function expressed as the mean squared er-

ror between the desired output "¢/ and the actual output
*

Yy
N

Jo) = > (0~ i) an
n=1

where NV is the number of training samples.

The genetic algorithm iteratively minimizes J(z) by applying
selection, crossover, and mutation operators to evolve the
chromosomes toward an optimal FIS configuration.

Another evolutionary algorithm, particle swarm optimization
(PSO), is applied to the same FIS. In PSO, each particle
represents a candidate solution with the same dimensionality
and structure as the GA chromosome:

Xp = I:XP,MF7XP7R] € RD ) (12)
where D is the total number of optimized parameters and

denotes the particle index.

10
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Fig. 2. Fuzzy inference system developed in Matlab.

Each particle is associated with a velocity vector v, € RP,
and its evolution in the search space is determined by:

vp(t+1) =wvp(t) + car [Pp - Xp(t)]

13
+cora [g — xp(1)] -
Xp(t+ 1) =xp(t) + vp(t+1), (14)
where w is the inertia weight, c¢; and ¢y are cognitive and
social acceleration coeflicients, respectively, r; and ro are
vectors of random variables uniformly distributed in [0, 1],
P, denotes the personal best position found by particle p
and g represents the global best position discovered by the
swarm. During evaluation, the rule-related components of
x,, are discretized to the nearest valid linguistic index. The
fitness of each particle is computed using the same objective
function J(+) as in the genetic algorithm.

To sum up, the proposed mathematical models provide a com-
prehensive description of a Mamdani-type fuzzy inference
system and its optimization using two evolutionary algorithms
and can be utilized to develop the required trust assessment
FIS.

5. Simulations

Matlab can be used to examine and verify the operation of
the developed FIS for trust assessment in IJoMT. Running
FIS simulations in Matlab enables fast model prototyping,
structured performance testing, and convenient experimental
analysis. Moreover, it is possible to integrate FIS with opti-
mization toolboxes and machine learning techniques such as

Rule Weight |Name
1 IfITisLand FDisLand TSis Land FNis Lthen TS is VH
fITisLand FDisMandTSis Land FNis Lthen TSis H
3 fITisMand FDisLand TS is Mand FN is Lthen TSis H

ruled

rule2

rule3

4 |MITisMand FDisMand TS is Mand FN is L then TS is M
IfITisHand FOisMand TSisH and FNisMthen TS is L
6 |fITisMandFDisHand TSisHand FNisMthenTSis L
7 |HITisLandFDisHand TSis H and FNis H then TS is VL

ruled

rules

rules

rule?

IiITisHand FDisHand TSis M and FNis H then TS is VL
liITisMand FDisMand TSis Hand FNisLinen TSis M
0 |[fITisHand FDisLand TSis M and FNis M ihen TSis M
lilTisLandFDisMandTSis MandFNis HinenTSisL

ruled

w|m

ruleg
rule10

rule11

liITisHand FDisHand TSis Hand FN is H then TS is VL rule12

Fig. 3. Rule base of the FIS.
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Fig. 4. FIS simulation results.

neural networks, which increases the effectiveness of fuzzy
inference systems and promotes their improvement.

The initial phase of creating the FIS interface involved assign-
ing input and output variables. The membership functions for
the inputs and outputs were defined as well (Fig. 2).

The rule base was specified (Fig. 3). Following this, we
allocated the input values and executed the simulation process
to generate outputs, thus verifying the functionality of the
proposed FIS.

To verify the operability of the developed FIS, a series of
simulations was performed. Figure 4 illustrates a scenario
with the following input values: the interarrival time value
I7 was 0.25, the flow duration value Fp was 0.75, the total
size value T's was 0.5, and the Syn flag number value Fy was
0.5. The simulated FIS yielded the trust score of the device
equal to 0.292. This means that this device has a low trust
score and can be regarded malicious.

The GA was then applied to adjust both the parameters of
the Gaussian membership functions and the structure of the
fuzzy rule base, allowing the FIS to better reflect the non-
linear relationships within the features of the CICIoMT2024
dataset.

The convergence analysis of the GA-based optimization shows
that the evolutionary search successfully refined the parame-
ters of the proposed FIS within 86 iterations (Fig. 5). The con-
vergence behavior verifies that the GA reached a near-optimal
solution. After optimization, the Gaussian membership func-
tions were better positioned around informative data regions.
The GA also refined the rule base.

The Mamdani-type FIS was also optimized using the PSO
tool. Representing each particle as a candidate FIS configura-
tion and iteratively updating particle positions according to
individual and global best performance values, PSO also ad-
justed the parameters of the Gaussian membership functions
and refined the fuzzy rule base. The PSO-based optimization
of the proposed FIS reached convergence after 310 iterations,
demonstrating a gradual but steady improvement in the fitness
value as the swarm explored the search space (Fig. 6).
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Fig. 5. FIS optimization with GA.

The performance of the original FIS, GA-optimized FIS, and
the PSO-optimized FIS were validated in Matlab to ensure
that the proposed trust assessment scheme demonstrates
measurable improvement throughout the optimization stages.
During validation, the FIS variants were evaluated according
to a predefined fitness metric that reflects the accuracy of
the trust estimate. Through this validation procedure, the
authors verified whether GA and PSO optimization provided
significant performance gains over the original FIS. The
validation results show that both optimization algorithms
improved the performance of the original FIS, while the PSO-
optimized FIS showed the highest accuracy in estimating trust
scores from IoMT traffic features (Fig. 7).

The original FIS produced comparatively less precise trust
scores, caused by limitations of manually configured member-
ship functions and fuzzy rules. The validation results indicate
that optimization significantly improves the performance of
the proposed FIS for trust assessment in [oMT. Despite the
lower error, the GA-optimized FIS outperformed the origi-
nal FIS. The PSO-optimized FIS achieved the best results, as
it surpassed both the original and the GA-enhanced models.
This improvement confirms that swarm-based optimization
provided better parameter refinement and convergence.
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Fig. 6. FIS optimization with PSO.
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Fig. 7. FIS validation results.

6. Evaluation

To evaluate and compare the performance of the trust assess-
ment models, simulations were performed in Matlab using
traffic features extracted from the CICIoMT2024 dataset.
Four models were examined: the original Mamdani type FIS,
its GA-optimized and PSO-optimized variants, and a weight-
ed sum trust scheme (WSTS), which is a traditional non-Al
trust assessment method.

Figure 8 illustrates the trust scores across sample measures
related to how the four models assign trust values to IloMT
traffic samples. The weighted-sum method produces rela-
tively smoother and less discriminative trust variations. The
original FIS exhibits more adaptive trust fluctuations, as it has
improved sensitivity to non-linear relations in the input data.
GA-optimized FIS gives more stable high-trust scores for be-
nign samples and lower trust scores for suspicious ones. The
PSO-optimized FIS shows the clearest separation between
trusted and untrusted samples.
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Fig. 9. Confusion matrices for models considered.

The confusion matrix plots confirm these trends, showing
a reduced number of misclassified samples in both optimized
models, where PSO-FIS shows the lowest false-negative rate
(Fig. 9).

Receiver operating characteristic (ROC) curves and the cor-
responding area under the curve (AUC) values highlight the
discriminatory strength of each method. The PSO-FIS curve
was placed farthest from the random-guess diagonal line, in-
dicating superior separability between trusted and untrusted
samples, followed by GA-FIS, the original FIS, and finally
WSTS (Fig. 10).

The simulation results demonstrate a significant advantage
of the intelligent approach to trust assessment, as the devel-
oped fuzzy-based trust assessment model outperforms the
traditional method in terms of accuracy and classification
reliability.

The integration of fuzzy inference with optimization tech-
niques leads to more precise modeling of complex and non-
linear relationships among IoMT traffic features, i.e., to im-
proved discrimination between trusted and malicious devices.
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Fig. 8. Trust scores across samples.
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Fig. 10. ROC and AUC curves.
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7. Discussion

The proposed fuzzy secure scheme for trust assessment can
be implemented within a layered IoMT architecture, consist-
ing of three layers: the perception layer, the edge/fog layer,
and the cloud layer (Fig. 11). The trust assessment scheme
is implemented at the edge layer. Deploying at the edge pro-
vides several advantages, such as reduced latency to transfer
decisions, visibility of aggregated traffic, and sufficient com-
putational capacity. Based on the calculated trust score, the
edge/fog layer enforces security policies. Devices with high
trust scores are allowed to communicate normally, while de-
vices with low trust scores may be restricted or isolated.
The cloud layer performs the general analytics and model
optimization. While trust decisions are made at the edge,
the cloud environment can periodically update fuzzy rules
or membership function parameters using GA or PSO tech-
niques. The updated parameters are then transmitted back to
the edge layer.

Depending on a device’s current trust score, it may be assigned
one of the five states. An IoMT device assigned with a very
high trust score is considered to be in a highly trusted state.
This means it exhibits a baseline behavior. The gateway routes
its traffic to the intended destination, e.g., the local hospital
server or remote cloud with prioritized quality of service. An
IoMT device assigned with a high trust score is considered to
be in a trusted state (reliable). Continuous monitoring persists,
ensuring that the device remains within acceptable operational
parameters without triggering punitive measures. Traffic is
routed with standard priority. An IoMT device assigned with
a medium trust score is considered to be in a suspicious state.
The gateway executes preventive measures without severing
the connection, recognizing that data availability is doubtful.
Actions may include limiting the alert generation rate.

An IoMT device assigned with a low trust score is considered
to be in a restricted state. This means that when anomalies
become more severe, indicating a likely compromise, the
device is to be quarantined. Medical telemetry is maintained
only if this can be done safely; strict control actions and
deep packet inspection are to be enforced. An [oMT device
assigned with a very low trust score is considered to be in
an isolation state. The gateway performs an immediate and

Perception layer
(IoMT devices: wearables, patient monitors, infusion pumps)

]

Edge layer
(trust assesment module)

]

Cloud layer
(cloud health services, remote monitoring portal,
telemedicine apps, security operations center)

Fig. 11. IoMT layered architecture.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

212026

Optimized Fuzzy Secure Scheme for Trust Assessment in loMT

aggressive isolation. Actions can include network segregation
or traffic reduction.

As this evaluation occurs directly at the edge gateway, sus-
picious behavior can be detected quickly without requiring
continuous communication with cloud servers.

The developed optimized fuzzy secure scheme for trust as-
sessment in IoMT can be deployed at the edge gateway, such
as a smart router, as a JavaScript-based software module. The
Node.js environment can be applied due to its open source
nature and asynchronous architecture, as it is able to handle
many network connections at once without slowing down.
This makes it a good option for IoMT conditions as the gate-
way must constantly manage data streams from many various
medical sensors at the same time.

The authors suggest that we divide the software into three
parts. The first (feature extractor) unit runs a packet capture
tool in Node.js, allowing it to monitor all the traffic flowing
through the gateway’s ports without interrupting it. It cap-
tures the four specific features and sends them to the second
unit — the fuzzy inference engine, which is the core compo-
nent of the JavaScript software module and reproduces the
fuzzy inference system structure of the developed during the
modeling stage through custom JavaScript functions to yield
a trust score. The third (decision) unit processes the obtained
trust score value and sends direct commands to the gateway’s
operating system to apply one of the five security actions.

Such an implementation has several advantages. It supports
real-time analysis of device behavior, enables cross-platform
deployment, and can be easily integrated with existing net-
work monitoring tools and healthcare management systems.
Consequently, this approach provides a practical solution to
deploy the optimized fuzzy trust assessment scheme in [oMT
networks.

8. Conclusions

The proposed fuzzy secure scheme for trust assessment in
the IoMT provides an accurate trust evaluation as it produces
continuous trust scores, not binary decisions, thus allowing for
more flexible security-related decisions, such as partial access
rather than complete acceptance or rejection. Furthermore, it
ensures low computational complexity, making it suitable for
resource-limited medical devices.

The core component of the scheme — a fuzzy inference system
— was developed, analyzed, and validated. The initial stage
was to build a mathematical framework for Mamdani-type
FIS, its inputs being four network traffic features from the
CICIoMT2024 dataset, and its output being a trust score for an
IoMT device. The FIS was developed in Matlab. Simulations
confirmed the correctness of the developed FIS and its ability
to adequately assess trust levels considering the selected traffic
features.

However, as its parameters were assigned manually, the devel-
oped FIS may not achieve a sufficiently high degree of accu-
racy. To increase its precision, the FIS was further optimized
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and fine tuned using two approaches — genetic algorithms and
particle swarm optimization.

Experimental results confirmed that both optimization meth-
ods yielded notable improvements in the accuracy of trust
estimation. The PSO-optimized FIS produced the most accu-
rate trust predictions. Finally, the comparative analysis of four
models — the original Mamdani type FIS, its GA-optimized
and PSO-optimized variants, and a weighted sum trust scheme
— demonstrated that optimization is essential to maximizing
the accuracy of fuzzy trust mechanisms in [oMT.

In general, this study confirms that the application of ar-
tificial intelligence techniques significantly improves trust
assessment models by increasing the level of accuracy with-
out sacrificing their complexity. The results demonstrate the
feasibility of fuzzy logic as an effective approach to trust
management in [oMT communications.
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Abstract — Signal acquisition is one of the key signal processing
tasks performed by global navigation satellite system (GNSS) re-
ceivers. It involves detecting the presence or absence of a signal
by comparing it with a predefined threshold, which can be either
fixed or adaptive. This study focuses on optimizing the thresh-
old of the trimmed mean constant false alarm rate (TM-CFAR)
detector under Rayleigh fading conditions, employing meta-
heuristic optimization techniques, due to their proven efficacy
in solving complex optimization problems. Furthermore, two
TM-CFAR detectors are applied to the data and pilot channels
of the GNSS system. Their outputs are then combined using
two logical fusion strategies: AND and OR rules. Simulation
results demonstrate that the optimized thresholds improve the
performance of the GNSS signal acquisition system.

Keywords — GNSS, metaheuristic optimization techniques,
Rayleigh fading channel, signal acquisition, TM-CFAR detector

1. Introduction

Global navigation satellite systems (GNSS) include satel-
lite constellations such as GPS, Galileo, Glonass or BeiDou,
developed to deliver precise positioning and timing informa-
tion to users worldwide [1], [2]. Among these, the Global
Positioning System (GPS) is the earliest and remains the on-
ly fully operational system enjoying widespread adoption. It
comprises a constellation of 32 satellites designed to provide
continuous service regardless of weather conditions, with
growing global demand [3]. However, as shown in Fig. 1,
GNSS signals, particularly those from GPS, are suscepti-
ble to significant degradation due to power attenuation and
multipath fading, especially under challenging visibility or
environmental conditions.

GNSS signals typically comprise two distinct components:
data and pilot channels. The data channel transmits the navi-
gation message, whereas the pilot channel, carrying a min-
imum amount of or no data at all, is primarily utilized for
precise pseudorange estimates. Signal acquisition is a fun-
damental process in ensuring the accuracy and reliability of
GNSS-based positioning. Advancements in signal process-
ing algorithms and optimization methodologies continue to

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
1 6 For more information, see https://creativecommons.org/licenses/by/4.0/

Fig. 1. GPS signal fading model.

enhance the performance of GNSS receivers, particularly in
challenging signal environments.

In this context, the authors of [1] introduced an adaptive
thresholding approach based on the cell-averaging constant
false alarm rate (CA-CFAR) technique for the altBOC ES sig-
nal under both Rayleigh and Gaussian fading conditions. Their
findings indicated promising detection performance. In [2],
an analytical formulation for the detection and false alarm
probabilities in collective detection scenarios employing the
CA-CFAR detector is proposed. To determine the optimal
thresholds for CA-CFAR detectors, metaheuristic optimiza-
tion techniques are applied in [4], in the context of Rayleigh
fading channels. Four advanced metaheuristic algorithms,
namely particle swarm optimization (PSO), biogeography-
based optimization (BBO), firefly algorithm (FA), and simu-
lated annealing (SA), are implemented and compared.

In satellite communication systems, multipath fading and
interference make the signal environment non-homogeneous,
reducing the effectiveness of the CA-CFAR detector. The
TM-CFAR detector improves performance by ignoring the
strongest and weakest signals in the reference window, thus
helping to reduce the impact of random changes. This results

212026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY


https://doi.org/10.26636/jtit.2026.2.2518
https://creativecommons.org/licenses/by/4.0/

Improving Performance of GNSS Acquisition Systems by Optimizing TM-CFAR Thresholds Using Metaheuristics

in a more precise detection threshold and a more stable
false alarm rate. Therefore, TM-CFAR is more reliable than
CA-CFAR in environments with interference and multipath
effects [5].

This study explores the integration of the TM-CFAR detector
which replaces its CA-CFAR counterpart during the acquisi-
tion phase of a GNSS receiver. By leveraging the enhanced
robustness of TM-CFAR in non-homogeneous environments,
the proposed approach aims to improve signal detection under
challenging conditions. To optimize the detector’s perfor-
mance, metaheuristic optimization techniques are employed.
This combination is expected to enhance the overall efficiency
and reliability of the GNSS data acquisition process.

To achieve this objective, four different metaheuristic opti-
mization algorithms are employed, and their performance is
evaluated and compared in order to identify the most effective
optimization strategy for enhancing the outcomes achieved
with the use of the TM-CFAR detector. These include the
following: particle swarm optimization (PSO), whale opti-
mization algorithm (WOA), ant lion optimizer (ALO), and
grey wolf optimizer (GWO).

The remainder of this paper is organized as follows. In Section
2, the proposed adaptive acquisition system operating in
a Rayleigh-fading channel with the use of the TM-CFAR
processor is presented. In Section 3, the system is analyzed
and expressions for the detection and false-alarm probabilities
as functions of the TM-CFAR parameters are provided. In
Section 4, various metaheuristic optimization techniques
are reviewed. In Section 5, the acquisition and detection
performance of the proposed scheme are evaluated based on
simulation results. Finally, concluding remarks are discussed
in Section 6.

2. System Description

This study focuses on the signal acquisition phase, which is
a critical stage in the GNSS receivers — see Fig. 2. This phase
not only detects the presence or absence of the desired sig-
nal but also estimates its key parameters, such as code delay
and Doppler frequency. The acquisition process is typical-
ly formulated as a joint detection and estimation problem,
highlighting its importance in achieving accurate and reliable
signal processing in GNSS systems [6].

Receiver
front-end
Acquisition Tracking Navigation
module module module

The signal model under consideration comprises additive
Gaussian noise, multiplicative noise, and the signal from
the visible satellite. However, the analysis is simplified by
assuming that multiplicative noise is sufficiently weak to
be neglected, allowing the focus to remain on the effects of
the additive noise and the satellite signal in the acquisition
process [4], and it is described as follows:

r(t) = V2C ¢(t — 7) cos (27rFDt+¢) +n@), (1D

where C' and ¢(t) are the signal power and the spreading code,
respectively. T and Fp are the code delay and the Doppler
frequency, respectively. ¢ is a uniformly distributed random
phase in the interval [0, 27]. Finally, n(¢) is the additive noise.
The signal described in Eq. (1) is initially multiplied by a lo-
cally generated carrier and spreading code. The resulting
signal is then processed through incoherent integration to ac-
cumulate energy over time. Subsequently, the squared magni-
tude of the integrated output is computed to form the decision
statistic.

The diagram of the proposed acquisition system is depicted
in Fig. 3.

3. System Analysis

3.1. TM-CFAR Processor

In the presence of urban interference and multipath conditions,
as well as to enhance detection performance, a constant
false alarm rate technique is introduced at the detection and
decision level. This technique offers a significant advantage
due to its ability to adapt to varying ambient noise levels,
enabling the reliable identification of visible GNSS satellites.
Although CFAR techniques are well established in radar
applications, their use in GNSS systems remains relatively
limited.

In this work, two TM-CFAR detectors are implemented at
two stages: at the output of the pilot channel and at the output
of the data channel of the GNSS receiver.

ri(f)
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ﬁ;n OO 1 D,
@ Processor
TM-CFAR 1
n-1 ¥p
~X OO
a=0

Frequency Code
generator | | generator

n—1

) o

Fig. 2. GNSS receiver scheme.
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Fig. 3. Proposed adaptive acquisition system.
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Fig. 4. Functional diagram of the TM-CFAR detector.

The functional diagram of the TM-CFAR detector, as
shown in Fig. 4, consists of M cells that precede the
cell under test (CUT). It comprises sorting, censoring and
summation routines. First, the amplitudes of the samples,
Yi1,Yio,...,Yia, ¢ = d, p for data and pilot channels, re-
spectively, are ordered from the smallest value to the largest
one as follows:

Yy € Yz < < Youy - 2

After censoring k;; samples from the lower end and k;o
samples from the upper end of each detector, i = d, p, the
noise power level Z; is estimated by performing the arithmetic
sum of the remaining reference cells content of each TM-
CFAR detector [7]:

M—k;o

> Yiup.i=dp. 3)

Jj=ki1+1

With both detectors having the same number of reference
cells M, the count of samples censored from the upper tail of
each detector serves as an estimate of the number of samples
containing multipath replicas.

Therefore, the values of k;; and k;2, i = d, p are used to
obtain the statistics Z; ¢ = d, p and the scaling factors Ty and
T, that achieve the desired false alarm probabilities, Pr 4,
i = d, p of the two adaptive detectors and, consequently, the
overall desired false alarm rate Pr 4.

Each factor T; © = d, p is determined according to the desired
false alarm rate of the corresponding TM-CFAR detector.
It is then multiplied by variable Z; to obtain the adaptive
threshold of each adaptive detector T; Z;.

3.2. Problem Definition and Formulation

In this section, we analyze the statistical detection process
of the TM-CFAR detector in a GNSS acquisition system. To
formulate the detection problem, we consider two cases:

e Hj—the received signal contains only noise (signal absent),
e H; — the received signal contains the GNSS signal in

addition to noise (signal present).

The probability density function (PDF) under the hypothesis
Hy, fy,/m, (yi/H1),i = d,p, can be expressed as:

T
Jyiym (yi/H1) = e e i=dp, =0, &

1+p

where i denotes the average signal-to-noise ratio (SNR) and
y; denotes the i-th received sample from either the pilot or
data channel under hypothesis H;. The PDF under hypothesis

18

Hy is given by:
fyij, (yi/Ho) = €Y i=d,p, ys 2 0. 5)

In this situation, the false alarm probabilities Pr 44 and Pr 4
of the data and pilot channels can be calculated using the
following expressions:

M—kg1—ka2
Praa= [ Muwi(t), ©)
M—kp1—kpa
Pray= [ Mv(Ty), @)
where
M!
M (T,
ui(Ta) = kar(M — ka1 — 1){(M — ka1 — kaz)
% kdl) 1)k ;)
X
i=0 M— kdl kd2 +Ta
M)
My (T,
1{Tp) = kpr (M — kp1 — D)U(M — kp1 — kp2)
k —i ’ 9
p1 (k§1)(_1)kp1 ©
X M—i +T
i=0 M—kp1—kp2 P
Qid .
Muvi(Ty) = —  id=2.... M — kgt —kas, (I
vi(Taq) ] id ka1 — ka2 (10)
and
a; .
M’l)i(Tp):aipj_l, Zp:2,...,M—kp1—kp2, (11)
with
M —kg —id+1
id = - , 12
@id M —kg1 —kgp—1+1 (2
and

M — kp1 — ’ip +1
M*k'plfk‘pzfi+1 ’
The detection probabilities Ppg and Pp,, of the data and pilot
channels are obtained by replacing T}; and T}, with T/ (1+ 1)
and T, /(1 + u), in Eqgs. (6) and (7), respectively.

The introduction of a fusion center, comprising two TM-
CFAR detectors, aims to enhance the detection performance
in any communication system. The fusion center will com-
bine the results of the two TM-CFAR detectors, resulting
in an increased probability of detection while maintaining
a desired probability of false alarm. Two fusion methods are
implemented in this present work: the AND rule and the OR
rule [4].

For the “AND fusion rule”, the global detection and false
alarm probabilities are given by:

PD = PDd X PDp s (14)

13)

Qip =

Pra = Prpaq X Prap . (15)

For the “OR fusion rule”, the global detection and false alarm
probabilities are as follows:

Pp=1-[(1—Ppa) x (1 - Ppy)], (16)

Ppa=1—[(1—Praa) x (1 - Pray)] . (17)
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The optimization problem under consideration involves iden-
tifying a set of six unknown parameters: T}, Ty, kp1, kp2,
ka1, and kgo that significantly impact the performance of the
system. Determining their optimal values is crucial to ensur-
ing the desired system’s behavior and maximizing its overall
performance.

The objective function governing this optimization problem
can be expressed as:

f(Tp7 Tdy kdh de, kpl; ka) =

1
’1 _PD| * (PFAO

(13)

X |PFA - PFAO|> ’

where Pr 4q is the desired false alarm rate, and symbol | . |
gives the absolute value.

The goal is to minimize f by appropriately tuning the six
unknown parameters. Classical optimization methods often
exhibit limitations when addressing complex, non-linear, non-
differentiable, or high-dimensional objective functions. In
such cases, metaheuristic algorithms provide an effective
alternative by offering flexible and computationally efficient
mechanisms for global search and convergence.

3.3. Problem Solving Methodology

To solve the present optimization problem, several meta-
heuristic techniques are employed, including PSO, WOA,
ALO and GWO. These population-based algorithms are capa-
ble of efficiently exploring the solution space and converging
toward near-optimal solutions without requiring explicit gra-
dient information or closed-form expressions of the objective
function.

By applying these algorithms, the optimal values of T}, Ty,
kp1, kp2, k41, and k4o can be effectively determined, thereby
minimizing the objective function f and achieving the desired
trade-off between detection performance and false alarm rate
Pr4.

4. Optimization Techniques

4.1. Particle Swarm Optimization

PSO stands as a widely recognized stochastic swarm-based
algorithm inspired by nature [8], [9]. The algorithm has
attracted numerous researchers over the past decade due to its
simplicity. The concept and formulation of the PSO algorithm
were inspired by observations of the social behavior of bird
flocks and fish schools [10].

In PSO, a group of particles (like a flock of birds) explores
the problem space. Each particle shares its best position and
fitness with others in the swarm, adding some randomness to
decide its next move. This movement is influenced by each
particle’s past and the overall swarm’s direction. After all
particles update their positions in one iteration, the process
repeats, exploring areas near the current best solutions. Even-
tually, the swarm tends to converge to the optimum of the
objective function.
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The rate of convergence depends heavily on the PSO vari-
ant and the control parameters. Particle speed and position
updates follow the rules outlined in [8]:

Vit = wViterrt (Prose,, — i) +cars (Gess,, — i) (19)

1

and

T =it Vid (20)
where V% and 2%, represent the speed and the position of
the 7 particle in d dimension at k time, Pfestm is the best
position visited so far by the i-th particle, and G’lfestid is the
best position visited so far by any particle in the swarm, c;
and c; are the cognitive and social acceleration coefficients,
while 1 and 75 are two diagonal matrices of random values
generated within the [0, 1] interval.

4.2. Grey Wolf Optimization

GWO stems from the social leadership and hunting technique

of gray wolves. The algorithm incorporates a mathematical

representation of the wolf pack hierarchy inspired by their

social hunting behavior, observed in gray wolves in nature.

In this algorithm, the population is divided into four groups:

e alpha (a) — the leader of the pack, responsible for decision-
making (e.g., hunting strategies). It represents the best
solution in the optimization process.

e beta () — subordinate wolves that assist a in decision-
making. They represent the second-best solution.

e delta (§) — wolves that follow o and (3, helping to control
the pack. These represent the third-best solutions.

e omega (w) — the lowest-ranking wolves that follow the other

wolves. These represent the rest of the population.
The three strongest wolves «, (3, and d, are considered to guide
the other wolves w toward promising areas in the search space.
The best solution is denoted as the o wolf, followed by G and
0 wolves, while the remaining solutions are classified as w
wolves. The optimization process in GWO is guided by «, 3,
and 4, which lead the w wolves toward the global optimum [9].
The hunting process starts with wolves encircling their prey.
This process can be expressed as follows:

D=|C Xprey(t) — X(t)] , 1)

X(t+1) = Xprey(t) —A- D, (22)
where X (t) denotes the current position of a wolf, X prey(t)
represents the position of the prey (best-known solution),
and vector D represents the distance between the position of
a wolf and the prey, weighted by a random coefficient C.

A and C are defined as follows:

-

A=2a-r1—a, (23)

=21, (24)
where 71 and 73 are random vectors in the range [0, 1], while
a decreases linearly from 2 to 0 over the course of iterations,
controlling the balance between exploration (searching new
areas) and exploitation (refining known solutions).
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To simulate the cooperative guidance of «, 3, and § wolves,
each wolf updates its position according to the influence of
these three leaders:

ﬁazlél'ia_i7
Dy = |Co- X5 = X, (25)
DBs = |Gy X5 - X|.

The final position of each wolf is then calculated as the mean
of these three influences:
. X1+ X+ X

X(t+1)= % . (26)
This mechanism allows the population to converge on its
prey (the optimal solution) while maintaining a good balance
between exploration and exploitation. The fitness function
measures the quality of each candidate solution based on the
defined optimization goal.

The main steps of the GWO algorithm are described as
follows:

1) Initialize the population of gray wolves randomly within
the search space.

2) Evaluate the fitness of each wolf.
3) Identify «, 3, and § wolves based on their fitness values.

4) The positions of the wolves are updated in accordance
with Egs. (21) — (25).

5) Reduce parameter @ linearly to shift from exploration to
exploitation.

6) Repeat the process until the termination criterion (maxi-
mum iterations or convergence) is met.

The « wolf represents the algorithm’s best solution upon
completion of the optimization.

4.3. Ant Lion Optimizer

The ALO is a swarm intelligence-based metaheuristic algo-
rithm. It models the interaction between ants and antlions in
nature [10].

The algorithm is inspired by the hunting behavior of antlions,
which trap prey in the pits they dig. In our study, this be-
havior is modeled to guide the optimization of TM-CFAR
detection thresholds in the GNSS acquisition system. The al-
gorithm adaptively explores the solution space and exploits
promising regions to improve detection performance, avoid
local optima, and ensure a reliable convergence toward opti-
mal threshold values. The algorithmic process comprises five
steps: starting with the random walk process of ants, followed
by trap construction, then ant trapping in the traps created by
antlions, ant capture, and finally reconstruction of traps.

The antlion life cycle consists of two stages: larvae and adults.
The first method of ant capture involves moving ant larvae
in a circular path to dig a cone-shaped pit in the sand. Then,
antlions use their massive jaws to throw sand out of the cone.
They then wait for insects to be trapped at the bottom of the
cone. Once captured, the prey is drawn towards the cone and
consumed by the antlions. Finally, the remains of the ants are
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discarded outside the conical pit, and the pit is improved for
the next prey to be hunted [11].

4.4. Whale Optimization Algorithm

Inspired by the natural hunting behavior of humpback whales,
WOA algorithm mimics the way these whales hunt by tar-
geting groups of krill or small fish on the water’s surface.
They form spiral bubble nets to encircle and capture their prey
while diving and ascending toward the surface. This behavior
is modeled in WOA through three strategies: prey encircling,
prey searching (exploration phase), and spiral bubble-net
attacking (exploitation phase).

The position of the i-th whale at iteration ¢ is given by:

Xf = (552,1>$§,27---,$§,D)> 1= 1727'--7N> (27)

where IV and D represent the whale population size and the
dimensionality of the problem, respectively.

The mathematical formulation of the WOA strategies is pro-
vided in [13].

5. Performance Evaluation

For the simulation outcomes, the detection probability has
been calculated using the Monte Carlo simulation method. It
is provided by the following equation:

Number of detections

Pp (28)

~ Number of all tested signal cells
The results obtained assume that the environment is a Rayleigh
fading channel. Table 1 summarizes the parameter values
used to obtain these results.

Firstly, search intervals are defined on T},, Ty € [0, 5], ka1,
ka2, kp1 and kpo € [1, %] , where M denotes the reference
window size of each detector. The initial population consists
of 30 particles, for the AND and OR fusion rules.

The results present four detector cases: identical, different,
symmetric, and asymmetric, comparing fixed-threshold and
TM-CFAR detectors. In addition, four optimization methods
were selected to calculate the unknown parameters of the two
TM-CFAR detectors (WOA, ALO, GWO, and PSO). The ef-
fects of the number of reference cells, SNR variations, and
the desired Pr4 on the performance of the system are then
investigated. Considering a signal-to-noise ratio of 60 dB-Hz,
the results are summarized in four tables with the correspond-
ing detection probabilities. These tables clearly demonstrate

Tab. 1. Simulation parameters used to obtain the desired results.

Parameter ‘ Value
Sampling frequency fs 40.92 MHz
Pra 10*
Number of iterations 100000
Population size 500
Number of interferers O 3,6
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Tab. 2. Parameters estimated using the four optimization algorithms based on the number of cells with the AND fusion rule.

Number of cells PSO GWO ALO WOA
T =1.7023 T =3.5138 T =1.5288 T =1.7647
k=1 k1 =2 k=1 ki =4
M =38 ko =2 ko =3 ko =2 ke =1
Pp =0.9770 Pp =0.9731 Pp =0.9793 Pp =0.9735
T = 0.5522 T =1.5391 T =0.8132 T = 0.6057
k1 =5 k1 =6 k1 =5 k1=5
M= 16 ko =4 ko =6 ko =4 ko =4
Pp = 0.9820 Pp =0.9822 Pp =0.9815 Pp = 0.9862
T =1.7034 T=1 T =0.651 T = 3.4978
ki=7 k=11 k=11 ki =4
M =32 ke =13 ke =13 ke =13 ke =16
Pp =0.9891 Pp =0.9793 Pp = 0.9860 Pp = 0.9889
Tab. 3. Parameters estimated using the four optimization algorithms based on Pr 4 with the AND fusion rule.
Probability of false alarm PSO GWO ALO WOA
T =1.7034 T =1.7393 T =0.651 T = 3.4978
Ppy = 104 ki=7 ki=7 k=11 ki =14
ke =13 ke =13 ko =13 ko =16
Pp =0.9891 Pp =0.9793 Pp = 0.9860 Pp = 0.9889
T =4.1283 T =1.7564 T =0.5916 T =0.5071
Ppy = 10 k1 =10 kr=9 k1 =2 ki =3
ko =13 ko =15 ko =12 ko =12
Pp = 0.9850 Pp =0.9700 Pp =0.9803 Pp =0.9833
T =0.7270 T =1.9737 T=1 T =0.9914
Ppy =10 k1 =10 k1 =5 k1 =10 k=4
ke =8 ke =14 ko =8 ko =9
Pp =0.9676 Pp =0.9524 Pp = 0.9558 Pp = 0.9552

Probability of detection

0 1 L L L L L
20 25 30 35 40 45 50 55 60 65 70
SNR [dB-Hz]

Fig. 5. Detection probability vs. SNR for three detectors: CA-CFAR,
TM-CFAR and OS-CFAR, with and without optimization methods
in a homogeneous environment.
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a superior probability of detection when using the TM-CFAR
detectors with optimization methods.

Tables 2—5 present the optimal values of the TM-CFAR
parameters (1, T}, ka1, ka2, kp1, kp2) in different scenarios.
It has been observed that the best results are obtained when
the parameters are identical (identical case). As a result,
T, and T} are replaced by T" and kg1, kg2, kp1, kp2, which
take identical values k1, ko, for AND and OR fusion rules.
Regarding the GNSS acquisition system, it is observed that the
best results are obtained with a system that has the larger value
of M. A degradation in detection performance is observed as
the target false alarm probability decreases.

Furthermore, the influence of the AND and OR fusion rules is
examined. It is evident that the best detection performance was
achieved by a system utilizing the WOA and ALO algorithms
followed by PSO and GWO for both OR and AND fusion
rules. By comparing the results presented in Tabs. 2 and 3,
a significant improvement in the probability of detection Pp
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Fig. 6. Detection probability versus SNR for the TM-CFAR detector
with optimization methods and the CA-CFAR detector.

is observed with the OR fusion rule, indicating that this rule
offers better detection performance compared to the AND
fusion rule.

Figure 5 presents the detection probability of TM-CFAR,
CA-CFAR, and OS-CFAR detectors with and without op-
timization methods, when the number of reference cells is
M = 32. CA-CFAR and OS-CFAR detectors are evaluated
relative to the TM-CFAR detector under homogeneous condi-
tions when optimization methods are employed. It is evident
that CA-CFAR performs better than TM-CFAR in this en-
vironment. Moreover, the CA-CFAR algorithm outperforms
both the TM-CFAR algorithm without optimization and the
OS-CFAR algorithm.

Figure 6 compares CA-CFAR and TM-CFAR detectors in
non-homogeneous environments with optimization tech-
niques. It has been shown that the TM-CFAR algorithm sur-
passes its CA-CFAR counterpart in these environments. It
should be noted that the problem addressed in this study focus-
es on the use of the TM-CFAR algorithm in non-homogeneous
environments.

Figure 7 compares the TM-CFAR and OS-CFAR detectors
with and without optimization techniques. It is demonstrat-
ed that the TM-CFAR algorithm surpasses the OS-CFAR
algorithm.

Figure 8 shows the evolution of the total probability of detec-
tion Pp as a function of the variation in SNR for the AND
fusion rule, using different optimization techniques, with
a fixed number of reference cells M = 32, and in a situation
in which the system contains two identical detectors. Based on
this figure, it can be observed that the PSO technique provides
the best performance compared to the remaining approaches.

Figure 9 illustrates the evolution of the overall probability
of detection as a function of SNR, for the four cases: identi-
cal, non-identical, symmetrical and non-symmetrical. From
this figure, we observe that the performance is better in the
identical and symmetrical cases compared to the remaining
scenarios.
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Fig. 7. Detection probability versus SNR for TM-CFAR and OS-
CFAR detectors, with and without optimization methods.
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Fig. 8. Comparison between the four optimization algorithms of the
TM-CFAR detector.
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Fig. 9. Comparison of detection probability against SNR of the
TM-CFAR detector for the four cases: identical, non-identical,
symmetrical, and non-symmetrical, Pra4 = 10™* and M = 32.

The evolution of the overall detection probability as a function
of SNR variation is represented for the AND fusion rule
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Tab. 4. Parameters estimated using the four optimization algorithms based on the number of cells with the OR fusion rule.

Number of cells PSO GWO ALO WOA
T = 3.5268 T =2.7131 T = 3.5020 T = 3.5383
k=1 k=1 k=1 k=1
M—28 1 1 1 1
ko =1 ko =1 ko =1 ko =1
Pp = 0.9987 Pp = 0.9986 Pp =0.9988 Pp = 0.9987
T =1.5979 T = 3.6054 T =3.6323 T=5
ky =4 ki1 =6 ki1 =6 k1 = 3.5563
M= 16 1 1 1 1
ko =3 ko =15 ko =15 ko =6
Pp =0.9994 Pp = 0.9992 Pp = 0.9992 Pp = 0.9992
T = 0.5963 T =1.5117 T = 0.9092 T =0.8072
ki1 =6 ki=17 k1 =6 ki1 =6
M = 32 1 1 1 1
k2:8 k2:13 k2:8 k2:8
Pp =0.9998 Pp = 0.9996 Pp =0.9995 Pp = 0.9996
Tab. 5. Parameters estimated using the four optimization algorithms based on Pr 4 with the OR fusion rule.
Probability of false alarm PSO GWO ALO WOA
T = 0.5963 T =1.5117 T = 0.9092 T =0.8072
k1 =6 = k1 =6 k1 =6
Ppy=10"1 ! ! !
ko =8 ko =13 ko =38 ko =8
Pp =0.9998 Pp = 0.9996 Pp =0.9995 Pp =0.996
T =4.1283 T =1.5834 T =1.0286 T = 0.6289
k1 =10 k1 =2 ki=17 ki =4
Ppa = 10-6 1 1 1 1
ko =13 ko =10 ko =4 ko =6
Pp =0.9995 Pp =0.9989 Pp =0.9985 Pp =0.9994
T = 3.9342 T =1.5500 T = 0.6495 T =1.5285
ki=2 k1 =10 ki =09 ki =10
Poa = 10-% 1 1 1 1
ko =12 ko =6 ko =1 ko =6
Pp =0.9959 Pp =0.9981 Pp =0.9989 Pp =0.9982
in Fig. 10, for different values of Pr4, and a fixed value |
of the number of reference cells M = 32, in a system
with two identical detectors. It can be seen from this figure 091
that a decrease in false alarm probability Pr 4, results in 5 08
a significant degradation of detection probability. 5 07f
Figure 11 shows the evolution of the probability of detection f 06}
with respect to SNR for the AND fusion rules. It is shown 2‘ 0.5
that the higher the number of reference cells, the better the § 0.4 |
system and its detection performance. T o3l
£ o
To see the difference between the results obtained with the o2k
two fusion rules, i.e. AND and OR, more clearly, the variation o1l
in the total detection probability as a function of SNR for the '0

two TM-CFAR detectors is presented.

The performance of the proposed system in terms of detection
probability is shown in Fig. 12. It is evident from that figure
that the system using the OR fusion rule outperforms the
one employing the AND fusion rule in terms of detection
probability.
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Fig. 10. Detection probability versus SNR of the TM-CFAR detector
with different values of Pr 4, in the case of M = 32.
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Fig. 11. Detection probability versus SNR of the TM-CFAR detector
with different values of M, in the case of Pr a4 = 1074
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Fig. 12. Detection probability versus SNR of the TM-CFAR detector
using PSO technique for AND and OR fusion rules in a scenario
when M = 32 and with different detectors employed.

6. Conclusions

In this work, an attempt to enhance the efficiency of an ap-
proach based on metaheuristic optimization algorithms is
presented to optimize the detection thresholds of TM-CFAR
detectors. In this context, various simulations were performed,
and the obtained results were compared and analyzed for dif-
ferent cases under consideration. The results indicate that ap-
plying these optimization methods enhances the performance
of TM-CFAR detectors in non-homogeneous environments
by enabling better estimation of scaling factors and estimated
levels of noise power. Performance of the acquisition system
is strongly influenced by the choice of fusion rules, as well as
the use of identical or distinct detectors for the data and pilot
channels.

The comparison of all optimization techniques revealed that
PSO achieved the best performance in non-homogeneous
environments. Furthermore, the OR fusion rule outperformed
its AND counterpart, confirming the effectiveness of the
proposed methods.
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Abstract — Pattern division multiple access (PDMA) is recog-
nized as a promising non-orthogonal multiple access technique
for overloaded wireless systems, capable of being used for multi-
plexing multiple users over a limited set of resources. However,
the real performance of PDMA is determined not only by the
access principle itself, but also by the joint interaction between
pattern design, transmit power allocation, and receiver inter-
ference cancellation. This paper proposes a fairness PDMA
scheme for overloaded downlink systems based on joint pattern
assignment, power allocation, and adaptive successive interfer-
ence cancellation (SIC). The design aims to improve spectral
efficiency and user fairness under real residual-interference
conditions. Simulation results show that the proposed PDMA
consistently outperforms orthogonal multiple access (OMA) and
fixed-pattern PDMA techniques. At 30 dB, the proposed scheme
achieves an average sum rate of approximately 14.5 bit/s/Hz
under ideal SIC, compared with nearly 12 bit/s/Hz for OMA
and approx. 8.5 bit/s/Hz for fixed-pattern PDMA. In terms of
fairness, at an overload factor of A= 1.5, the proposed method
attains a Jain’s fairness index of approx. 0.84, whereas OMA
and fixed-pattern PDMA achieve nearly 0.58 and 0.44, respec-
tively. These results confirm that an adaptive joint design allows
to obtain both high throughput and balanced user performance
in overloaded PDMA systems.

Keywords — NOMA, overloaded access, pattern design, PDMA,
power allocation, SIC

1. Introduction

Growing demand for high spectral efficiency, low latency,
and massive connectivity has rendered conventional orthog-
onal multiple access (OMA) insufficient for future wireless
systems. In OMA, users are separated by orthogonal time,
frequency, or code resources, which simplifies the receiv-
er design but limits the number of users served. Therefore,
non-orthogonal multiple access (NOMA) has been widely
studied as a key enabling principle for fifth-generation (5G)
wireless communication and beyond networks. Multiple users
may share the same physical resource block and their mutual
interference is handled by a structured transmitter design and
receiver multi-user detection [1]-[3].

Among the main NOMA variants, pattern division multi-
ple access (PDMA) is particularly attractive, as it combines
resource-domain pattern mapping with power-domain super-
position to improve access connectivity and spectral efficien-
cy. In PDMA, each user is assigned to a sparse transmission
pattern over a limited set of resource elements, and the over-

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
26 For more information, see https://creativecommons.org/licenses/by/4.0/

lap among users is controlled by a binary pattern matrix.
This structure provides both diversity gain and overload ca-
pability, while still enabling practical multi-user separation
through receivers based on successive interference cancel-
lation (SIC), message passing, or hybrid detection [4]—[8].
In contrast to power-domain NOMA with a single resource
block, PDMA allows users to be multiplexed jointly across
multiple resources, turning the pattern matrix into a central
design variable.

Although PDMA offers important advantages, its perfor-
mance depends strongly on three coupled factors. The first
is the structure of pattern matrix, controlling the diversity
order of each user and the degree of crowding on each re-
source element. The second is the transmit power distribution,
directly affecting both the achievable rate and the SIC de-
coding reliability. The third is the receiver operation, since
real SIC is imperfect and residual interference may propagate
through the detection chain. Therefore, a simple comparison
between PDMA and OMA is insufficient for a high-quality
study, because the real problem lies in how PDMA is de-
signed and operated under realistic channel and interference
constraints [9], [10].

Existing literature has already shown the importance of these
issues. The authors of [5] studied the design of PDMA pattern
matrices for uplink deployment scenarios and highlighted
the decisive role of pattern structure in system performance.
In [4], PDMA is introduced as a non-orthogonal access frame-
work for 5G radio networks and its ability to exploit structured
user multiplexing is demonstrated. Paper [6] further developed
a joint transmitter and receiver design in which pattern map-
ping, power allocation, and hybrid detection are considered
jointly. More recently, the authors of [11] investigated down-
link power allocation optimization in PDMA and showed that
imperfect channel state information (CSI) must be considered
in practical deployments.

However, despite these important contributions, two limita-
tions remain visible. First, many studies either use fixed or
preselected PDMA patterns, which restricts the adaptability
of the system under changing user demands. Second, fairness
and residual SIC error are often not integrated explicitly into
a unified design framework.

Motivated by these considerations, this paper proposes
a fairness-aware downlink PDMA scheme in which the pat-
tern matrix, user powers, and SIC decoding order are joint-
ly updated in an alternating manner. Unlike a conventional
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benchmarking paper that merely verifies that PDMA outper-
forms OMA, this work explicitly formulates the underlying
joint design problem, captures residual interference during
SIC, and studies the tradeoff among sum rate, BER, fairness,
and overloaded access capability. The main idea is that the
PDMA pattern should not remain fixed. Instead, it should
adapt depending on channel strength, rate deficit, and inter-
ference congestion.

The main contributions of this paper are summarized as
follows:

e a generalized downlink PDMA system model is established
for overloaded operation, where multiple users share a lim-
ited number of resource elements through a sparse binary
pattern matrix,

e a fairness-aware optimization framework is formulated in
which the pattern matrix and the transmit-power vector
are treated as coupled design variables under total-power,
overload, and minimum-rate constraints,

e a residual-interference-aware SIC receiver model is incor-
porated in order to reflect non-ideal cancellation and to
make the design more realistic,

e a low-complexity alternating algorithm is developed to
update the pattern matrix, transmit powers, and decoding
order iteratively,

e the proposed scheme is benchmarked against OMA and
conventional fixed-pattern PDMA in terms of sum rate,
BER, fairness index, overload behavior, and convergence
characteristics.

The remainder of this paper is organized as follows. Section
2 presents the considered PDMA system model and the asso-
ciated performance metrics. Section 3 develops the proposed
fairness-aware joint design algorithm. Section 4 describes the
simulation setup and discusses the numerical results. Finally,
Section 5 concludes the paper.

2. System Model

Consider the downlink of a single-cell PDMA system in which
one base station serves K users over NV orthogonal resource
elements, where K > N is allowed in order to support

overloaded transmission. Let = {1, 2, ..., K} denote the
user set and A" = {1,2, ..., N} denote the resource-element
set. The overload factor is defined as:
K
A= N (D

where A > 1 corresponds to non-orthogonal overloaded
access.

2.1. Pattern Matrix Representation

The PDMA resource assignment is represented by a binary
pattern matrix:

G = [gn.i] € {0, 1}V )

where g, ;, = 1 indicates that user k occupies resource
element n, while g,, , = 0 means otherwise. The diversity

212026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

Fairness-aware Joint Pattern and Power Design for Downlink PDMA Systems

order of user k is:

N
di = Zgn,k , 3)

n=1

and the row weight of the n-th resource element is:

K
W =Y Gk, @
k=1

which measures how many users share the same resource
element.

2.2. Transmit Signal Model

Let x;, be the information symbol of user &, normalized such
that:

E{|zx’} =1, ®)
and let p; denote the power allocated to that user. The super-
posed transmit signal on resource element n is then:

K
Sn = Zgn,k Pk Tk, nenN. 6)
k=1

The total available transmit power is constrained by:

K
> op<Pr,  pez0,Vk, )
k=1

where Pr is the base-station power budget.

2.3. Channel and Received Signal Model

Assume flat Rayleigh fading over each resource element. Let
hy i € C denote the channel coefficient from the base station
to user k on resource element n and let z, , ~ CN (0, Ny)
denote complex additive white Gaussian noise. Then the
received signal at user k on resource 7 is:

K
Yn,k = hn,k: Z gn,j\/Zzjj + Znk - ®)
j=1
Separating the desired term from the interference terms gives:
K
Ynok = Mk Gn,k /PETr + Z Pk Gnj /PiT5 + Zngk - (9)
j=1
J#k

For user k, the effective composite channel gain over its
assigned pattern is defined as:

N
e =3 Gnk [hnl - (10)
n=1

Similarly, the effective interference coupling from user j to

user k is:
N
Hk,5 = E gn,j
n=1

2.4. Residual-Interference-Aware SIC

Let m(1),m(2),...,m(K) denote the SIC decoding order.
Since practical cancellation is imperfect, a residual interfer-
ence factor p € [0, 1] is introduced, where p = 0 corresponds

B k] a1
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to ideal SIC and p > 0 models imperfect cancellation. Under
this model, the effective SINR of user k is:

Dk [k
Ve = ) (12)
> ik +p Y, Ptk + No
JEU) J€Ck

where U}, is the set of users not yet cancelled when decoding
user k, and Cy, is the set of already cancelled users.

Accordingly, the achievable rate of user k is:

Ry, = log, (14 &) [bit/s/Hz] , (13)

and the system sum rate becomes:
K
Roum =Y Ri . (14)
k=1

To evaluate service uniformity, Jain’s fairness index is adopt-
ed:

=0 15)

where values closer to one indicate more balanced user per-
formance.

2.5. Joint Design Problem

The main objective is to jointly optimize the pattern matrix
and transmit-power vector while preserving fairness. This
leads to the following constrained optimization problem:

K
max Zkak
G.,p
k=1
K
s.t. Zpk < Pr,
k=1

pk207 Vk7

gnk € {0,1}, vn,k, (16)

K
Zgn,k < Whax, Vn,
k=1

Ry, > R;cnin7 vk )
N

Zgn,k = dy, vk,

n=1

where wy, is a user-priority weight, R™™ is the minimum re-
quired rate of user k, and Wy,,x is the maximum allowable
row weight. Because Eq. (16) includes both binary and con-
tinuous variables and the rates are interference-coupled, the
problem is mixed-integer and non-convex.
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3. Proposed Fairness-aware PDMA
Scheme

3.1. Utility Function

To balance throughput and fairness, a weighted utility function
is defined as:

K K
J(G,p) =D wiRi—8Y_ [max (0,Ry™ — Ry)]*, (7)
k=1 k=1

where 3 > 0 controls the penalty associated with rate-deficit
violations. The second term prevents the optimizer from
favoring only the strongest users.

Define the normalized rate-deficit factor of user & at iteration
t as:

. +
(Rzlm _ R;:))
Rrknin ’

This factor quantifies how far the user is from its target rate.

A;ct) = ()t = max(z,0). (18)

3.2. Pattern Update

For fixed power allocation and SIC order, the pattern matrix
is updated using a fairness- and interference-aware score. For
user k on resource element n, define:

o® — o Pnil® AD g W0 (10
””“_almax|hmk|2+a2 R Qs —aqZ, 5, (19)
menr max

where a1, ag, as, aq > 0 are weighting coefficients and
K

7, = 300

2
n,j Pj |

(20)

=1
ik

is the instantaneous interference cost on resource element 7.
The updated pattern variable is then selected as:

1

t+1 )

g'fz,k ) = {07
21

In this way, a user is assigned to resources that jointly offer
high channel quality, low congestion, and strong fairness
benefit.

if n belongs to the best dj, resources for user k,

otherwise.

3.3. Power Update

After updating the pattern matrix, the interference terms
are frozen and the power vector is updated. The surrogate
achievable rate of user k becomes:

~ pepy Y
RV = log, (1 o > ; (22)
I, + No
where
0= 3" 0wl 0 > p (23)
jeut jec

The resulting power-allocation subproblem admits a water-
filling-like solution [12]:

+
ey _ [we+8AY L+ No
ET L A0 me ptt

(24)
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where )\g) is the Lagrange multiplier selected such that:
K
Yont=rpr. (25)
k=1

Thus, users with stronger rate deficit and larger effective
channel gain receive more power.

3.4. Adaptive SIC Ordering

Once the pattern matrix and power vector are updated, the SIC
order is refined according to the effective composite received
strengths [13]:

FI(:H) :pl(gt+1)ﬂgct+l) . (26)

The decoding order is then determined such that:

(t+1) (t+1) (t+1)
Fw(l) Z F7r(2) Z 2 I}(K) : @7

This step ensures that users with the strongest composite
received signals are decoded first.

Accordingly, the proposed receiver adopts a strong first SIC
rule, where users are ordered in descending values of F,(CHI).
This greedy ordering improve early stage decoding reliability
because users with larger received power and effective channel
gain are decoded before weaker users, hence, reducing error
propagation under imperfect SIC.

3.5. Overall Algorithm

The complete procedure is summarized as follows:
1) Initialize a feasible pattern matrix G(O), a feasible power
vector p(?), and a SIC order 7(?).

2) Compute the instantaneous SINR, achievable rate, and
rate-deficit factor for each user.

3) Update the pattern matrix using the score in Eq. (19).
4) Update the power vector using Eq. (24).
5) Update the SIC order according to Eq. (27).
6) Repeat steps 2 — 5 until the utility variation |7 (“+1) — 7(*)|
falls below a threshold ¢.

The dominant complexity per iteration is associated with
score evaluation and sorting, yielding an overall complexity
of:

O(KNlogN + Klog K) |, (28)
which is significantly lower than exhaustive joint search.

4. Results and Discussion

4.1. Simulation Setup

The proposed method is evaluated in a single-cell down-
link scenario under Rayleigh fading. The results compare
four schemes: conventional OMA, fixed-pattern PDMA, the
proposed fairness-aware PDMA under ideal SIC, and the pro-
posed fairness-aware PDMA under imperfect SIC. Unless
otherwise stated, the representative simulation parameters
listed in Tab. 1 are used.
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Tab. 1. Representative simulation parameters.

Parameter Value
Number of users K 6
Number of resources N 4
Overload factor A 1.5
Modulation QPSK
Channel model Rayleigh fading
Noise spectral density AWGN
Total transmit power P 0-30dBm
Maximum row weight Wy, ax 3
Residual SIC factor p 0,0.05, 0.1
Minimum rate target R{"" 0.5 bit/s/Hz
Monte Carlo runs 10*
Stopping threshold e 10-4

The performance metrics considered in this section are the
achievable sum rate, user BER, Jain’s fairness index, outage
probability, and convergence behavior. The system is sim-
ulated over a wide transmit-SNR range in order to evaluate
both low- and high-power operating regimes.

4.2. Sum Rate Performance

Figure 1 illustrates the average sum rate as a function of the
transmit SNR. As expected, all schemes benefit from increas-
ing transmit power, but the proposed fairness-aware PDMA
achieves the highest throughput across the entire operating
range. This behavior is explained by the joint adaptation of
the pattern matrix and power vector.

In contrast, OMA is limited by strict orthogonal allocation,
while fixed-pattern PDMA cannot exploit the changing chan-
nel and rate-deficit states of the users. The gain of the pro-
posed method becomes more pronounced in the medium-
and high-SNR regions, where resource sharing and dynamic
interference management play a more pronounced role.

15 \

—6—OMA
—&— fixed-pattern PDMA
proposed PDMA (ideal SIC)

—A— proposed PDMA (imperfect SIC)

Average sum rate [bit/s/Hz]

0 5 10 15 20 25 30
SNR [dB]

Fig. 1. SNR vs. average sum rate for OMA, fixed PDMA, proposed
PDMA (ideal SIC), proposed PDMA (imperfect SIC).
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Fig. 2. Overload factor vs. Jain’s fairness index.

4.3. Fairness and Overload Analysis

Figure 2 shows Jain’s fairness index as a function of the
overload factor. A key observation is that fairness generally
degrades as more users are forced to share the same limited
set of resources. However, the proposed design maintains
a significantly higher fairness level than fixed-pattern PDMA,
because the rate-deficit term in the utility function actively
protects underserved users.

This is an important result, since overloaded access without
fairness control often yields high aggregate throughput at
the expense of weak users. The proposed method, therefore,
offers a more balanced tradeoff between network efficiency
and user service regularity.

4.4. Fairness and Overload Analysis

Figure 3 depicts BER performance under different SIC condi-
tions. The results confirm that residual interference degrades
the BER of all non-orthogonal schemes, especially in the
moderate SNR region, where the cancelation process is more
sensitive to ordering and power imbalance.

Nevertheless, the proposed fairness-aware PDMA remains
more robust than fixed-pattern PDMA, since the adaptive
ordering and interference-aware pattern assignment reduce
the effective multi-user interference seen by the receiver.
Under ideal SIC, the best BER performance is obtained,
whereas a moderate performance loss is observed for p > 0.
This behavior is consistent with the practical expectation that
non-ideal cancellation introduces residual interference floors.

4.5. Sum Rate and Overload Analysis

Figure 4 shows the average sum rate as a function of the
overload factor, defined by A = K/N. One may observe
that the proposed PDMA scheme achieves the highest sum-
rate performance over the entire considered overload range.
In particular, the proposed method benefits from moderate
overload, as joint optimization of the pattern matrix and power
allocation allows the available resource elements to be used

30

Average BER

—6—OMA

—&— fixed-pattern PDMA ‘
proposed PDMA (ideal SIC) Y

—&— proposed PDMA (imperfect SIC)

1073 | | | . .
0 5 10 15 20 25 30

SNR [dB]

Fig. 3. SNR vs. average BER.

more efficiently. As the overload factor increases from A = 1
to approx. A = 1.5, the average sum rate of the proposed
scheme increases, indicating that controlled non-orthogonal
sharing can improve spectral efficiency when interference is
properly managed.

However, for larger overload levels, a slight performance re-
duction is observed due to the stronger multi-user interference
created by the denser resource sharing. Despite this reduc-
tion, the proposed method still maintains a clear advantage
over both OMA and fixed-pattern PDMA.

In contrast, the OMA scheme shows a progressive decline in
sum rate as the overload factor increases, since orthogonal
allocation becomes less efficient when more users compete
for the same limited resources. The fixed-pattern PDMA
scheme also exhibits inferior performance, because it lacks
the adaptability required to respond to changing interference
and user-demand conditions.

Therefore, Fig. 4 confirms that the proposed fairness-aware
PDMA design provides a more favorable tradeoff between
overload capability and achievable throughput.

45 B

35 B

231 [—e—oMA ]
—&— fixed-pattern PDMA
2r proposed PDMA 1

Average sum rate [bit/s/Hz]

Fig. 4. Overload factor vs. average sum rate.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY

212026



4.6. Discussion

The presented results lead to several important observations.
First, the superiority of PDMA cannot be attributed solely
to its non-orthogonal access principle. Instead, pattern ma-
trix and power allocation must be designed jointly. Second,
fairness-aware control is essential in overloaded regimes,
since throughput-only designs tend to over-favor strong users.
Third, residual SIC error cannot be ignored in realistic evalu-
ations, because the practical benefit of PDMA depends on
how well the receiver can suppress interference generated by
the shared resources.

Finally, the proposed alternating framework offers a favorable
complexity-performance tradeoff, making it more suitable for
implementation than exhaustive joint optimization.

It is worth stressing that the proposed optimization frame-
work assumes perfect CSI at the transmitter. Although this
assumption is considered in many articles as a standard for
isolating performance gains attributable to the joint pattern
and power design, it may not reflect real conditions. In reali-
ty, CSI is usually estimated at the receiver and then fed back
to the base station through a channel which introduces esti-
mation errors. The impact of imperfect CSI on the proposed
scheme is expected to manifest itself primarily in two ways:
first, the pattern score in Eq. (19) would be computed based
on noisy channel estimates, which leads to suboptimal pat-
tern assignments; second, other power allocation techniques
are required to fix the inaccurate channel estimated gain. In-
corporating a robust optimization scheme to take into account
the stochastic CSI uncertainty is a very promising future work
beyond the 5G systems.

Overall, the results show that the proposed method transforms
PDMA from a fixed access mechanism into an adaptive multi-
user design framework. This shift is important for future
beyond-5G systems, where connectivity density, fairness
constraints, and interference dynamics are expected to be
more demanding than in conventional orthogonal settings.

5. Conclusions

A fairness-aware joint pattern and power design for downlink
PDMA systems has been discussed in this paper. The proposed
method combines adaptive pattern allocation, power update,
and SIC ordering in a unified framework for overloaded
transmission. The numerical results show clear gains over the
benchmark schemes. At 30 dB, the proposed PDMA reaches
approx. 14.5 bit/s/Hz, while OMA and fixed-pattern PDMA
achieve nearly 12 and 8.5 bit/s/Hz, respectively. In addition,
at A = 1.5, the proposed scheme improves the fairness index
to approximately 0.84, compared with nearly 0.58 for OMA
and 0.44 for fixed-pattern PDMA. These results demonstrate
that the benefit of PDMA is maximized when pattern design
and power allocation are optimized jointly rather than kept
fixed.

Fairness-aware Joint Pattern and Power Design for Downlink PDMA Systems
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Abstract — The message queuing telemetry transport (MQTT)
protocol is widely adopted in smart home IoT ecosystems de-
spite its default configuration failing to offer adequate protection
against eavesdropping or payload manipulation. This study
addresses an important research gap and attempts to deter-
mine whether AES-128 payload encryption is capable of secur-
ing MQTT transmissions without degrading the effectiveness
of machine learning-based intrusion detection systems (IDS).
Three security configurations, namely TLS, payload encryp-
tion, and token-based authentication, deployed on the ESP32
microcontroller family, are compared and their impact on mes-
sage latency is measured. Experimental results show that the
AES-128 encryption overhead remains at below 25% of the mes-
sage publication time on ESP32-S3. To evaluate the robustness of
IDS under encryption, we apply a reproducible modification to
the MQTTset benchmark dataset that replaces variable-length
plaintext payloads with fixed-length ciphertext representations
while simultaneously preserving feature semantics and labeling
consistency. 5 out of 6 evaluated classifiers maintained their accu-
racy level at above 99% on the modified dataset, with tree-based
and neural models showing no meaningful degradation. Only
Naive Bayes proved unsuitable, with its accuracy dropping from
98.79% to 62.15% due to its independence assumptions being
violated by cryptographic uniformity. These results confirm that
AES-based MQTT payload encryption is a practical and efficient
security measure for resource-constrained IoT environments,
provided that appropriate classifiers are employed.

Keywords — AES, encryption, feature selection, machine learning,
MQTT

1. Introduction

The proliferation of interconnected devices in home networks
relies increasingly on standard communication protocols such
as MQTT. This enables the integration of diverse devices, si-
multaneously facilitating efficient data aggregation and distri-
bution. However, such connectivity raises significant security
concerns, particularly given the limitations of available band-
width, computing power, memory usage, and power supply
constraints affecting the devices concerned. Although they
are typically not targeted as frequently as enterprise infras-

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
3 2 For more information, see https://creativecommons.org/licenses/by/4.0/

tructures, home networks remain vulnerable to manipulation
consisting, for instance, in impersonating a valid network
endpoint, making data encryption essential. While gaining
in popularity and being applied on a wide scale, the mes-
sage queuing telemetry transport (MQTT) protocol does not
provide built-in encryption at the application layer [1], [2].

Despite extensive research on securing MQTT communica-
tion and on machine learning-based intrusion detection sys-
tems (IDSs), interaction between MQTT payload encryption
and protocol-level attack detectability remains insufficiently
explored. In particular, it remains unclear whether encrypting
application-layer data alters the statistical properties of MQTT
traffic in a way that degrades the effectiveness of IDSs trained
on protocol features. This uncertainty is especially critical
for smart home environments, where resource-constrained
devices must balance security, performance, and detection
capability.

Most recent studies either assume plaintext payloads for IDS
design or focus exclusively on cryptographic protection with-
out validating its impact on anomaly detection. In contrast,
this work explicitly investigates whether AES-based MQTT
payload encryption may be deployed without sacrificing IDS
performance, combining embedded-system measurements
with a modified benchmark dataset to ensure fair and repro-
ducible evaluation.

1.1. Research Problem and Objectives

Securing MQTT communication in smart home environ-
ments poses a fundamental design challenge. On the one
hand, resource-constrained devices such as ESP32-based sen-
sors have limited computational resources, making complex
cryptographic mechanisms impractical. On the other hand,
plaintext MQTT payloads are trivially susceptible to eaves-
dropping and manipulation by any party with access to the
local network segment.

Transport layer security (TLS) addresses confidentiality at
channel level but does not protect payload data end-to-end,
e.g. when messages are relayed through an intermediary bro-
ker or stored for later processing. Lightweight payload-level
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encryption, such as AES-128, may complement TLS by pro-
viding end-to-end content protection at a potentially lower
computational cost. However, whether this added encryption
layer is practically feasible on resource constrained microcon-
trollers, and at what latency cost, remains an open empirical
question.

An equally critical concern arises at the intersection of en-
cryption and intrusion detection. Machine learning-based
IDSs trained on MQTT traffic typically rely on features de-
rived from protocol-level fields, including packet lengths,
timing patterns, and message types. When payload encryp-
tion transforms variable-length plaintext into fixed-length
ciphertext, it alters the statistical distribution of these features.
Therefore, it is unclear whether classifiers trained on plain-
text traffic will retain their detection accuracy when applied
to encrypted traffic. Existing benchmark datasets, such as
MQTTset [3], contain plaintext payloads only and thus cannot
be used directly to evaluate IDS robustness under encryption.
A systematic methodology for adapting such datasets to re-
flect encrypted payloads, while preserving feature semantics
and label consistency, is currently unavailable.

1.2. Contribution of This Work

This work addresses the problem of securing MQTT-based
smart home communication while preserving the effective-
ness of machine learning-based intrusion detection systems
operating on protocol-level features. Unlike many existing
studies that focus either on cryptographic protection or on
intrusion detection in isolation, this paper considers their in-
teraction under realistic resource constraints. As a result, the
contributions of this study span both scientific insights into
IDS behavior under encrypted traffic and engineering val-
idation of lightweight security mechanisms on embedded
platforms.

From a methodological and analytical perspective, this paper
provides:

e a systematic investigation of how AES-based MQTT pay-
load encryption influences the statistical characteristics of
protocol-level features used by machine learning—based
intrusion detection systems,

e a reproducible methodology for adapting an established
benchmark dataset to reflect encrypted, fixed-length MQTT
payloads while preserving feature semantics and labeling
consistency,

e a comparative evaluation of classical and neural machine
learning classifiers, revealing which algorithmic families
remain robust under payload encryption and which are
adversely affected by cryptographic transformations.

From an implementation and validation perspective, the paper
delivers:

e a practical implementation and comparison of multiple
MQTT security configurations, including TLS, authenti-
cation mechanisms, and AES-128 payload encryption, on
ESP32 microcontrollers representing different processor
architectures,
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e detailed experimental measurements of connection setup
time, message publication latency and encryption overhead
under constrained computational and energy conditions,

e an end-to-end validation demonstrating that payload-level
encryption can be integrated into MQTT-based smart home
systems without compromising intrusion detection capa-
bilities, provided that appropriate classifiers are employed.

The remainder of this paper is structured as follows. Section
2 reviews related work, Section 3 describes the approach
developed by the authors and the experimental setup. Section 4
evaluates performance of the encryption method used. Section
5 presents and discusses performance of the proposed ML
algorithm-based IDSs, while Section 6 concludes the study.

2. Related Works

As the number of networked devices continues to grow,
home network security becomes an increasingly complex
issue. This makes home network infrastructure an attractive
target for attacks and a platform for launching attacks on
other environments (e.g. botnets). A review of the literature
describing attacks on home networks reveals a considerable
number of scientific works focusing on the topic in question.
Integration of existing solutions with monitoring and control
systems presents additional challenges. MQTT is a popular
solution used in this specific area. MQTT defines how IoT
devices can publish and subscribe to data over the Internet.

The sender (publisher) and the receiver (subscriber) com-
municate via topics and are decoupled from each other. The
MQTT broker filters incoming messages and distributes them
correctly to the subscribers.

2.1. Home Network Threats Described in the Literature

The survey presented in [4] provides a systematic literature
review of cybersecurity in Smart Home Internet of Things
(SHIOT) environments. The authors catalog common attacks
against SHIOT, including: (i) brute-force attacks, (ii) data
breaches and monitoring, (iii) denial-of-service (DoS) attacks,
(iv) data forgery, and (v) spam or malware. Paper [5] maps
this classification to attacks targeting the MQTT protocol.
When analyzing vulnerabilities and potential attacks on the
MQTT protocol, the authors also considered changes in-
troduced in its subsequent versions, particularly the latest
5.0 iteration'. They also provide defense strategies and best
practices for hardening MQTT-aware nodes. In this context,
several approaches are selected:

e proper authentication and robust access control lists (ACLs)
to restrict publish/subscribe capabilities per client and
topic,

e end-to-end security considerations, including payload-level
encryption or application-layer cryptographic protections
to complement TLS and achieve true end-to-end confiden-
tiality,

"https://docs.oasis-open.org/mqtt/mqtt/v6.0/mqtt-v5.
0.html
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e secure broker and client deployment practices,

e monitoring, anomaly detection, and testing approaches to
identify misconfigurations and vulnerable implementations
before exploitation.

The authors also emphasize the role of modern techniques

such as ML-based anomaly detection and cryptographic

mechanisms in mitigating MQTT-specific threats.

Unfortunately, while the literature provides a comprehensive

taxonomy of attacks targeting smart home and MQTT-based

environments, it does not address how such threats can be
effectively detected when application-layer data are protected
using payload-level encryption.

2.2. Securing MQTT-based Networks

Effectively securing MQTT-based networks is essential, be-
cause MQTT is often used in IoT systems where devices are
resource-constrained and widely distributed. Common ap-
proaches and best practices for securing MQTT deployments
include the following:

e transport-layer encryption (TLS/mTLS),

e authentication and authorization of clients (publishers and
subscribers),

e securing the topic structure,

e protecting the payload through encryption and/or digital
signatures,

e hardening the software layer of MQTT-based systems and
brokers (operating systems, hypervisors, etc.),

e monitoring system behavior and enforcing the principle of
least privilege.
There is a substantial body of research addressing these
aspects and proposing various security enhancements.
The proposed countermeasures include secure configuration
practices for nodes and brokers, intrusion detection systems,
and cryptographic mechanisms for protecting both MQTT
sessions and data payload. Specifically, article [6] proposes
a lightweight symmetric encryption algorithm optimized for
MQTT constraints to enhance confidentiality and integrity of
device-broker communication. In [7], an in-depth analysis of
MQTT protocol security is presented, including experiments
with different cryptographic integrations under IoT-specific
constraints. In the study, AES-CBC, RSA, and ECC-AES are
applied to encrypt the message payload, and the system is
tested against attacks such as black-box penetration, man-in-
the-middle (MiTM), identity spoofing, and denial-of-service
(DoS).
The authors of [8] analyze the overhead associated with
double encryption in end-to-end security models and propose
improvements for streamlined secure MQTT communication
with robust key management and authentication mechanisms.
Similarly, a novel approach based on AugPAKE authentication
and PRESENT encryption is proposed in [9] to achieve mutual
authentication, confidentiality, and non-repudiation in MQTT-
based applications.
Another approach is presented in [10], where the MQTT-TLS
profile for authentication and authorization for the constrained
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environments (ACE) framework specified by the IETF [11]
is implemented and evaluated. This work focuses on imple-
menting the functionality of the authorization server for client
registration, authorization policies and access tokens, as well
as broker-side mechanisms enforcing authentication across
different MQTT versions.

In contrast to the above approaches which primarily focus on
strengthening confidentiality and authentication, the impact
of MQTT payload encryption on protocol-level traffic char-
acteristics and subsequent intrusion detection performance
has received limited attention.

2.3. Anomaly/attack Detection of MQTT-based Networks

The field of anomaly and attack detection in MQTT-based
IoT networks has experienced significant growth, driven by
the proliferation of IoT devices and the security vulnerabili-
ties inherent in the lightweight MQTT protocol. Despite its
widespread adoption in industrial IoT, smart home, and medi-
cal IoT applications, MQTT faces critical security challenges.
The protocol lacks encryption and authentication by default,
making it vulnerable to various attack.

Previous research has extensively evaluated classical machine
learning (ML) algorithms for MQTT attack detection. Studies
comparing Naive Bayes, k-nearest neighbors (k-NN), decision
trees, random forest, support vector machines, and logistic re-
gression demonstrate varying degrees of effectiveness across
different attack types. An overview of the application of classi-
cal ML methods for anomaly detection (one-class) and attack
classification (multiclass) is provided, among others in [12]-
[14]. These studies address the problem of detecting attacks
in IoT networks using different communication protocols,
including MQTT.

Moreover, deep learning approaches have shown strong poten-
tial for detecting MQTT intrusion. In particular, the authors
of [15] proposed a deep neural network (DNN) architecture
designed specifically for analyzing MQTT traffic, achiev-
ing accuracies of 99.92% for uni-flow, 99.75% for bi-flow,
and 94.94% for packet-flow binary classification tasks. Their
work compares DNN performance with traditional ML algo-
rithms (Naive Bayes, random forest, k-NN, and decision trees)
as well as sequence-based models such as LSTM and GRU,
demonstrating the advantages of deep learning for MQTT
attack detection.

Feature selection techniques, including chi-square statistics,
correlation analysis, and wrapper methods, have also been
shown to improve model efficiency while maintaining high
detection accuracy.

Most studies rely on benchmark datasets containing MQTT
traffic. Such datasets have gained popularity in research on
IoT intrusion detection systems, because they provide a shared
and reproducible basis for developing and evaluating detec-
tion methods. Benchmark datasets typically include both
legitimate MQTT traffic and well-characterized attack scenar-
ios (e.g., DoS, brute force, and malformed data), providing
ground truth labels for supervised learning. Datasets such as
MQTTset [3] and MQTTEEB-D [16] were specifically de-
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signed to provide rich labeled MQTT flows for supervised
and semi-supervised intrusion detection, including protocol-
level features and realistic attack scenarios. More recently,
MQTT_UAD was published in [17]. It is a publicly avail-
able dataset containing MQTT traffic under denial-of-service,
man-in-the-middle, and intrusion attacks, enabling repro-
ducible evaluation of classification models in MQTT-specific
environments.

At a broader IoT scale, [18] introduces CICIoT2023 — a large-
scale benchmark comprising traffic from 105 real IoT de-
vices communicating via MQTT, CoAP, and RTSP protocols,
with over 30 attack types spanning DDoS, reconnaissance,
spoofing, and brute-force categories. While these datasets
significantly advance the availability of labeled IoT traffic for
IDS research, none of them includes encrypted MQTT pay-
loads, leaving the question of IDS robustness under payload
encryption unanswered.

3. Approach and Experimental Setup

The proposed approach assumes that the chosen security
method represents a trade-off between effectiveness (under-
stood as the level of security offered), operational speed, and
cost-effectiveness, where cost-effectiveness is understood as
energy consumption and computational resource utilization.
In MQTT-based home networks, data-providing devices have
limited technical capabilities and often rely on battery power
supply. Deployment of complex cryptographic mechanisms
to protect data transmitted by simple sensors, such as tem-
perature or motion devices, is therefore disproportionate to
the threat model. The primary security emphasis is placed on
network access control at the wireless layer, while lightweight
payload-level encryption is evaluated as a feature.

The general approach consists of two main phases. The former
covers the verification of performance indicators for vari-
ous security configurations and the selection of the optimal
solution. The other addresses the mapping of the selected
mechanism to protocol parameters at the TCP and MQTT lev-
els, followed by the adaptation of an established benchmark
dataset and the development of corresponding evaluation
guidelines.

Data transmission times were measured across four scenar-
ios for client-to-broker publication: plaintext transmission,
authentication-only transmission, AES-128 encrypted pay-
load transmission, and TLS-secured transmission. Peak cur-
rent consumption was recorded during each operation to
assess energy impact.

Figure 1 illustrates the complete interaction sequence be-
tween a publisher and a broker, including the optional data
preparation phase introduced by payload encryption. Attack
and anomaly detection performance was subsequently eval-
uated on the modified dataset, using supervised multiclass
classifiers trained on protocol-level features, with their accu-
racy and F1 scores computed on identical train-test splits to
ensure comparability with baseline results.
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Fig. 1. Connection and MQTT data transmission time spans.

The diagram below outlines the standard process of connec-
tion, handshaking, data publishing, and disconnection, high-
lighting the key message exchanges and acknowledgements
involved. The figure also shows an optional data preparation
phase, which occurs only when MQTT messages are encrypt-
ed. The preparation time was therefore considered only in
scenarios involving MQTT payload encryption.

4. Evaluation of Encryption Method
Performance

Experimental evaluation was conducted on two microcon-
trollers from the ESP32 family: ESP32-S3 and ESP32-C3.
The ESP32-S3 and ESP32-C3 are based on the Xtensa and
RISC-V architectures, respectively. All measurements were
conducted with the clock at 80 MHz to ensure comparable
power conditions, although the ESP32-S3 supports speeds of
up to 160 MHz. Identical library releases were used to im-
plement WLAN, TLS, and MQTT on both devices, and the
PSRAM external memory was disabled on the ESP32-S3 to
ensure the same testing conditions. Timing measurements
were determined for the following publication scenarios:

o plaintext publication without authentication,

e plaintext publication with authentication,

e TLS-secured plaintext publication without authentication,
e TLS-secured plaintext publication with authentication,

o AES-128 encrypted publication without authentication.
All timing measurements were performed directly on the
ESP32 microcontrollers. Data were transmitted over Wi-Fi,
with the ESP32 connected to a 2.4 GHz access point. The
access point and the MQTT broker server were both connected
via Ethernet to the same network switch. The ESP32 was
located approximately 4 m from the access point, with no
obstacles between the devices. Timing was measured using
the micros () function, providing 1 ps resolution, which is
adequate for operations on the millisecond scale. For each
scenario, at least 500 measurement repetitions were executed,

35



Mariusz Gajewski and Wojciech Satabun

Tab. 1. MQTT broker connection time.

ESP32-S3 ESP32-C3
Method Mean Std_dev Mean Std_dev
[us] [us] [us] [us]
Plain 16082.18 1512.41 7722.20 1123.36
Auth 20145.21 5467.32 11855.32 3652.25
TLS 217898240 5631.76 974977.46 4622.74
TLS_auth | 2188194.09| 10181.12 1623887.00| 16832.54
Encrypted 19160.12 2737.36 13171.94 1729.27
Tab. 2. MQTT data publication time.
ESP32-S3 ESP32-C3
Method Mean [ps] Std_dev [us] Mean [ps] Std_dev [us]
Plain 2052.82 9.95 1105.60 4.45
Auth 2053.88 6.35 1105.95 6.41
TLS 1123.40 8.23 1144.50 6.23
TLS_auth 1103.95 7.06 2334.40 131.69
Encrypted | 2100.60 8.57 2252.17 169.17

preceded by a series of 50 preliminary runs to minimize
cold-start effects and stabilize cache memory contents.

The measurement campaign and MQTT result reporting were
implemented using the base Arduino-esp32 library, which in-
ternally relies on ESP-IDF framework components for Wi-Fi,
TCP/IP, and MQTT operations. AES-128 payload encryption
was implemented using the AESLib library [19], a portable
software-based AES implementation that operates across mul-
tiple hardware platforms and programming languages without
relying on platform-specific hardware acceleration.

This choice favors implementation portability and repro-
ducibility over platform-specific optimization. While absolute
timing values are platform and implementation-specific, the
relative overhead of AES-128 encryption compared with the
connection setup and message publication is expected to re-
main consistent across implementations that use the same
standard networking libraries, as the dominant latency con-
tributors (Wi-Fi stack, TLS handshake, TCP operations) are
governed by the vendor-provided framework.

For each scenario, mean execution time and standard deviation
were recorded. All timing measurements were saved after
successful network authentication and broker availability. The
results are presented in Tab. 1.

Furthermore, the time required for data publication by the
MQTT client running on the ESP32 was determined. The
transmitted data consisted of floating-point values with two
decimal places. The results are presented in Tab. 2.

Tab. 3. Data preparation (encryption) time.

ESP32-S3 ESP32-C3
Method Mean [ps] ‘ Std_dev [us] Mean [ps] Std_dev [us]
Plain 0.00 0.00 0.00 0.00
Auth 0.00 0.00 0.00 0.00
TLS 0.00 0.00 0.00 0.00
TLS_auth 0.00 0.00 0.00 0.00
Encrypted 397.00 5.26 495.22 6.47
36

Finally, the AES-128 encryption time was measured. The en-
cryption process was performed after establishing the MQTT
connection and before data publication. If encryption was not
required for a given publication scenario, the encryption time
was considered as zero.

As shown in Tabs. 1 — 3, the AES-128 encryption time is less
than 50% of the publication time on the ESP32-C3 and less
than 25% of the publication time on the ESP32-S3. It is also
noteworthy that the time required to establish MQTT sessions
is significantly longer than the time required for message
publication or payload encryption.

Longer connection and publication times were observed for
the ESP32-S3 compared to the ESP32-C3. This is likely
caused by architectural differences between the two platforms.
The ESP32-S3 features a dual-core Xtensa LX7 processor,
whereas the ESP32-C3 employs a single-core RISC-V archi-
tecture. In the dual-core ESP32-S3, Wi-Fi-related tasks are
typically pinned to core O by default within the Wi-Fi driver
framework. In contrast, components such as the lightweight
IP (IwIP) TCP/IP stack, operating at priority level 18, remain
unpinned and may execute on either core. This configuration
requires inter-core synchronization and task handoffs through
the RTOS, which may increase latency in TCP transmission
operations.

By contrast, the single-core ESP32-C3 executes all processes
on a single core, eliminating inter-core synchronization over-
head and potentially reducing networking latency at the same
clock speed.

Considering the obtained data, we conclude that MQTT pay-
load encryption ensures integrity and confidentiality of trans-
mitted data within a local network. Assuming that the local
Wi-Fi network is properly secured and access requires authen-
tication, encrypting MQTT payload data further enhances
communication security, although it increases the size of the
transmitted data.

In the following sections, we demonstrate that increasing
the payload size to 16 bytes (corresponding to the size of an
AES-128 ciphertext for a two-digit floating-point value) does
not degrade the effectiveness of machine learning algorithms
used for anomaly and attack detection. Therefore, MQTT
payload encryption appears to be a practical and promising
approach for improving security in smart home networks.

5. Performance of the ML
Algorithm-based IDS

We evaluated the detectability of anomalies and attacks in
MQTT-based systems using a public MQTTset dataset, avail-
able at 2. This dataset was chosen for the following reasons:

o It defines a typical IoT environment of smart home ecosys-
tems, where data are primarily published by sensor devices.
Therefore, the traffic patterns of publishers resemble those
observed in smart home deployments. Although the dataset

’https://www.kaggle.com/datasets/cnrieiit/mqttset/da
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is synthetic — as the network traffic was generated based on
sensor behavior models — it has been recognized within the
academic community as one of the representative datasets
for IoT and smart home research. Additionally, the dataset
includes packet capture (PCAP) files, enabling a detailed
analysis of MQTT traffic across multiple layers of the OSI
model.

o [t uses plaintext MQTT communication (via the 1883 port
with an MQTT broker), which enables a simple comparison
of ML algorithm’s performance on both the original and
modified datasets under identical conditions.

The dataset MQTT set [3], because its vulnerability simula-
tions focus on common and easily identifiable cyberattacks
targeting MQTT traffic:

o Flooding denial-of-service (DoS) — aimed at saturating
the MQTT broker by establishing multiple client connec-
tions and maximizing message transmission within each
connection.

o MQTT Publish flood — in which a malicious IoT device
establishes an MQTT connection and launches a DoS
attack by periodically transmitting a lot of MQTT Publish
messages within a single connection. The objective is to
overload server resources such as connection slots, network
bandwidth, thereby blocking normal communication.

o SlowlTe — a DoS attack targeting the MQTT application
protocol that requires minimal bandwidth and resources. It
operates by initiating a large number of connections to the
MQTT broker to occupy all available connection slots.

o Malformed data — generates and sends malformed packets
to the broker to trigger exceptions in the target service. In
the considered scenario, a sequence of malformed Connect
or Publish packets is transmitted to the broker.

e Brute-force authentication — involves repeated attempts to
guess user credentials used for MQTT authentication. Since
DoS and DDoS attacks remain among the most common
threats, the dataset reflects their characteristics as well as
attacks targeting authorization mechanisms, malformed
data, and violations of the MQTT protocol.

A limitation of this dataset is that it does not capture speci-
fication of wireless transmission, such as connection estab-
lishment delays caused by medium access. However, when
focusing on anomaly and attack detection methods based on
MQTT protocol-level features, this limitation does not restrict
the usefulness of the dataset for further analysis.

Encrypting messages published by MQTT clients results in
fixed-length payloads. This modification does not signifi-
cantly affect anomaly and attack detection results when ML
methods rely primarily on protocol-level features. To verify
this assumption, we modified the MQTTset dataset accord-
ingly.

As mentioned earlier, the modification involved assigning
anew MQTT length value to Publish messages. Because the
encrypted MQTT payload has a fixed size of 32 bytes, the
MQTT message length depends only on the topic length.
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Tab. 4. Effectiveness of classification model (16 bytes).

Algorithm | Accuracy | F1 score ‘ A Accuracy ‘ A Fl score
Neural 0.9923 0.9908 -0.0010 -0.0025
network
Random
0.9971 0.9969 0.0028 0.0026
forest
Naive Bayes 0.6215 0.7650 -0.3664 -0.2247
Decision 0.9971 0.9969 0.0191 0.0119
tree
Gradient 0.9949 0.9947 0.0038 0.0030
boost
Multilayer 0.9939 0.9936 0.0470 0.0299
perceptron

Therefore, the modified MQTT length value was defined as
the sum of the fixed payload size, the fixed MQTT topic length
field (2 bytes), and the variable topic length.

Furthermore, each MQTT payload field was filled with a ran-
dom string representing a 16-byte ciphertext encoded as 32
characters. This resulted in a modified dataset on which ML
classifiers were applied to compare results with those ob-
tained from the original dataset from [3]. Both datasets have
the same feature schema, labeling strategy, and preprocessing
pipeline to ensure comparability.

The modification was applied to the dataset containing MQTT
network traffic extracted from PCAP traces. The dataset also
includes related feature vectors enabling it to be used in ML
classification tasks. Importantly, the modification affected
only the subset representing legitimate traffic, while sub-
sets describing anomalous or attack-related traffic remained
unchanged.

For validation, supervised ML classifiers were trained sepa-
rately on the original and modified datasets using identical
architectures, hyperparameters, and train-test splits. Mod-
el performance was evaluated using accuracy and F1 score.
Additionally, feature importance rankings were analyzed to
determine whether enforcing fixed-length payloads altered
the discriminative characteristics of the data.

Within the detection framework, the same widely applied mul-
ticlass classifiers as used in [3] were employed. In particular,
the original study focused on decision tree (optimized), ran-
dom forest, gradient boosting, multilayer perceptron (MLPC),
a neural network implemented using Keras, and Gaussian
Naive Bayes algorithms. To ensure comparability of results,
we used the same classification algorithms and parameter
settings.

Tables 4 and 5 present the classification performance for
MQTT communication scenarios where publishers transmit
encrypted 16- and 32-byte payloads, respectively.

Model performance was evaluated using accuracy and F1
score metrics. Accuracy represents the percentage of correctly
classified instances, while the F1 score combines precision
and recall. These metrics are based on the standard confusion
matrix components: true positives (TP), true negatives (TN),
false positives (FP), and false negatives (FN).

Despite the introduction of payload encryption, 5 of 6 algo-
rithms maintained high classification performance with their
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Tab. 5. Effectiveness of classification model (32 bytes).

Algorithm | Accuracy | F1 score ‘ A Accuracy ‘ A Fl score
Neural 0.9922 0.9905 -0.0011 -0.0027
network
Random
0.9971 0.9969 0.0028 0.0026
forest
Naive Bayes 0.6215 0.7650 -0.3664 -0.2247
Decision 0.9971 0.9969 0.0191 0.0119
tree
Gradient 0.9949 0.9947 0.0038 0.0030
boost
Multilayer 0.9955 0.9952 0.0486 0.0215
perceptron

accuracy remaining within 5 percentage points of the baseline
results. Random forest and decision tree classifiers showed
slight performance improvements (accuracy A: +0.0028 to
+0.0191), achieving accuracy of 99.71% on encrypted pay-
loads. Gradient boosting maintained 99.49% accuracy with
minimal variation (accuracy A: +0.0038). The neural net-
work model showed only a negligible decrease in performance
(accuracy A: —0.0010 for both payload lengths), while the
multilayer perceptron improved to 99.39% and 99.55% for the
16-byte and 32-byte payload scenarios, respectively (accuracy
A: +0.0470 and +0.0486).

In contrast, the Naive Bayes classifier exhibited a substantial
performance degradation after the introduction of encrypt-
ed MQTT payloads. Its accuracy dropped from 98.79% to
62.15% in both scenarios.

This behavior can be explained by the conditional indepen-
dence assumption underlying the Naive Bayes model, which
assumes that features are statistically independent given the
class label. AES-128 encryption produces a cryptographically
uniform output, which violates these probabilistic assump-
tions. In contrast, tree-based models such as random forest
and decision tree rely on recursive partitioning based on in-
formation gain or Gini impurity, making them less sensitive
to feature distribution assumptions. Applying encryption to
the MQTT payload shifts class separability to different fea-
ture subspaces rather than eliminating it, allowing tree-based
models to adapt effectively.

Similarly, neural network architectures can learn non-linear
feature transformations that generalize across both encrypt-
ed and unencrypted traffic patterns. The slight performance
improvements observed for some classifiers suggest that cryp-
tographic uniformity may reduce overfitting to noise patterns
present in the original unencrypted data. Importantly, the
negligible performance differences observed for 5 of 6 classi-
fiers are not a limitation but rather a central finding of this
study. The fact that accuracy and F1 score remain virtually
unchanged after payload encryption confirms that these clas-
sifiers rely predominantly on protocol-level features, such as
packet timing, message type distributions, and connection
patterns, rather than on payload content.

This observation directly validates the premise underlying our
dataset modification methodology. If features are properly se-
lected at the protocol level, encrypting the application-layer
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payload does not degrade attack detectability. The sole excep-
tion, Naive Bayes, serves as a useful negative control, demon-
strating that classifiers with strong distributional assumptions
can indeed be affected by encryption-induced changes in
feature statistics.

6. Conclusions

The use of MQTT payload encryption provides effective pro-
tection against eavesdropping and data integrity violations
in home sensor networks. As demonstrated in this study,
the implementation of the AES-128 algorithm on popular
ESP32 microcontroller platforms efficiently handles the data
encryption process. Moreover, the time required to perform
encryption has a negligible impact on the overall data process-
ing time of the microcontroller, particularly when compared
with the time needed for radio communication over the Wi-Fi
network. Consequently, the overall efficiency of MQTT-based
communication is preserved.

Furthermore, the results obtained using the modified
MQTTset dataset show that enforcing fixed-length encrypted
payloads does not significantly affect the effectiveness of most
ML classification methods. Consequently, the ability to de-
tect attacks and traffic anomalies in MQTT is also preserved.
An important exception is the Naive Bayes classifier, whose
performance significantly deteriorates after the introduction
of encrypted payloads. This behavior results from the strong
conditional independence assumptions underlying the Naive
Bayes model which are violated by the statistical properties
of encrypted data. Consequently, Naive Bayes classifiers ap-
pear unsuitable for intrusion detection in environments where
MQTT payload encryption is applied.

From an application perspective, the results demonstrate that
AES-based MQTT payload encryption can be integrated into
smart home IoT systems without compromising their intrusion
detection capabilities, provided that appropriate classifiers,
such as tree-based or neural network models, are employed.
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Abstract — Nowadays, social media impact all aspects of our
lives, making us vulnerable to fraud and scams. Bots are believed
to be the most prevalent form of malware that may be found in
social media environments. New detection methods are required
to keep up with the pace of their continuous advancement. This
paper offers an overview of machine learning-based bot detection
methods. The study revealed that the effectiveness of machine
learning (ML) models can be significantly hindered by redundant
and irrelevant features present in the datasets, which can lead
to performance degradation. A hybrid feature selection (FS)
combining characteristics of the genetic algorithm (GA) and the
mutual information (MI) approach is proposed to overcome this
challenge. The proposed method is evaluated using the following
approaches: random forest (RF), decision tree (DT), support
vector machine (SVM), and logistic regression (LR). Compared
to the state-of-the-art models, the proposed method is capable of
efficiently identifying bots using only a small number of features.
For the dataset used, we achieved a classification accuracy of
0.99 using 4 features only.

Keywords — bot detection, feature selection, machine learning,
social media

1. Introduction

A bot is a software tool that imitates the behavior of a real
person [1]. Bots can be used for negative as well as positive
purposes [2]. Social bots that perform useful services [3],
such as spreading news and interacting with users, are called
benign bots.

However, most bots are used to carry out malicious activi-
ties [2], [4] such as running fabricated accounts, publishing
fake posts and social spam, conducting phishing campaigns,
spreading rumors to manipulate people, spamming, and web
scraping to steal user information. Such activities not only
annoy users but also negatively impact security of the public
and specific individuals.

Bot detection is relied upon to classify social network accounts
as human- or bot-operated based on an analysis of their
features [1]. Various techniques, such as behavior analysis-
based detection systems, anomaly-based systems, graph-based

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
40 For more information, see https://creativecommons.org/licenses/by/4.0/

detection systems, and ML-based detection systems [4] have
been used for this specific purpose.

According to [5], approaches based on supervised ML algo-
rithms are the most common and have proven to be effective
under many scenarios. Nevertheless, they still suffer from
some weaknesses, especially with the continuous develop-
ment of bots. Existing datasets and detection approaches
must keep up with this evolution to enable more effective
bot-human classification.

Real-life datasets can include a wide range of features. When
building an ML algorithm, we must deal with all of them,
even if not all are relevant. The inclusion of unnecessary
features when training a model leads to increasing the degree
of complexity of the model, thus decreasing its generalization
capability, and reducing its overall accuracy.

Therefore, choosing the relevant set of features used to de-
scribe the entities to be classified is a critical step in building
an ML model [5]. This step, known as feature selection (FS),
aims to identify the optimal set of features for building a given
ML model.

In this paper, we used two different bot detection methods: the
traditional one, in which classification is performed directly
after data preprocessing, and the new method, in which an
FS task was added preceding the classification stage. Two
FS algorithms are used: genetic algorithm (GA) and mutual
information (MI), in addition to a hybrid approach including
both above.

For classification purposes, four ML algorithms are explored
for each method: random forest (RF), decision tree (DT),
support vector machine (SVM), and logistic regression (LR).
Finally, a comparative analysis of the methods is carried out
according to three effectiveness criteria: accuracy, precision,
and F1 score.

The remainder of the paper is organized as follows. Section
2 presents existing work focusing on the detection of social
media bots. Section 3 explains the outlines of the proposed
approach. Section 4 offers more details concerning the con-
tribution made. Section 5 presents and discusses the results
obtained. Finally, Section 6 concludes the work and provides
a brief overview of potential future paths.
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2. Related Works

In recent years, significant research efforts have been dedicat-
ed to identifying bots in social media. In this study, we focus
on ML models and present a review of existing work focusing
on this specific field. The proposed approaches are classified
according to the ML models adopted and are categorized as:
supervised, unsupervised, and semi-supervised.

2.1. Supervised ML

The widest range of works described in the literature relies on
supervised ML models. The authors of [6] proposed SEBD:
a stream-based evolving bot detection framework that consists
of three phases: data collection, streaming using Kafka, as
well as detection, in which they used “Bot-MGAT” to forecast
the classification of every account. In a previous work [7],
they proposed the Bot-MGAT framework that combines the
multiview graph attention mechanism with a transfer learning
approach to identify bots using profile features only.

In [8], a graph-based X platform (formerly Twitter) bot detec-
tion HOFA framework is proposed that combats the challenge
of heterophilous disguise. HOFA incorporates modules such
as Homo-Aug homophily-oriented graph augmentation and
FaAt frequency adaptive attention, which are based on deep
learning techniques such as MLPs and attention mechanisms.

A novel bot detection model that uses personal information
to construct user profiles is presented in [9]. This initiative
employs advanced techniques, such as deep contextualized
word embedding using ELMO Glove (global vectors) and
ELMO (embedding from the language model) for the textual
analysis of tweets. During the pre-processing step, the user’s
profile is included into all X accounts using the content of
the tweets in the data. Then, an ML model is used to identify
social bots by analyzing personal information.

The authors of [10] focused on the detection and classification
of social bots on the X platform. They also emphasized the
importance of feature engineering methods and explainable
ML in improving bot detection. The authors defined new bot
categories and designed two additional datasets that include
accounts which have been enriched with the categories of
the newly identified bots. The dataset is balanced using the
ADASYN algorithm to avoid bias. Several classification
algorithms have been used thereafter for binary classification
and for multiclass bot detection.

In [11], a new method is proposed to encode user accounts
as low-dimensional feature vectors, identifying suspicious
bot accounts, and generating embeddings for information
retrieval purposes. The system uses a multilingual technique
to effectively detect suspicious X accounts by analyzing
a set of features, regardless of the account language. The
work combines relevant metadata features along with text-
based features transformed into vectors independently of the
language of the input text.

Paper [12] introduced a multilayer ML approach. Beginning
with a dataset that has been labeled, it carries out feature
extraction using standard tests and correlation analysis. To
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overcome the limitation correlation, the chi2 test on non-
text attributes is applied to determine 5 strongest features.
Then, the text attributes undergo feature engineering, followed
by an initial classification procedure that generates a vector
of predictions for each text attribute. The authors provide
a comprehensive assessment of the effectiveness of several
classification algorithms, along with an evaluation of two
widely used strategies for enhancing text attributes: bag-of-
words and n-gram model.

2.2. Unsupervised ML

Only a few researchers employed unsupervised ML algo-
rithms for bot detection. Paper [13] proposes an approach
that uses unsupervised ML algorithms for bot detection on
social media. Initially, a set of features is chosen to distin-
guish between bots and genuine accounts. Subsequently, the
efficacy of two clustering techniques, namely dbscan and
kmean, is evaluated on six datasets using these features. The
results demonstrated that dbscan achieved higher efficiency
by obtaining a better level of accuracy.

2.3. Semi-supervised ML

Some scientists harness the idea of using a combination of
supervised and unsupervised ML algorithms for bot detection.
The authors of [14] addressed the issue of classifying bots as
malicious or benign. They implemented four semi-supervised
ML algorithms: semi-supervised Gaussian mixture model,
S3VM (semi-supervised SVM), label propagation method
being a graph-based SSML model that iteratively extends
the labeling of all nodes on the graph until convergence is
reached, and finally label spreading (LS). They identified
significant features that may be used to differentiate between
benign and malicious bots and showed that SVM achieved
the best results in this classification.

In [15] and [16], an approach with graph-based features,
obtained from flow-level data, is presented to enhance training
and inference of ML models. The proposed BotChase is an
anomaly-based bot detection system that can identify bots
regardless of the protocol used. It is resistant to zero-day
attacks and can handle large datasets properly. The authors
suggest using feature normalization (F-Norm) in addition to
graph-based features in BotChase and assess other machine
learning algorithms.

2.4. Semi-supervised ML

Feature selection is a task that aims to select effective sub-
sets from original features. In machine learning, the goal of
FS techniques is to find the optimal set of features allowing
to create optimized ML models. The FS process eliminates
irrelevant features in such a way that it reduces the dimen-
sionality of the data, accelerates the classification process,
improves the model’s comprehensibility, and increases its
overall performance and accuracy [17], [18]. Despite the ben-
efits brought by FS to the ML field, their use in bot detection
models is restricted. To the best of our knowledge, what we
present in this section is the only existing work in this field.
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In [19], four ML algorithms are tested on a public dataset,
and some expressive features based on simple user profile
counters are proposed for the classification of bots on X.
They focus on the use of features that are easy to obtain
and constitute common profile attributes, as they can be
retrieved in a single request using the X API. The choice
of five characteristics was determined by empirical analysis
based on previous experience in developing X bots. Research
emphasizes that even with a limited number of features, it is
feasible to identify bots with a certain degree of complexity.
In [20], four strategies are used to identify the appropriate
characteristics: correlation attributes, information gain, cross-
validation attribute evaluation, and evaluation of the wrapper
subset. A public dataset available from Kaggle containing 18
features is used and different ML algorithms (RF, NB, SVM,
and NN) are applied to evaluate performance.

If we take an in-depth look at the existing paper, we find that,
despite the good results obtained, most of these works do not
attach importance to model optimization. Actual experiments
are performed on large datasets that include several features.
However, not all those features are relevant for bot detection.
Introducing feature selection into the bot detection process
seems to be a promising initiative. By carefully choosing the
most optimal features and restricting the classification task to
those features only, it is possible to obtain more significant
results while simultaneously reducing execution time and
minimizing complexity of the system.

Nevertheless, the analyzed research fails to consider this stage
or, sometimes, performs it manually.

3. Proposed Methodology

As shown in Fig. 1, we took two different paths: the traditional
one (without optimization) and one relying on the proposed
method (with optimization). This was done to obtain a clear
picture in the comparison step, highlighting the benefits of
introducing the FS task.

After importing the data, our method goes through three main
stages: (i) data pre-processing, (ii) classification, and (iii)
obtaining and comparing the results.

3.1. Dataset and Pre-processing

In our experiment, we used a publicly available dataset from
the X platform, originating from [21]. The dataset comprises
atotal of 8 386 records, categorically divided into two primary
groups: 3474 records representing human interactions and
4912 records attributed to bot activity. It contains 69 features
defined for each of these accounts. These features can be
categorized into three groups: content, account information,
and account use features (Fig. 2).

In search of better data quality and reliability, the data from the
dataset was subjected to a pre-processing step. We removed
missing values, eliminated duplicates, as well as identified
and handled outliers. Additionally, we standardized formats
and corrected inconsistencies in the data, preparing them for
accurate and effective model training.
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Fig. 1. Proposed bot detection methodology.
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Fig. 2. Category of features of the X dataset (formerly Twitter).
3.2. Feature Selection and Classification

FS is introduced to find the optimal set of features that offer the
best classification results. The dataset reduced to the selected
features is then subjected to four classification algorithms
to estimate the highest bot prediction score. We selected
two algorithms (GA and MI) and used a hybrid solution
comprising both.

The final stage of the proposed methodology is classification.
The selected features from the previous step are the only ones
considered for bot identification. The dataset is reduced to the
selected feature subset. Then, it is divided into training and
testing sets. We employ an 80:20 ratio to split raw and inte-
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grated features, with 80% of the data set allocated for training
classification algorithms and 20% for testing. The classifica-
tion process involves the use of the test and train data sets for
each feature subset generated from previous methods. This
study uses four classifiers: random forest (RF), decision tree
(DT), support vector machine (SVM), and logistic regression
(LR).

4. Feature Selection Techniques

4.1. Genetic Algorithm

he genetic algorithm (GA) is inspired by the biological
evolution process [22]. It is an optimization method that
draws inspiration from the process of natural selection. This
population-based search algorithm uses the idea of survival
of the fittest. By iteratively applying genetic operators to
members of the population, new populations are created.
Chromosomes (population individuals), fitness function, and
biologically inspired operators are key elements of GA [22].
Chromosomes are considered as possible solutions. The fit-
ness function is used to dedicate a value to everyone in the
population. After that, GA operators are applied to generate
a new population.

The biologically inspired operators include selection, muta-
tion, and crossover. Selection enables individuals to be chosen
for processing in the next steps based on their fitness value.
The crossover operator is a mechanism that combines two or
more parents to generate new offspring solutions for the sub-
sequent generation. During a mutation, certain pieces of the
chromosomes will be randomly inverted based on probability.
The procedure of GA for FS is as follows: initial popula-
tion generation, fitness function, selection, mutation, and
crossover, with the next generation being produced in the final
step (Fig. 3).

An initial population of solutions is randomly generated and
the objective function is assessed for each member of this first
generation. Chromosome genes are chosen from the dataset
and without duplication. A chromosome (individual popula-
tion) represents a subset of features from the original dataset.
Each chromosome is a solution to the selection problem.
The fitness function serves as a tool allowing to discover the
most effective features during classification (human-bot). It
allows one to judge the ability of individuals (chromosomes)
to survive through a fitness value and to compare them at
each iteration. The fittest individuals are selected using an
ML classifier. The classifiers used here are the same as those
deployed in the classification phase. The fitness function
computes accuracy for everyone, which represents, in this
case, a feature subset. It returns the population members with
the highest accuracy.

The creation of a new generation involves the selection of
the fittest parents from the previous generation, followed
by the application of crossover and mutation operators. The
selection of individuals from the current generation, who will
be the parents of the next generation, is determined randomly.
However, the fittest individuals are more likely to be chosen.
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Fig. 3. Selection of features using genetic algorithm.

Suitability of a given solution is determined by its objective
value, with higher objective values indicating better fitness.
A subset of the chosen solutions is utilized in a crossover
operator that combines multiple parent solutions to generate
new offspring solutions for the subsequent generation. The
crossover operator typically produces offspring that inherit
the shared traits of the parent solutions while simultaneously
combining other characteristics in novel forms.

The next-generation solutions are subjected to a mutation
operator, which introduces random variations within the so-
lutions. The goal of the mutation operator is to ensure com-
prehensive exploration of the solution space, hence avoiding
premature convergence to a local optimum.

Prior to classification, the new dataset is constructed using
only the selected genes (features) from the previous step.
However, once the GA converges, only the features represent-
ed by the best chromosome for a certain dataset is taken into
consideration.

4.2. Mutual Information Algorithm

Mutual information relies on an elimination procedure to de-
crease the size of the input feature set while still preserving
the discriminating class information for classification purpos-
es. It estimates the level of information shared between two
random variables. When the two variables are independent,
the MI is zero. However, when the dependency of one vari-
able on the other increases, the MI also increases [4]. In this
study, the variables include both the features and the target
variable (bot or not).

The formal definition of MI between two random variables is
as follows:

MI(feature;target) = H(feature) — H(feature|target)

where M I(feature;target) is the MI between a feature
and the target, H ( feature) is the entropy for a feature and
H(featureltarget) is the conditional entropy for a feature
given the target.

The MI score will range from 0 to 1. A high MI value indi-
cates a strong connection between the feature and the target,
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Classification

highlighting the usefulness of the feature for training the mod-
el. However, a lower MI score indicates a weak correlation
between the target and the feature.

Figure 4 depicts the steps taken to apply MI in the proposed
method. The MI score is determined for all features in the
data set. Then, a subset of k features having the highest MI
score is determined. The data set trimmed to match this subset
will be subject to classification in the next step.

4.3. Hybrid FS

Another experiment we have done is to perform FS using
GA and MI successively (Fig. 5). GA results in a set that
contains up to 30 features or more, which is still a relatively
big number. We need to reduce this amount while keeping
the most significant features.

Thus, after obtaining the final subset of features selected by
GA, we use it as input to MI. MI then selects the best features
from this subset, ensuring a more effective classification.
On the one side, the number of features is reduced and on
the other side, only optimal features are kept. This also has
a positive influence on system complexity and classification
accuracy.
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Fig. 5. Selection of hybrid features.
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Tab. 1. Performance comparison.

Classifier fi?l.l;):s Accuracy | F1score | Precision
Without optimization
RF 0.9505 0.9588 0.9352
DT 0.9720 0.9757 0.9885
LR 0.9547 0.9623 0.9390
SVM 0.9434 0.9530 0.9261
With optimization (FS using GA)
RF 36 0.9886 0.9727 0.9658
DT 37 0.9833 0.9846 0.9877
LR 28 0.9696 0.9623 0.9390
SVM 38 0.9791 0.9530 0.9261
With optimization (FS using MI)
RF 4 0.9821 0.9846 0.9907
DT 4 0.9809 0.9836 0.9866
LR 4 0.9821 0.9848 0.9788
SVM 4 0.9791 0.9821 0.9826
With optimization (hybrid FS approach)
RF 4 0.9904 0.9918 0.9969
DT 4 0.9922 0.9934 0.9889
LR 4 0.9666 0.9720 0.9557
SVM 4 0.9755 0.9792 0.9757

5. Results and Discussion

During the experiments, we employed a new dataset described
in Section 3.1 and to the best of our knowledge no previous
work has used this dataset before. The use of a new dataset
offers an opportunity to explore new avenues and discover
bot behavior patterns that have not yet been studied. This
helps foil evasion techniques developed by bot creators and
improves detection efficiency.

Since this dataset has not been tested before, we chose to carry
out tests without optimization before testing the proposal.
Therefore, we adopted two methods for detecting bots. The
first of them employed no optimization, while the other relied
on an optimization method (proposed). Table 1 summarizes
the results obtained by the different methods.

For the evaluation, three metrics are considered: accuracy,
F1 score, and precision. Accuracy is the ratio of correctly
predicted cases to the total instances in the dataset and of-
fers a direct assessment of overall performance. F1 score is
the harmonic average of accuracy and recall. It is a com-
prehensive statistic that considers both false positives and
false negatives, thus providing a more reliable assessment of
a model’s performance in situations where it is important to
keep a balance between identifying human and bot profiles.

Finally, precision is defined as the number of true positive
occurrences divided by the sum of true positive and false
positive cases. In the context of bot identification, a high
accuracy value indicates that the model is efficient at reducing
the occurrence of false positives. This implies that there
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are fewer instances when genuine profiles are incorrectly
classified as bots.

According to the literature, most of existing works do not pay
attention to feature selection or rely on FS that is performed
manually.

The chosen features may not be the most efficient. An auto-
mated method is needed to select the best features and test
them accordingly. Ignoring this step results in more complex
detection systems. Therefore, the use of algorithms for FS al-
lows, on the one hand, to reduce system complexity and, on
the other hand, to choose the most efficient features.

This work demonstrates two different algorithms for selecting
the best attributes of a dataset. GA, being an optimization
algorithm known for its power, and MI, which is a filter
method based on computing the worthiness of each attribute.
The FS step is succeeded by the classification step. During
classification, four supervised ML algorithms have been
tested: RF, DT, SVM and LR.

The number of features selected for each classifier for the
case of GA is provided in Tab. 2. For the MI case, k is fixed
at 4, so it does not change according to the classifier. The best
results were obtained by MI along with the RF algorithm,
reaching an accuracy value of 0.9821, an F1 score of 0.9846,
and a precision result of 0.9907. Furthermore, GA with the RF
algorithm achieved the values of 0.9886, 0.9727 and 0.9658
(accuracy, F1 score and precision, respectively).

In the case of the hybrid method, the features intended for
MI selection are limited to the best features selected by GA.
Thus, there are four cases, depending on the classifiers used

Tab. 2. Lists of selected features and MI score for each classifier.

’ ID ‘ Selected features MI score
Classifier RF
13 max_tweet_length 0.619974
23 avg_tweet_length 0.612522
14 max_urls 0.608208
15 max_favorite 0.597547
Classifier DT
15 id 0.617256
1 max_tweet_length 0.601209
16 min_urls 0.599594
14 max_urls 0.584531
Classifier SVM
default_profile_image 0.619503
16 geo_enabled 0.611693
min_hashtags 0.607979
min_favorite 0.601555
Classifier LR
14 max_twee_length 0.620225
15 avg_tweet_length 0.608634
4 avg_urls 0.601099
17 screen_name_length_name_length_ratio 0.598546
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in the GA’s fitness function before the MI step. The selected
features for each classifier along with their MI score are
presented in Tab. 2. The feature IDs are also shown to establish
a relationship with the charts. Figure 6 shows graphs that
illustrate the classification of characteristics generated by MI
of each subset, resulting from GA deployed in the previous
step.

Results of the hybrid approach outperform all previous exper-
iments with accuracy of 0.9904, precision of 0.9969, and F1
score of 0.9918 — with the values achieved using the RF algo-
rithm. The results obtained with the DT ML algorithm were
also significant: we achieved and accuracy value of 0.9922,
an F1 score of 0.9934 and a precision result of 0.9889. In
addition to the high accuracy reached, execution time and
system complexity are greatly reduced, since the different
classification algorithms are performed on the dataset, result-
ing in a restriction to four features only. On the other hand,
DT and REF classifiers consistently but unevenly outperform
other solutions across all four approaches.

6. Conclusions

The research revealed that the presence of irrelevant features
in the datasets may degrade the efficiency of ML models,
resulting in poor performance. To address this challenge, ex-
periments have been performed in four different ways: without
optimization, with optimization using GA, with optimization
using MI, and by relying on a hybrid FS approach. Addition-
ally, for each of them, four ML supervised algorithms have
been tested. The results show that the hybrid method outper-
forms all other approaches in terms of accuracy, F1 score,
and precision. The hybrid approach combines the power of
the two selection methods, namely GA and MI. GA selects
the best feature subset by testing accuracy of individuals by
relying on various classifiers, while MI keeps only the best
features according to their rank.

In future work, it will be interesting to test other FS tech-
niques and explore a hybrid approach combining two or more
techniques. It is also important to use other ML algorithms,
particularly those of the deep learning variety.
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Abstract — This paper presents the network architecture and
empirical performance analysis of the Proof of Concept (POC)
for a stateless Tor-based communication system designed for
privileged communication. Unlike existing secure messaging
platforms relying on centralized server infrastructures, per-
sistent session states, or identifiable network endpoints, the
proposed solution achieves server-side and client anonymity si-
multaneously through the integration of Tor hidden services
v3, stateless application design, and containerized microservice
decomposition. We formally describe the system’s model and
its constituent components: an application server, an ephemer-
al identity registry, and a browser-based client operating over
WebCrypto. Next, we analyze performance of the network lay-
er across 100 measurement cycles. Empirical results confirm
that cryptographic operations contribute less than 2 ms of over-
head relative to dominant Tor circuit latency (mean value of
8100 ms per circuit). Immunity to traffic, session linkability,
and server deanonymization are examined against a realistic
network adversary model. POC is compared to SecureDrop,
Ricochet, and Signal in terms of five architectural properties
and is shown to be the only system under evaluation satisfying
all five requirements simultaneously. Deployment considerations
for production-grade privileged communication environments,
including operational security procedures for public key regis-
tration, are discussed as well.

Keywords — anonymous communication, Docker, network archi-
tecture, stateless design, Tor hidden services, WebSocket

1. Introduction

Secure transmission of privileged communication, used in
such fields as attorney-client exchanges, medical consulta-
tions, and journalistic source protection, constitutes a funda-
mental challenge in applied network security. Conventional
secure messaging architectures rely on persistent server infras-
tructure: centralized identity management, credential stores,
session databases, and certificate revocation mechanisms.
These components introduce attack surfaces that are funda-
mentally incompatible with fully anonymous communication
systems, where both communicating parties must remain

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
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unidentifiable to passive network adversaries and to the server
infrastructure.

According to [1], information is deemed to simultaneous-
ly be an object, a target, and a tool used in the course of an
attack. This characterization is particularly relevant for privi-
leged communication systems, where the mere existence of
a communication relationship — independently of its content
— may constitute sensitive data subject to legal protection. [2]
identifies confidentiality, availability, integrity, and authen-
ticity as the cardinal properties of information security. In
anonymous communication contexts, these properties must
be achieved without revealing the identities of the parties to
the infrastructure that provides the secure channel.

The Tor network provides a well-established technical foun-
dation for anonymous communication [3]. Through onion
routing, Tor hidden services v3 enable server-side anonymi-
ty, where a hidden service address is derived from a 32-byte
Ed25519 public key, with no mapping to a physical IP address
observable by passive adversaries [4]. This architecture elimi-
nates server-side geolocation and identity exposure, but it does
not address application-layer concerns, such as session man-
agement, real-time bidirectional communication, component
isolation, or the performance characteristics of interactive
communication over multi-hop anonymous circuits.

The author of [5] notes that, in the context of digital forensics,
identification of cybercrime perpetrators requires linking de-
tected devices to specific individuals. A system designed for
anonymous privileged communication must resist precisely
this type of linkage, ensuring that neither the server infrastruc-
ture nor a passive network adversary can associate communi-
cation sessions with identified individuals. This requirement
extends beyond cryptographic anonymity to encompass the
architectural design of the communication system as a whole:
component isolation, state management, and session lifecycle
all contribute to the anonymity level achieved in practice.
Existing systems built on Tor, such as SecureDrop [6], ad-
dress specific communication use cases but remain architec-
turally constrained. SecureDrop targets asynchronous source-
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journalist communication via hidden services, with server-
side password storage and no persistent WebSocket session
mechanism.

Ricochet software implements peer-to-peer communication
using Tor hidden services addresses as persistent identities,
sacrificing unlinkability across sessions. Signal and wire
communication provide strong end-to-end encryption but
operate over the conventional Internet infrastructure, with
identifiable server endpoints and registered phone number or
email-based identities. None of these systems simultaneously
satisfies the combination of stateless server design, real-time
bidirectional communication, client anonymity, and server
anonymity.

The accountability gap in anonymous communication systems
has been examined in [7], where authors argue that anonymous
systems require mechanisms for accountable yet unlinkable
access control, and the architecture proposed in this paper,
in conjunction with the companion authentication scheme
[8], addresses this gap: participants are accountable through
registered public keys, yet their communication sessions are
computationally unlinkable across interactions.

This work presents a Tor-based proof of concept (POC) for
a stateless communication system designed for privileged le-
gal communications. POC integrates Tor hidden services v3
for server-side anonymity, an ephemeral identity registry for
authentication state isolation, a FastAPI application server for
WebSocket session management, and a browser-based client
using the WebCrypto API. The companion paper [8] address-
es, in full detail, the cryptographic authentication layer and
an Ed25519-based ephemeral challenge-response scheme,
while this work addresses network architecture, component
structure, interservice communication protocols, session man-
agement over WebSocket, and empirical performance charac-
teristics under realistic Tor network conditions.

The contributions of this paper are fourfold. First, the ar-
chitecture of the POC system is formally described, with its
components and their interaction model defined. Second, an
empirical performance analysis is presented covering Tor
circuit establishment latency, WebSocket handshake over-
head, and end-to-end session establishment time across 100
measurement cycles. Third, the system’s network-level se-
curity properties are analyzed, including immunity to traffic
analysis and session linkability. Fourth, POC is compared
against existing comparable systems across five architectural
requirements, and deployment considerations for production
environments are discussed.

2. Related Works

2.1. Anonymous Communication Networks

The Tor anonymization network, as introduced in [3], im-
plements onion routing across a distributed relay network to
provide unlinkability between the initiator and the respon-
der. Released in 2020, Tor hidden services v3 [4] extend Tor
anonymity to server-side endpoints: a hidden services address
is derived from a 32-byte Ed25519 public key, eliminating any
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dependency on the domain name system (DNS) or a publicly
observable IP address. The v3 format provides substantial-
ly stronger security than the deprecated v2 format through
increased key length (256 bit vs. 80-bit address space), and
improved guard node selection. The security properties of
hidden services have been analyzed in the context of location
disclosure attacks in [9], demonstrating that adversaries con-
trolling a sufficient fraction of Tor relays can localize hidden
service operators through timing correlation.

Traffic analysis against Tor has been extensively studied. Ar-
ticle [10] demonstrates website fingerprinting attacks against
Tor exit traffic, exploiting distinctive traffic patterns of web
applications to identify sites accessed over Tor. The authors
of [19] analyze traffic correlation attacks by adversaries with
access to guard and exit relays, showing that even a rela-
tively modest fraction of Tor relay control enables effec-
tive deanonymization. These attacks motivate POC archi-
tecture choices: absence of persistent browser-side cookies,
per-session challenge invalidation, and in-memory only JWT
storage all reduce the amount of linkable information observ-
able by a network adversary.

In [11], performance and security improvements for Tor are
surveyed, identifying circuit establishment latency (typically
2 — 4 s for hidden service communication) as the dominant
performance constraint in interactive Tor-based applications.

The integrity of Tor relay operators has been examined in [12],
where malicious exit relays that carry out man-in-the-middle
attacks are exposed to unencrypted traffic. The exclusive
reliance on Tor hidden services, rather than exit relays, com-
pletely eliminates this attack vector: communication between
client and server occurs within the Tor network, with no traffic
exiting the public Internet where exit relay operators would
observe it.

2.2. Secure Messaging Architectures

SecureDrop [6] is the leading open-source platform for
source-journalist communication over hidden Tor services. Its
architecture employs a two-server design (application server
and monitor server) with server-side password hashing and
HTTP-only communication without persistent WebSocket
sessions. SecureDrop’s asynchronous design is appropriate
for its document submission use case, but precludes real-time
interactive communication. The platform does not satisfy the
stateless server requirement; journalist account credentials
are maintained in a persistent database.

Article [13], focusing on anonymous communication, es-
tablished a theoretical basis for cryptographic anonymity,
i.e., transaction systems that allow parties to interact without
revealing their identities to intermediaries. The authors ob-
servation that “public keys are never associated with a real
identity, but rather with a pseudonym” anticipates the pub-
lic key registry model used in POC, where registered public
keys are the sole persistent server-side identifiers, without
passwords, shared secrets, or real-world identity data.
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Fig. 1. POC system architecture: three-tier stateless design integrating Tor hidden services v3, application server, and network-isolated

identity registry over Docker Compose internal bridge.

2.3. WebSocket, JWT, and Session Management

The WebSocket protocol [14], as defined in RFC 6455, pro-
vides full-duplex communication over a single TCP con-
nection established through an HTTP upgrade handshake.
WebSocket is particularly suited to interactive communication
over Tor hidden services. Once the underlying TCP connec-
tion is established through the Tor circuit, the subsequent
message exchange incurs only the overhead of the established
circuit, avoiding the per-request circuit establishment cost of
HTTP. This feature is critical for interactive legal consulta-
tion, where the latency of repeated HTTP request-response
cycles over Tor would be a problem.

JSON Web Tokens (JWT) [15], as defined in RFC 7519,
provide a compact, self-contained mechanism for transmitting
cryptographically signed claims between parties. In POC,
JWT tokens serve as ephemeral session credentials. The token
carries the client_id, fingerprint, and expiration timestamp,
signed with an HMAC-SHA?256 key regenerated at server
start-up. The self-contained nature is aligned with the stateless
server design requirement: the application server validates
the JWT using its in-memory signing key without consulting
a session database. The TLS 1.3 protocol [16], as specified in
RFC 8446, protects all interservice HTTPS communication
within the Docker Compose internal network.

2.4. Container Isolation and Microservice Security

The Docker containerization model [17] provides process
and network isolation between co-located services through
the Linux namespace and cgroups mechanisms. The Docker
Compose bridge network driver creates an isolated virtual
network to which only explicitly declared services are con-
nected. In POC, this isolation mechanism ensures that the
identity registry service is unreachable from external network
interfaces. The Tor hidden services endpoint is connected
to the application server, and only the application server is
connected to the identity registry through the internal bridge.

This two-layer network topology means that an attacker who
exploits a vulnerability in the application server gains access
to the Docker internal network, but not to the public Internet
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from the identity registry’s perspective and vice versa for an
attacker accessing the external network.

3. System Architecture

3.1. System Model

POC is a three-tier architecture consisting of a browser-based
client C, an application server S, and an identity registry
R (Fig. 1). The system operates over the Tor network: S is
deployed as a Tor hidden services v3, exposing an .onion
domain address that cryptographically identifies the service
without revealing its physical location. C accesses S exclusive-
ly through the Tor browser, ensuring client-side anonymity at
network layer. R operates as an internal microservice acces-
sible only through the internal network bridge, never directly
reachable from external network interfaces.

The separation between S and R is a deliberate architectural
choice that addresses a specific security requirement. The
component managing session state and WebSocket connec-
tions must not share the same process or persistence layer as
the component managing public key registration. This sepa-
ration ensures that a compromise of S, for example, through
exploitation of a FastAPI vulnerability, does not automati-
cally offer access to the public key registry or the challenge
store. Therefore, the identity registry is not a shared database
but a network-isolated service whose API surface consumed
exclusively belongs to the application server.

3.2. Component Description

Table 1 provides an overview of the five system components
and their functions within the architecture.

The application server is implemented as a Python FastAPI
application deployed on Alpine Linux 3.23.4 within a Docker
container. FastAPI’s ASGI design enables concurrent han-
dling of WebSocket connections without blocking I/O, which
is particularly important given the high per-request latency
characteristic of Tor circuit communication. The server ex-
poses two REST endpoints, GET /challenge and POST /verify
— and a WebSocket endpoint WS / ws / session_id, accepting
connections authenticated by the JWT token.
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Tab. 1. Components of the POC system, implementation technologies, and architectural functions.

Component Technology

Role in architecture

Application server 3234

Python / FastAPI on Alpine Linux

HTTP/WebSocket gateway; routes authentication to
identity registry; manages JWT session lifecycle

Identity registry

Python / FastAPI (containerized)

Maintains public key registry; issues/validates ECR
challenges; ephemeral in-memory challenge store

JavaScript / WebCrypto API/

Browser client TweetNaCl

Generates Ed25519 key pair; signs challenges; holds
JWT in runtime memory only (not localStorage)

Tor hidden services v3 Tor daemon (container)

Provides server-side anonymity; exposes .onion address;
all external traffic routed through Tor circuits

Container orchestration Docker Compose

Isolates services on a private Docker bridge; identity
registry unreachable from external interfaces

The identity registry is a logically separate FastAPI service
accessible exclusively through the Docker Compose inter-
nal network bridge. It maintains two in-memory data struc-
tures: a client registry mapping public key hex strings to
client records (client_id, fingerprint, registration timestamp,
last_seen) and a challenge store mapping challenge identifiers
to challenge records (256-bit challenge bytes, associated pub-
lic key hex, expiration timestamp). Both structures are volatile,
i.e. they exist only in process memory and are cleared upon
restart. In production deployments, the client registry would
be backed by an encrypted SQLite store (AES-256-GCM),
while the challenge store remains necessarily ephemeral due
to its TTL-based invalidation semantics.

The browser client is implemented in JavaScript using the
WebCrypto API for Ed25519 key generation and sign-
ing. Key generation uses window.crypto.subtle.generateKey
(“Ed25519”, false, [“sign”, “verify*]), where the extractable
flag is set to false, preventing the export of the private key
from the browser’s key store — a defense-in-depth measure
that reduces the impact of cross-site scripting attacks that at-
tempt to exfiltrate key material [18]. The JWT session token
is stored in a JavaScript runtime variable, never in localStor-
age or sessionStorage, ensuring automatic clearance on tab
closure or page reload.

3.3. Communication Protocol Flow

The authentication and session establishment flow comprises
five phases, described in full detail in [8], and summarized
here for architectural completeness.

e Registration (one time): The client generates an Ed25519
key pair and transmits the public key to the identity reg-
istry through the application server. The registry stores
{client_id, pk_hex, fingerprint, timestamp}.

o Challenge issuance: The client requests a challenge by pre-
senting its public key. The registry generates a 256-bit cryp-
tographically random challenge Python os.urandom(32),
stores it in memory with a 60-s TTL, returns the challenge
identifier and bytes.
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AND INFORMATION TECHNOLOGY

212026

o Response generation: The client signs the challenge bytes
with its Ed25519 private key. The signature is deterministic
(64 bytes). The private key never leaves the browser.

e Verification: The application server submits the signature,
public key, and challenge identifier to the registry. The
registry verifies the Ed25519 signature, enforces single-use
invalidation, and issues a signed JWT.

o WebSocket session: The client presents the JWT to es-
tablish a WebSocket connection (WSS) through which
application messages are exchanged in real time.

The total payload size for the authentication exchange is under

300 bytes: 64 bytes of signature plus 32 bytes of public key

plus challenge identifier and JWT overhead (approximate-

ly 180 bytes). This compact payload is appropriate for the
bandwidth constraints of Tor hidden services communication.

3.4. State Management Model

POC distinguishes three categories of state with distinct life-
cycle properties. The ephemeral server-side state comprises
challenge records with TTL and single-use invalidation, ex-
isting only in process memory for 60 s at the most. Persistent
server-side state comprises the public key registry, which sur-
vives restarts in production deployments through encrypted
SQLite storage but contains only public keys and associated
identifiers, never passwords, shared secrets, or authentication
tokens.

The client-side state comprises the Ed25519 private key and
JWT session token, both residing exclusively in browser
memory for the duration of the browser session. Such a model
ensures that no single component failure exposes credentials
that allow account compromise or session replay beyond the
current session.

4. Network Performance Analysis

Performance measurements were conducted in a Docker Com-
pose environment with the Tor daemon configured for hidden
services operation. The client (Tor Browser) accessed the
.onion address from a separate host connected to the public
Tor network. Measurements were collected over 100 full au-
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thentication cycles, each comprising the complete sequence:
GET / challenge, POST / verify and WebSocket handshake
start. Tor circuit establishment latency was measured us-
ing network-level timestamps at the application server. The
cryptographic operation times were measured using Python
time.perf_counter() with nanosecond resolution.

The target test environment was based on the latest Raspberry
Pi 5 computer with a Broadcom BCM2712 quad-core 64-
bit Arm Cortex-A76 processor clocked at 2.4 GHz, 16 GB
RAM, Gigabit Ethernet, dual-band 802.11ac Wi-Fi, Bluetooth
5.0/BLE, USB 3.0 connectivity and PCle 2.0 x 1 support for
NVMe/M.2 storage. The recommended storage configuration
for repeatable tests is an NVMe SSD connected through
the Raspberry Pi 5 PCle interface, instead of a standard
microSD card, to reduce the variance in storage latency during
measurements.

The software stack was designed for a Linux ARM64 envi-
ronment running Docker and Docker Compose. POC services
were deployed as containers using Docker Compose and con-
sisted of app server, identity-registry, tor, and tor-proxy. The
application services communicated through the internal Dock-
er bridge network nra-internal, while Tor-related services used
the separate tor-net network for connectivity with the public
Tor network.

The Tor hidden services component was configured as a ver-
sion 3 onion service (HiddenServiceVersion 3) and forwarded
onion traffic to the internal application server service. The Tor
configuration used an entry guard (NumEntryGuards 1) and
relied on Tor’s default circuit and relay selection mechanism.
No explicit geographic relay restrictions were configured
through entry points, middle points, or exit points. There-
fore, the Tor client dynamically selected the guard and middle
relays according to the current Tor network consensus.

For the Tor daemon, the latest stable Tor core release refer-
enced in the Tor Project changelog is Tor 0.4.9.5. The latest
stable Tor Browser release is Tor Browser 15.0.10, based on
Firefox ESR 140.10.0esr, with OpenSSL updated to 3.5.6. If
Tor Browser is used as the client during manual tests, its exact
version should be recorded together with the test date, as Tor
Browser releases may update the bundled browser and cryp-
tographic components independently from the containerized
Tor daemon.

The final test environment may be documented as follows:

e CPU: Broadcom BCM2712, quad-core 64-bit Arm Cortex
A76,2.4 GHz,

e Platform: Raspberry Pi 5, ARM64,

e RAM: 16 GB LPDDR4X-4267 SDRAM,

o Storage: NVMe SSD through the PCle 2.0 x1 interface,

e Network: Gigabit Ethernet / 802.11ac Wi-Fi,

e Container runtime: Docker with Docker Compose,

e Tor daemon: Tor 0.4.9.5 or newer,

o Tor Browser: Tor Browser 15.0.10 or newer,

e Operating system: Raspberry Pi 64-bit / Linux ARM64,
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Tab. 2. ECR authentication latency breakdown for 100 measurement
cycles.

Operation Mean | Min Max Notes
P (ms] | [ms] | [ms]
Ed25519 key generation 0.31 0.18 0.89 Client-side
Ed25519 sign(sk, 042 | 029 | 112 | Clientside
challenge)
Ed25519 verify(pk, c, o) 0.58 0.41 1.34 Server-side
SHA-256 fingerprint 0.03 0.02 0.08 Server-side
. Sum of
Total cryptographic 1.34 0.90 343 above
Tor circuit: GET / 4210 1840 9440 Network
challenge latency
Tor circuit: POST / verify | 3890 | 1610 | 8770 Network
latency
WebSocket handshake Tor circuit
(after JWT) 2340 980 3120 reused
Total end-to-end 10441 3430 | 23330 Auth. + WS
setup

e Deployment model: Local Raspberry Pi testbed, without
external VPS hosting.

4.1. Authentication Latency

Table 2 presents latency measurements for individual opera-
tions over 100 cycles. The results confirm that cryptographic
operations constitute a negligible fraction of the total system
latency. The total mean cryptographic overhead of 1.34 ms
corresponds to less than 0.02% of the mean end-to-end ses-
sion establishment time of 10441 ms.

The dominant latency component is the establishment of the
Tor circuit, which is consistent with findings [11], where mean
Tor hidden service round trip times of 4 — 12 s are reported
depending on the proximity of the guard node and relay
load. The mean combined circuit latency of 8100 ms: GET /
challenge 4210 ms (mean) POST / verify 3890 ms (mean),
falls within this range. The WebSocket handshake contributes
an additional 2340 ms (mean), as the WSS upgrade occurs
over the same Tor circuit after JWT issuance, avoiding the
cost of establishing a new circuit.

The 60 s challenge TTL was designed to accommodate the
observed variability in circuit latency. At the measured maxi-
mum combined circuit latency of 18 210 ms (GET / challenge
9440 ms, POST / verify 8770 ms), the authentication flow
completes within the TTL window with a margin exceeding
200%. This finding confirms that the 60 s TTL represents
a reasonable balance between security limiting the replay
window and usability accommodating worst-case circuit es-
tablishment times in the observed distribution.

4.2. WebSocket Throughput Characterization

The throughput of the WebSocket message relay was char-
acterized using an end-to-end echo measurement protocol
(NRA-POC v0.2, 2026-04-27). Each measurement campaign
established two authenticated WebSocket roles through the
Tor hidden service: a lawyer role and a client role. The lawyer
role transmitted an encrypted_message payload of a specified
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Tab. 3. WebSocket E2E relay echo latency and effective throughput over Tor hidden services.

Payload Mean RTT [ms] | Median [ms] P95 [ms] Throughput [KB/s] | Loss [%] ‘ n ‘
1 KB (1024 B) 387.7 354.6 717.8 2.6 0.0 30
10 KB (10240 B) 391.9 367.9 547.8 25.5 0.0 30
100 KB (102400 B) 356.2 351.7 430.2 280.7 0.0 30
1 MB (1048576 B) 440.7 436.8 516.5 2323.6 0.0 30

size. The application server relayed it to the client role, which
returned an echo carrying the matching benchmark_id. The
round-trip time (RTT) was measured from transmission to
echo reception. Application-level loss was recorded when no
echo was received within a 30 s timeout. Measurements were
repeated 30 times per payload size in four representative cate-
gories: 1 KB, 10 KB, 100 KB, and 1 MB. Table 3 presents the
results for the Tor hidden-services route. NRA-POC v0.2, n =
30 per payload, loss = 0.0% under all conditions. Throughput
= payload KB / mean RTT [s]. System: NRA-POC; onion:
vteuwkud4ildu...ubi45ad.

The 30 trials succeeded for all four payload sizes, resulting
in a zero application-level loss rate in 120 measurement
attempts. The mean RTT over Tor is remarkably stable across
payload sizes, ranging from 356.2 ms (100 KB) to 440.7
ms (1 MB). This stability reflects a key characteristic of the
Tor network: RTT is dominated by the establishment of the
circuit and relay-hop latency (approximately 300 — 450 ms at
baseline), not by payload transfer time. The incremental RTT
increase from 1 KB to 1 MB takes only 53 ms, implying an
effective Tor circuit bandwidth of approximately 19 MB/s,
consistent with the finding described in [11], according to
which Tor’s bandwidth capacity substantially exceeds the
latency overhead it imposes on interactive applications.

The throughput data shown in Tab. 3 and ranging from 2.6
KB/s for 1 KB messages to 2323.6 KB/s for | MB messages
reflect the latency-constrained nature of the channel. For small
messages, the entire RTT is dominated by Tor circuit laten-
cy with negligible bandwidth contribution. Therefore, the
effective “throughput” is low. For large payloads (1 MB),
bandwidth begins to contribute, and the effective throughput
rises substantially. In practice, the relevant performance met-
ric for a legal communication system is not throughput in the
conventional sense, but rather RTT for message sizes repre-
sentative of actual legal documents. The 356.2 ms mean RTT
for 100 KB and 440.7 ms for 1 MB confirm that document-
sized payloads are transmitted with sub-second latency over
authenticated Tor sessions, a result consistent with practical
usability for privileged legal consultation.

The p95 latency for 1 KB messages (717.8 ms) is notably
higher than the p95 for 100 KB (430.2 ms) and 1 MB (516.5
ms). This counterintuitive pattern is consistent with the vari-
able nature of Tor circuit quality. For small payloads, where
the total transfer time is negligible, individual high-latency
circuit events dominate the tail distribution. For larger pay-
loads, where transfer time contributes to RTT, the variance in
circuit latency is relatively smaller in proportion to the mean,
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producing lower p95 ratios. The standard deviation decreas-
es monotonically from 115.974 ms (1 KB) to 39.748 ms (1
MB), confirming this trend.

5. Network-level Security Analysis

5.1. Threat Model

We consider a network-level adversary A with the following

capabilities:

e observation of all traffic entering and exiting Tor relays
accessible to A,

e operation of a fraction of Tor relays, potentially including
guard nodes,

o analysis of timing patterns and traffic volumes of observed
connections,

e knowledge of the system’s architecture and software stack.

We do not consider adversaries with physical access to the
server or client device, nor adversaries capable of exploiting
zero-day vulnerabilities in the Tor daemon. Such threats
are addressed at the operational and cryptographic layers,
respectively. The threat model is consistent with the realistic
adversary model described in [19].

5.2. Resistance to Traffic Analysis

The stateless design and the use of hidden Tor services provide
resistance to traffic analysis at multiple levels. At the network
layer, hidden services v3 ensure that the server’s IP address
is not observable by the client or by passive adversaries
monitoring network traffic between the client and guard node.

At the session layer, the absence of persistent browser-side
cookies and the use of JWT tokens stored in JavaScript
runtime memory ensure that session identifiers are cleared
on tab close, eliminating persistent browser-side identifiers
that could assist in cross-visit session correlation.

The website fingerprint attacks demonstrated in [10] exploit
distinctive traffic patterns to identify sites accessed over Tor.
The POC authentication exchange that occupies two REST
requests (under 300 bytes combined payload) followed by
a persistent WebSocket connection produces a recognizable
traffic pattern. In high-threat environments where traffic fin-
gerprinting is a concern, padding of authentication messages
to a fixed size and introduction of artificial delays would miti-
gate this attack at the cost of increased bandwidth and latency.
This mitigation is noted as a direction for future work.
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Tab. 4. Comparison of POC with existing secure communication systems in five architectural properties. ® — satisfied; o — not satisfied. POC

is the only system that meets all five requirements.

System Stateless server | Real-time (WS) | Client anonymity | Server anonymity | Zero credential store
SecureDrop o ) ° ° o
Ricochet ) . o ° °
Signal / Wire o o o o o
POC (this work) ° ° ° ° °

5.3. Server Deanonymization Resistance

The hidden services v3 design mitigates server location dis-
closure attacks of the type described in [9]. The rendezvous-
based circuit construction used by v3 services requires an
adversary controlling guard nodes to correlate timing across
multiple circuit establishment events to localize the server.
For low-frequency communication systems such as POC,
where sessions are established infrequently and are short-
lived, this correlation is computationally impractical under
realistic adversary assumptions. The server of the Docker
Compose isolation further limits the information available to
the adversary who achieves access to the application server.
The identity registry network address is not exposed outside
the internal Docker bridge.

Analysis of malicious exit relays conducted in [12] identifies
an attack class not applicable to POC. Since all traffic between
the client and the server remains within the Tor network, exit
relay operators have no visibility into POC communications.
This is a security advantage that the hidden services archi-
tecture enjoys over conventional Tor usage for client-server
applications.

5.4. Session Linkability

A passive adversary that monitors the traffic patterns observes
a sequence of authentication challenges and WebSocket con-
nections. Session linkability, i.e. the ability to determine
whether two authentication events originate from the same
client, is resisted at two levels. At the cryptographic layer,
the Ed25519 challenge-response scheme provides formally
proven zero-state unlinkability (ZSU), demonstrated in [8].
Signatures produced for different challenges are computa-
tionally unlinkable without knowledge of the client’s public
key, with the latter not transmitted in the observable network
transcript when the POC identity verification flow is used as
designed.

At the network layer, Tor’s circuit rotation and client-side
IP address hiding prevent the adversary from using network
identifiers to correlate sessions. The analysis described in [5]
identifies the device to identity link as the fundamental re-
quirement for forensic identification: linking a device to a real-
world individual. The POC architecture resists both compo-
nents of this linkage. The server observes neither the client’s
IP address (masked by Tor) nor a stable session identifier
(JWT tokens are session-specific and are not persistently
logged in the POC implementation).
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6. Implementation Considerations

6.1. Comparison with Existing Systems

Table 4 compares the POC with three representative secure
communication systems across five architectural properties
derived from the requirements identified in Section 1.

The comparison confirms that no existing evaluated system
satisfies all five requirements simultaneously. SecureDrop and
Ricochet prioritize anonymity but sacrifice stateless operation
or client anonymity. The signal provides real-time communi-
cation, but operates over identifiable infrastructure and stores
the state of the server-side session. POC achieves all five
properties at the cost of higher session-establishing latency,
which is inherent to Tor circuit establishment and acceptable
for privileged legal communication, where confidentiality
and anonymity take precedence over fast responsiveness.

6.2. Production Hardening

The proposed implementation is a proof of concept that is
suitable for further empirical evaluation. Production deploy-
ment requires additional hardening measures. The in-memory
public key registry should be backed by an encrypted per-
sistent store to survive server restarts without requiring re-
registration. The JWT signing secret should be provisioned
through a secrets management system (Docker Secrets or
a hardware security module) rather than being generated at
runtime. TLS 1.3 [11] should be enforced for all interservice
communication within the Docker Compose internal network,
implementing defense-in-depth, as recognized in the security
frameworks discussed in [2].

7. Conclusions

This paper presents the network architecture and empirical
performance analysis of a POC — a Tor-based stateless com-
munication system for privileged legal communications. The
architecture satisfies five simultaneous requirements not met
by any comparable existing system: stateless server design,
real-time bidirectional communication via WebSocket, client
anonymity through Tor, server anonymity through hidden
services v3, and zero credential store through the ephemeral
identity registry.

Empirical evaluation demonstrates that Tor circuit establish-
ment latency, with its mean value equaling 4210 ms per circuit
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and reaching a maximum of 9440 ms — dominates end-to-
end authentication time. Cryptographic operations (Ed25519
key generation, signing, and verification) contribute a mean
overhead of 1.34 ms, i.e., less than 0.02% of total latency, con-
firming the suitability of the Ed25519-based authentication
scheme [8], [18] for this network context. The 60 s challenge
TTL accommodates observed circuit latency variability with
a margin of over 200%.

Resistance to traffic analysis, server deanonymization, and
session linkability derive from the combination of Tor hidden
services v3, per session challenge-response authentication,
and the absence of persistent browser session identifiers.
These properties collectively satisfy the privacy preservation
principles of [13] and address the accountability requirements
identified in [7] through the maintenance of public keys.

Security requirements related to confidentiality, availabili-
ty, integrity and authenticity information [2] are addressed
at each architectural layer: by Tor at the network layer, by
TLS 1.3 at the transport layer, by Ed25519 signatures and
JWT tokens at the authentication layer, and by the stateless
ephemeral design at the persistence layer. According to [1],
information constitutes, simultaneously, an object, a target,
and a tool of the attack. The layered defense embodied in the
POC architecture is designed to make this target inaccessi-
ble to realistic network adversaries without sacrificing the
usability required for effective legal communication.

Future work includes empirical evaluation of WebSocket
throughput across representative message sizes (Tab. 3),
production hardening of the public key registry with encrypted
persistent storage, implementation of threshold authentication
using FROST [8] for multi-advocate law firm deployments,
formal analysis of the combined system under the adversary
model [19], and evaluation of traffic padding countermeasures
against website fingerprinting attacks documented by the
authors of [10].
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Abstract — In clustered wireless sensor networks (WSNs), re-
shaping the topology can redistribute cluster head load, but each
such task consumes energy. This paper studies the refresh timing
problem in static clustered WSNs, where the controller decides
not only whether to rebuild the topology but also determines
the time over which the selected topology remains active. The
proposed method formulates topology maintenance as a semi-
Markov adaptive holding-time control problem. At each control
epoch, the controller selects a refresh indicator, a target cluster
count, and a holding time. The topology builder uses explic-
it cluster head election, nearest head member association, and
intra-cluster chain forwarding with one-hop cluster head trans-
mission to the base station. Under nominal deployment, the
proposed controller reaches a half-node death (HND) point of
1969.1 +8.4 rounds with 0.104 J of control energy, while periodic
refresh with T" = 10 reaches 1819.7 +32.6 rounds and consumes
1.133 J. Across seven tested deployment scenarios, the proposed
method gives a higher HND point with lower control energy
than the tested refresh-enabled baselines. Therefore, the method
is positioned as a lifetime overhead control mechanism, favoring
lower control energy and longer mid-life operation, whereas pe-
riodic refresh remains preferable when delivery performance is
the primary objective.

Keywords — adaptive holding time, energy efficiency, semi-Markov
control, topology refresh, wireless sensor networks

1. Introduction

Clustered wireless sensor networks (WSNs) are used in envi-
ronmental monitoring, smart agriculture, industrial sensing,
and infrastructure supervision, as local data aggregation at
cluster heads is capable of reducing the requirement for long-
range radio transmissions from battery-powered sensor nodes
to the base station [1]-[4]. In a clustered deployment, the op-
erating bottleneck is not only the selected network topology,
but also the process of updating that topology. Over subse-
quent communication rounds, residual energy, cluster head
forwarding load, and member-to-cluster assignment may drift
from the state used during the topology design phase, moti-
vating a topology refresh before energy imbalance becomes
severe.

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) License.
5 6 For more information, see https://creativecommons.org/licenses/by/4.0/

A topology refresh is useful only when its reduction in da-
ta plane energy and energy offsets the added control energy
cost. Frequent refreshes increase the overhead of status re-
porting, cluster head announcement, member reassociation,
and schedule dissemination. Delayed refresh keeps an aging
cluster assignment active after the residual energy distribu-
tion has changed, which can increase forwarding load on
energy-depleted nodes. This paper studies clustered topology
maintenance as a re-synchronization control problem, where
the controller decides both the re-synchronization action and
the holding time of the resulting topology.

Existing WSN clustering studies focus primarily on improving
topology after reconfiguration. LEACH and HEED provide
the classical baselines for cluster head rotation and energy-
aware hybrid clustering [5], [6]. Recent studies further refine
cluster operation through graph-based construction, energy-
balanced routing, fuzzy or heuristic decision rules, and rein-
forcement learning-aided control [7]—[11]. These methods
improve cluster head selection, forwarding load distribution,
or route quality when the network decides to update its topol-
ogy. The present papers address a narrower timing issue.
The holding time of the selected topology is usually set to
a fixed period or a one-step control clock, so its effect on
control energy cost and residual energy drift is not explicitly
controlled.

This paper makes the holding time of a topology control
decision an explicit control variable. At each control epoch,
the controller selects a refresh indicator, a target cluster count,
and a holding time, rather than simply deciding whether
to refresh the clustered topology. This converts topology
maintenance into a variable duration control problem, where
refresh responsiveness and control energy expenditure are
handled within the same decision layer. The topology design
module is kept explicit through cluster head election, nearest
head member association, and intracluster chain forwarding,
while the proposed controller operates above it to determine
when to update the topology and for how long the updated
topology should remain active.

The presented work is organized around three technical el-
ements. First, clustered WSN topology maintenance is for-
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mulated as an adaptive holding time problem with explicit
control energy accounting, cluster head election, and mem-
ber association. Second, a factorized semi-Markov controller
separates the triggering of refresh, the selection of the cluster
count, and holding time selection, making the action structure
consistent with the operation sequence of clustered topology
maintenance. Third, an evaluation examines nominal opera-
tion, fixed duration baselines, a holding-time-blind ablation,
deployment changes, connectivity-based QoS proxies, imper-
fect state observation, cluster count sensitivity, and runtime
complexity.

In the clustered WSN setting under consideration, exposing
the topology holding time as a control variable reduces un-
necessary topology refreshes, lowers the control energy cost,
and improves the HND operating point relative to fixed pe-
riod and holding-time blind refresh policies. This benefit is
obtained at the cost of lower performance compared to the
periodic refresh approach, which remains preferable when
delivery performance is the primary objective. Therefore, the
results should be interpreted as a lifetime overhead operating
trade-off, and not as dominance over all lifetime or delivery
metrics.

The remainder of the paper is organized as follows. Section 2
reviews clustering, adaptive topology refresh, and variable-
duration control. Section 3 defines the network model, topolo-
gy design, energy accounting, and the retention time objective.
Section 4 presents the proposed control pipeline. Section 5
describes the experimental protocol. Section 6 presents the
results and limitations, while Section 7 concludes the paper.

2. Related Works

Recent works on clustered WSNs first and foremost address
the designed spatial structure developed after a topology up-
date. LEACH rotates the cluster head role to distribute energy
consumption among sensor nodes, while HEED incorpo-
rates residual energy and communication cost into the cluster
head selection process to improve energy-sensitive cluster
formation [5], [6].

Later studies refine this topology construction layer through
graph-based clustering, energy-balanced path-tree design,
dynamic clustering, and chain- or tree-based forwarding
structures [7], [9], [10]. Stable clustering, redundancy-aware
topology control, and energy-constrained cluster formation
have also been studied to improve cluster head selection,
member association, and forward load distribution [12]-[14].

These methods improve the topology installed after the net-
work decides to update its structure. They do not directly
control how long the installed topology should remain active
before the next network state observation.

State-aware WSN control has also been studied through fuzzy
inference, hedge algebra, and heuristic decision rules. These
methods use residual energy, distance, load, or link-related
descriptors to support cluster head selection and routing
decisions under uncertain network conditions [15].
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Fuzzy and heuristic WSN schemes further show that energy
and load descriptors are useful inputs for distributed control
when residual energy decreases unevenly across the network
[8].

This line of work is relevant to the present paper, as it confirms
the value of compact network state indicators. Its control
object, however, is usually the cluster head choice, routing
decision, or rule output inside a predefined update loop. The
persistence time of the selected topology control decision is
not treated as a separate operating variable.

Adaptive clustering and learning-based WSN control move
beyond one-shot topology design by conditioning actions on
the observed network state. Recent work on Q-learning-based
routing, dynamic topology reconfiguration, and intelligent
clustering adapts routing or cluster organization to residual
energy evolution, traffic changes, or topology degradation
[10], [11], [16]. These schemes are closer to the setting
considered here, since the control action changes along with
the network condition.

The remaining timing issue is more specific. In many adaptive
schemes, the decision clock is still imposed by a fixed period
or by a one-step update rule and, hence, the controller can
choose what action to take but is not capable of determining
how long the resulting topology control decision should
persist.

This timing issue is important, because the cost of topolo-
gy refresh and the effects of topology aging affect network
performance over different time scales. A frequent refresh
can correct cluster assignment and forwarding-load imbal-
ance earlier, but it increases status reporting, cluster head
announcement, member reassociation, and schedule dissem-
ination overhead. A long holding time reduces the control
energy cost, but the retained cluster assignment may drift
from the current residual energy distribution. Therefore, fix-
ing the update interval removes a degree of control freedom
that is directly tied to the HND overhead operating point.

Semi-Markov decision processes and temporally extended
actions provide the control structure needed for this degree of
freedom. In a semi-Markov model, the selected action can
remain active for a variable number of time steps, before the
next decision is made [17]. The repetition follows the same
principle by allowing the controller to choose both the action
and its execution duration [18]. This mechanism aligns with
clustered WSN topology maintenance, because a topology
refresh incurs an immediate control energy cost, whereas
the effect of the refreshed topology accumulates over several
communication rounds.

This paper addresses a temporal control layer above clustered
topology development. It does not replace the head election,
member association, or the design of the forwarding structure.
Instead, it treats the holding time of the installed topology
as a controller output and evaluates whether this variable
improves the HND overhead operating point at the expense of
an explicit topology refresh cost. This separates the proposed
problem from general WSN clustering and from learning-
based routing methods that retain a fixed decision clock.
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3. System Model and Problem
Formulation

3.1. Network and Topology Model

Consider a static clustered WSN with IV sensor nodes and one
base station. The network evolves over discrete communica-
tion rounds indexed by ¢. Let V; denote the set of alive nodes
and let G denote the active clustered topology. The topology
consists of the cluster head set H;, the member association
map, and the intra-cluster forwarding structure. In the evalua-
tion model, each cluster uses a PEGASIS-style intracluster
chain, and each cluster head forwards aggregated traffic to
the base station through a one-hop uplink. This topology
model is therefore a clustered chain-assisted structure, not an
unrestricted multi-hop routing graph.
When a reconfiguration event is triggered, the topology
builder first elects cluster heads from the alive node set. For
each active node ¢ € V, the cluster head quality score is:
ei(t)
a(t) =04 (1- Cak
where d; g is the distance from node ¢ to the base station,
dmax is the largest node-to-base-station distance in the de-
ployment, ¢;(¢) is the normalized centrality descriptor used
by the topology builder, e;(t) is the residual energy, and Ey
is the nominal initial energy.
Equation (1) specifies the election rule used in the evaluation.
A node obtains a higher score when it is closer to the base
station, more central within the deployment, and has higher
residual energy.

d;,Bs

)+o.3 ci(t) +0.3 )

max

For a target cluster count C,, the cluster head set is:

th = TOpcn {qi (tn) S th }, 2)
where Top, returns the C), highest scoring alive nodes, with
|th = min(Ch, ‘th )-

Equation (2) enforces the count of the requested cluster when
enough alive nodes remain in the network. It also prevents
depleted nodes from being selected as cluster heads.

Each non-head node is then associated with the nearest se-
lected cluster head:

a;(t,) = arg hlglgn di,n,

tn

i € Ve, \ He, - 3)

Equation (3) defines the member association rule used after
the cluster head election. Once the members are assigned,
an intra cluster chain is constructed inside each cluster, and
the resulting clustered topology remains active until the next
refresh event.

3.2. Topology Age, State, and Composite Action
The topology age is updated as:

otherwise.

0, if a new topology is installed at round ¢,
Y “)
Tt-1+ 1,

Equation (4) records the number of communication rounds
during which the current clustered topology has remained ac-
tive. A larger 7; indicates that the retained cluster assignment
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and forwarding structure have been used for more rounds and
may have drifted from the current residual energy distribution.

At the decision epoch n, the controller observes:
— i —ch h
Sn = I:eTM UE,’!L» e$m7 ezr?ax7 6217 Uz,”ru (b’rh C:Lurz

rrdata phctrl
Tn, Kn, En—l ’ En—laﬂ(unfl = 1)]7

(&)

where the entries describe the residual energy statistics, clus-
ter head energy statistics, alive node ratio, active cluster count,
topology age, energy imbalance and recent data/control ener-
gy

Equation (5) supplies the controller with compact network
state descriptors and the recent cost of topology maintenance.
These descriptors are used to decide whether the current
topology should be retained or updated.

The controller selects:

an = (Un7 C’I’l7 dn): (6)

where u,, € {0,1} is the refresh indicator, C,, € C is the
target cluster count, and d,, € D is the holding time.

The next decision epoch is:
tn+1 = tn + dn- (7)

Equation (7) makes the decision clock action dependent. The
selected holding time determines how long the current control
decision remains active before the state of the controller
observes the network again.

3.3. Energy Accounting and Utility Interpretation

The round-level energy consumption is separated into data
plane and control plane components:

E;Ot _ E?ata + E;:trl. (8)

Equation (8) makes topology refresh part of the network ener-
gy cost rather than treating the reconfiguration as a cost-free
operation. The data plane component includes transmission,
reception, and aggregation energy:

E;iata _ Z Eitj;/rx + Z Ezgtg &)

i€V heHy

Equation (9) collects the energy used for data forwarding and
local aggregation. The second term captures the addition-
al cost of aggregation at the selected cluster heads. When
topology refresh is triggered at ¢,,, the control plane energy
is formulated as cost:

E;::Lrl — Unlvtn| (estatus + e(:onﬁg) 7 (10)

E¢t! = 0 for non-refresh rounds within the same holding
segment.

Equation (10) models refresh overhead, as the status reporting
and configuration dissemination costs are paid by the alive
nodes when the clustered topology is rebuilt.

For a candidate decision (u, C, d), the idealized d-round utility
can be written as:

d—1
A(C,d) =Y (Efieor _ pleact()) - B, 0).
=0

1)

212026

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



A Lightweight Adaptive Holding-time Policy for Clustered Wireless Sensor Networks

Equation (11) is used only to interpret the refresh-timing
trade-off. A refresh is useful when the data plane energy re-
duction obtained by rebuilding the topology is large enough
to offset the one-time control plane cost. A shorter holding
time improves responsiveness to residual energy drift, where-
as a longer holding time gives more rounds over which the
refresh cost can be amortized.

Theorem 1. For a horizon of T' communication rounds, if
dy, > dpin for every control epoch, then the number of control
opportunities satisfies:

N(T) < [ (12)

and the cumulative control energy satisfies:

T
Eglrrfl(T) g N(estatus +econﬁg) ’V (13)

dmin—‘ '
Proof. Each decision epoch covers at least dy,;, commu-
nication rounds. Hence, over a horizon of 7T rounds, the
number of control opportunities is upper-bounded by (12).
At each refresh event, the control-plane charge is at most
N (estatus 4 econfig) hecause no more than N nodes can be
alive. This gives the cumulative control-energy bound in
(13). O

Theorem 1 does not define an optimal policy. It states the
structural role of the holding time. Increasing the minimum
holding time directly limits the maximum refresh frequency
and the worst-case accumulation of control plane energy.
Because each action remains active for d,, communication
rounds, the segment reward is:

dp—1

Fn= ) At 0<AS, (14)
=0

and the long-horizon objective is:

J(m0) = Ex, [Z v"‘lrn] : (15)
n=1

Equations (14), (15) evaluate a topology control decision
over its full holding segment, instead of only at the first
communication round after refresh. This is the level at which
topology aging, residual energy drift, and refresh overhead
jointly affect the lifetime overhead trade-off.

4. Proposed Adaptive Holding-time
Controller

4.1. Pipeline Overview

The proposed controller is organized as a four-block pipeline.
The first block extracts compact state descriptors from the
current network condition. The second block selects the
factorized action (u,,, Cy,, dy,). The third block rebuilds the
clustered topology only when u,, = 1, using the topology-
construction rules in Egs. (1) — (3). The fourth block executes
d,, rounds of data communication and returns the accumulated
segment reward for the learning update.
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This separation keeps the role of each module explicit. The
learning policy controls refresh triggering, cluster-count se-
lection, and holding time, while the cluster-head election and
member-association rules remain fixed and are evaluated.

The reward in round ¢ is:

re=agr — BEM — v Ef — Sk, (16)

where ¢, is the alive-node ratio, k; is the energy-imbalance
descriptor, and the energy terms are normalized by the initial
network energy.

Equation (16) promotes node survival while penalizing the
data plane energy, control plane energy, and residual energy
imbalance. As a result, topology refresh is selected only when
its expected benefit outweighs the additional control plane
charge.

4.2. Factorized Policy and Learning Update

The policy is factored as follows:
o (an |sn) = 7Téw (un \sn) ﬂ'ém (Cn |Sn, Un)

17
X Wéd) (dn|sn,un). {4

Equation (17) separates the refresh decision from the topolo-
gy scale decision and the hold time decision. This structure
follows the operating sequence for clustered topology main-
tenance. The controller first decides whether to update the
current topology. When a refresh is selected, the target cluster
count determines the new topology scale. The holding-time
branch then determines how many communications rounds
the resulting control decision remains active before the next
control epoch.

The critical target is:
Yn = Tn +7 Vi (sns1), (18)
and the critical loss is:
Leritie =E[ (Viy(sn) —yn)? | (19)

Equations (18), (19) train the value estimator using the return
accumulated over a complete holding segment, rather than
only the immediate communication round after a refresh
decision. This is consistent with the operating sequence for
clustered topology maintenance, where a selected topology
remains active for multiple rounds before the next control
epoch.

The advantage estimate is as follows:

An =T+ Vip(snt1) — Vis(sn), (20)
and the actor update follows::
VoJ ~ E [Vologmo(an|sn)An] . (1)

Equation (21) assigns credit to the complete control tuple
(U, Cr, dy) according to the multi-round network outcome
produced by that tuple. This credit assignment is needed,
because the control plane refresh cost is borne immediately,
whereas the effect of the selected topology and holding time
appears over subsequent communication rounds.
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Algorithm 1 Adaptive holding-time topology control
Require: Deployment, energy parameters, cluster count set
C, holding-time set D, actor parameters 6, critical pa-

rameters )
1: for each training episode do
2 Reset residual energy, alive node set, and initial
clustered topology
3: while the termination condition is not met do
4 Design the control state s,, using Eq. (5)
5: Sample the control tuple:
(Un, Cn; dn) ~ 7(-6’("571)
6: if u,, = 1 then
7: Elect cluster heads using Eq. (1)
8: Associate members using Eq. (3)
9: Charge the control plane energy

using Eq. (10)
10: end if
11: Execute d,, communication rounds under the
active clustered topology

12: Accumulate the segment reward 7,
13: Design the next control state s, 1
14: Update the critic using Eq. (19)

15: Update the actor using Eq. (21)

16: end while

17: end for

4.3. Algorithm and Complexity

Algorithm 1 separates the timing decision from the topology
construction rule. The actor selects whether to refresh, which
cluster count to use, and how long the resulting control
decision remains active. The topology builder is invoked
only when u,, = 1. Otherwise, the network continues data
communication under the retained clustered topology.

The complexity of topology construction per refresh event is:

Otopo = O <|vt|1og|vt +ilCn+ > |ch,t2> , @)

heH

where the three terms correspond to cluster head ranking,
nearest head member association, and intra-cluster chain
construction, respectively. Equation (22) also shows that
topology construction is paid only at refresh events, not during
every data packet transmission.

The policy inference cost is proportional to the number of
actor parameters:

Opolicy = O(PG) (23)

Tab. 1. Deployment scenarios used for evaluation.

’ ID ‘ Nodes/field ‘ BS position ‘ Purpose ‘
SO 100, 100 x 100 [150, 50] Nominal
S1 50, 100 x 100 [150, 50] Sparse density
S2 150, 100 x 100 [150, 50] Dense density
S3 100, 150 x 150 [225, 75] Larger field
S4 100, 100 x 100 [50, 50] Centered BS
S5 100, 100 x 100 [200, 50] Far BS
S6 100, 100 x 100 [150, 50] Heterogeneous Eo
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Fig. 1. Comparison of FND, HND and LND comparison under the
nominal deployment.

Equation (23) applies only at control epochs and is incurred
on the controller side. The sensor nodes do not execute the
learning-based controller. They only receive and follow the
disseminated topology configuration.

5. Experimental Design

The nominal setting uses /N = 100 nodes in a 100 x 100 m
field, a base station (BS) at [150, 50], initial energy Ey =
0.5 J, and 12 000 maximum rounds. The holding-time set is
D = {3,5,7,10,14}, and the baseline cluster count candi-
date setis C = {3, 4,5, 6,7, 8}. Each main result is evaluated
over 30 random seeds.

The baselines are static topology, periodic re-update with
T = 10, always refresh, fixed-holding-time controllers with
d € {3,5,7,10, 14}, aholding-time-blind adaptive controller
(u, C) with fixed d = 7, and the proposed controller (u, C, d).
A flat-action DQN baseline is also evaluated as an internal ac-
tion factorization ablation. The evaluation scenarios are sum-
marized in Tab. 1. They are designed to determine whether
the result is limited to a single nominal deployment. The sce-
narios vary in node density, field size, base station location,
and initial energy heterogeneity.

WSN performance is evaluated through lifetime (Fig. 1),
topology maintenance overhead, and service-related metrics.
Lifetime is measured based on first node death (FND), half-
node death (HND), and last node death (LND). Overhead
is measured based on control energy (CtrlE), refresh count,
and average holding time. Service behavior is summarized
by connectivity-based delivery, hop-count delay, throughput,
coverage at HND, and Jain fairness at HND. These service-
related metrics are treated as proxies, because the simulator
does not include a full MAC layer scheduler, contention,
retransmission, or stochastic physical layer decoding.

6. Results and Discussion

6.1. Nominal Lifetime Overhead Performance

Table 2 and Fig. 2 present the nominal comparison. The
proposed controller attains 1969.1 £8.4 rounds in HND with
only 0.104 J control energy. Periodic refresh with 7" = 10
achieves 1819.7 +32.6 rounds and consumes 1.133 J. Always
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Tab. 2. Comparison of nominal lifetime and control energy (30
runs).

] Method END HND LND \ CuiE [J] \
. 4219 1988.3 5749.2
Static +52.7 2.1 +212.2 0.000
Periodic 1056.7 1819.7 2219.4 133
T =10 +152.7 +32.6 +171.1 :
Always 837.5 1556.0 1939.8 3.969
refresh +128.0 +47.1 +119.3 :
] B 1014.4 1811.5 2136.8
Fixedd =17 +176.9 +27.0 +142.6 1577
. B 984.8 1848.5 2184.9
Fixed d = 14 +191.9 +27.6 +166.3 0.803
No interval 1218.4 1846.3 2101.6 1.651
(u,C) +145.9 +17.6 +105.1 :
Proposed 903.6 1969.1 2391.5 0.104
(u, C, d) +54.6 +8.4 +80.1 :

refresh performs worse, because the topology is updated too
aggressively and 8.969 J is spent on control energy.

The observation is metric-specific. The proposed controller
does not maximize the FND, as the no-interval ablation reach-
es a higher FND point. Its advantage appears in HND, LND,
and controlled energy. Compared to no-interval ablation, the
proposed controller improves HND by 122.8 rounds and re-
duces the control energy by approximately 15.9x. This shows
that the holding-time branch suppresses unnecessary topology
refreshes and shifts the operating point toward longer mid-life
and late-life network operation at lower control energy cost.

6.2. Fixed Holding Time and Factorization Effects

The fixed-holding-time baselines show the limitations of us-
ing a single designer-selected update period. The best fixed
baseline in Tab. 2 is d = 14, which reaches 1848.5 HND
rounds with 0.803 J of control energy. The proposed con-
troller reaches 1969.1 HND rounds with 0.104 J of control
energy. Therefore, the improvement is not explained by se-
lecting a long holding time. The controller jointly decides
whether to refresh the topology and how long the selected
topology control decision should remain active, so the refresh
is triggered only when the observed network state justifies
the additional control plane charge.

The flat-action DQN ablation further examines the factorized
action structure in Eq. (17). With the same state descrip-
tors and reward, the flat-action DQN reaches 1930.5 £15.9
HND but consumes 0.302 J of control energy, which is about
2.84x higher than the proposed factorized controller in the
matched ablation setting. This result supports separating re-
fresh triggering, cluster count selection, and hold-time selec-
tion. It is used only as an internal action-structure ablation,
not as a substitute for external WSN clustering or routing
baselines.

6.3. Cluster Head Election and Topology Verification

The topology construction verification checks the lower lay-
er clustering process used in the evaluation model. Across
the verified refresh events, no depleted node is selected as
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Fig. 2. Energy decomposition under nominal deployment.

a cluster head. Every alive non-head node is associated with
exactly one cluster, and the realized number of cluster heads
matches the requested C,, whenever |V,| > C,,. The mean
topology development time is 104.3 ms in the verification run,
while the broader runtime profile in Subsection 6.8 reports
a mean topology build time of 147.6 ms. In the evaluation
model, a topology update is therefore executed within one
control epoch. This timing result should not be interpret-
ed as distributed reconfiguration latency in a physical WSN
deployment.

This verification fixes the interpretation of the proposed con-
troller. The learning policy does not depend on an unspecified
clustering routine. It decides when to invoke the topology
builder, which cluster count to request, and how long the re-
sulting clustered topology should remain active. Cluster head
election, member association, and intra-cluster chain con-
struction are defined by the topology construction module
described in Section 3.

6.4. Multi-scenario Validation

Table 3 and Fig. 3 show the validation for seven scenarios.
The proposed method provides a better HND-CtrlE operat-
ing point than the best non-static refresh-enabled competitor.
The largest gains occur when the field is enlarged, or the base
station is moved farther away, because topology refresh be-
comes more expensive and holding-time control can amortize
that cost.
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Fig. 4. Comparison of HNDs for tested scenarios.

The comparison also reveals where the gain is small. In S4,
the base station is placed in the center of the field, reducing
communication costs and making simple refresh policies more
competitive. The HND gap is only 15.1 rounds. This indicates
that adaptive holding time is most useful when refresh cost
and topology staleness create a pronounced trade-off.

6.5. Connectivity-based Delivery, Coverage, and Fairness

Table 4 and Fig. 4 report the service-related proxies used to
complement lifetime and overhead metrics. Periodic refreshes
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achieve a higher connectivity-based delivery value, because
they update the clustered topology more frequently. The
proposed controller refreshes less frequently, so the retained
topology can age for more communication rounds. This
produces a clear operating trade-off. The proposed method
improves the overhead operating point, whereas periodic
refreshing better preserves delivery-oriented performance.

The main limitation appears in S5, where the base station is
farther from the sensing field. The proposed controller still
improves the HND in this scenario, but its connectivity-based
delivery value decreases to 0.352. This indicates that reduc-
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Fig. 5. Service-related proxy, coverage, and fairness.

ing the topology refresh frequency can extend the lifetime
of the network while weakening delivery-oriented perfor-
mance. For deployments where delivery performance is the
primary objective, the controller would require a stronger
delivery-oriented reward term, a different relay/base station
placement, or a topology builder designed explicitly for de-
livery preservation.

6.6. Sensitivity to Imperfect Network-state Observation

Table 5 and Fig. 5 report the sensitivity of the proposed
controller to residual energy observation noise and delayed
network state information. The residual energy observation
noise with o € {0.02,0.05,0.10} changes HND by less than
0.2% relative to the clean proposed-policy reference. State-

Tab. 3. Comparison of multi-scenario HND overhead against the
best non-static refresh-enabled competitor.

Scen. Pr](_)[;l)\(])];ed CtrlE Best competitor HND gap
SO 1969.3 0.108 No interval +120.5
S1 1927.0 0.049 No interval +160.3
S2 1980.7 0.174 Fixed d =14 +95.5
S3 1956.6 0.134 No interval +523.1
S4 1985.0 0.051 Fixed d =14 +15.1
S5 1972.0 0.157 Fixed d =14 +506.6
S6 1947.1 0.098 No interval +127.7

Tab. 4. Delivery, coverage, and fairness under periodic refresh and
the proposed controller.

Tab. 5. Sensitivity of the proposed controller to imperfect observa-
tion of the state of the network.

‘ Perturbation HND CtrlE [J] HND change

Clean 1967.3 £10.7 0.109 0.00%

Noise o = 0.02 1969.8 6.9 0.104 +0.13%
Noise o = 0.05 1967.9 £8.3 0.104 +0.03%
Noise o = 0.10 1970.6 £9.4 0.092 +0.17%
Delay A =1 1980.4 £2.7 0.074 +0.67%
Delay A = 2 1979.6 £2.4 0.085 +0.63%
Delay A =5 1979.9 £2.8 0.100 +0.64%

observation delay with A € {1,2,5} control epochs keeps
HND within 0.67% of the clean reference.

These results show limited sensitivity to the perturbation
levels in the state vector. The evaluation covers residual
energy observation noise and short state observation delays.
It does not cover packet loss, node mobility, MAC contention,
bursty traffic, or adversarial sensing errors. The result should
therefore be interpreted as state observation sensitivity within
the tested operating range, not as general robustness to all
deployment impairments.

6.7. Cluster Count Selection Sensitivity

The cluster count sensitivity study explains how the controller
constrains the choices for cluster count. The controller does
not optimize a continuous cluster count. It selects C,, from
a predefined finite candidate set. Table 6, Figs. 6 — 7 show
that the baseline set C = {3,4,5,6,7,8} gives the highest

\ Scen. \ Method Delivery Cov.@HND | Jain@HND \ proposed-policy HND among the evaluated candidate sets.

SO Periodic 0.996 0.743 0.528

Tab. 6. Sensitivity of the candidate set with cluster count for the
SO Proposed 0.700 0.869 0.192

proposed controller.
S2 Periodic 0.997 0.829 0.538
S2 Proposed 0.700 0.929 0.117 \ Set \ Values \ HND CulE[J] | Avg.C
S5 Periodic 0.989 0.691 0.738 Chase {3,4,5,6,7,8} 1967.5 £11.8 0.107 3.34
S5 Proposed 0.352 0.867 0.175 C1 {4,6,8} 1863.2 £38.4 0.829 522
S6 Periodic 0.998 0.844 0.679 Ch {5, 8,10} 1916.8 £25.4 0.285 5.41
S6 Proposed 0.772 0.908 0.686 Cs3 {6, 10, 14} 1921.3 £23.9 0.191 6.13
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Fig. 6. HND of the proposed controller under residual energy
observation noise and delayed network state observation.

The results indicate that the low cluster count options, espe-
cially the three- and four-groups, are useful under the eval-
uated deployment geometry and energy model. When the
candidate set starts at 4 or 5 clusters, the controller is forced
toward larger topologies, increasing control energy cost and
reducing HND. The cluster count set is therefore an engi-
neering design choice that should match the node density, the
sensor field size, and the placement of the base station.

6.8. Training, Runtime, and Deployment Complexity

The controller uses a 13-dimensional state vector. Both the
actor and critical models use two hidden layers with 256 units,
LayerNorm, and ReLU activation. The actor has three output
heads for the refresh indicator u, cluster count C, and holding
time d. Adam is used with a learning rate of 3x10 and
a discount factor of 0.99. The implemented model has 73 741
actor parameters and 70 657 critic parameters, for a total of
144 398.

The runtime profile separates off-line training from online
controller execution (Fig. 8). Policy inference takes 2476
+797 s per control call, with a 95-th percentile of 3628 ps.
Topology construction takes 147.6 £38.4 ms per refresh
event, with a 95-th percentile of 197.4 ms. These values
are measured on the controller side. The sensor nodes do
not execute the learning-based controller. They only receive
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the topology configuration and follow the resulting cluster
assignment and forwarding schedule.

7. Conclusions

This article studied clustered WSN topology maintenance
from the perspective of adaptive holding time. The controller
decides whether to refresh the topology, which cluster count
to use after the refresh, and how long the resulting topology
control decision should remain active. The lower layer topol-
ogy builder is specified through cluster head scoring, nearest
head member association, and chain-assisted intra-cluster for-
warding with one-hop cluster head transmission to the base
station.

The results show a consistent lifetime-overhead trade-off. Un-
der nominal deployment, the proposed controller improves
HND from 1819.7 £32.6 rounds with periodic refresh to
1969.1 £8.4 rounds, while reducing the control energy from
1.133 J to 0.104 J. Across the seven tested deployment sce-
narios, the proposed method provides a better HND overhead
operating point than the tested refresh enabled baselines. The
state observation tests also show limited sensitivity to the
evaluated residual energy noise levels and short observation
delays.

The operating gain is not universal across all metrics. The
proposed controller does not maximize FND and does not
preserve connectivity-based delivery or periodic refresh.
In the far base station scenario, the delivery value is low
even though HND remains high. Therefore, adaptive holding
time should be interpreted as a lifetime overhead control
mechanism for the considered clustered chain topology model,
not as a general QoS-maximizing topology policy.

Future work should extend the evaluation to MAC layer packet
scheduling, dynamic traffic, mobility, and external learning-
based clustering baselines under matched topology and energy
accounting models.
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Abstract — The CR technology enhances spectrum utilization by
allowing access to unused licensed channels, while spectrum sens-
ing allows secondary users to verify channel availability before
the transmission. This study relies on the LoRaCog framework,
a solution integrating the CR technology with LoRa LPWAN
networks, to evaluate the performance of eigenvalue-based detec-
tion algorithms, such as maximum eigenvalue detection (MED),
maximum to minimum eigenvalue (MME), energy-to-minimum
eigenvalue (EME) and maximum-to-mean eigenvalue detection
(MMED), with the comparisons based on energy detection (ED).
The said algorithms were evaluated under three scenarios char-
acterized by an increasing degree of complexity. These included
the following: an ideal additive white Gaussian noise (AWGN)
channel, followed by a multipath fading channel with noise uncer-
tainty using a SISO receiver and, finally, a SIMO multiantenna
receiver system. The simulation results for the AWGN chan-
nel showed that the ED algorithm achieved the best detection
probability and the lowest sensing time. When multipath fading
and noise uncertainty were introduced, eigenvalue-based algo-
rithms achieved higher detection probabilities while maintaining
comparable detection times. The MME algorithm achieved the
highest detection probability when used with the SIMO multi-
antenna reception system.

Keywords — CR, eigenvalue-based detection, LoRa networks,
LPWAN, spectrum sensing

1. Introduction

Many solutions have been proposed to address the challenges
arising from inefficient spectrum management, among which
the CR technology has emerged as a promising approach [1].
CR enables dynamic spectrum access by allowing secondary
users (SUs) to opportunistically utilize frequency bands when
primary users (PUs) are inactive, ensuring also that no inter-
ference is caused to licensed users [2], [3]. Spectrum sensing
plays a crucial role in this mechanism by enabling SUs to de-
termine whether a given frequency band is occupied before
initiating transmission [4], [5].

Low-power wide-area networks (LPWANSs) are among the
primary wireless technologies that support applications of
the Internet of Things (IoT). Among these, LoRa networks
are distinguished by their ability to provide long-range com-
munication while maintaining low power consumption. LoRa
networks typically operate in unlicensed frequency bands.
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However, these bands have become increasingly congest-
ed due to the rapid growth in the popularity of IoT devices.
Such congestion may lead to increased packet collisions and
reduced communication reliability, particularly in dense de-
ployment environments [6], [7].

Several studies have investigated integrating CR into LoRa
networks using a cognitive LoRa framework (LoRaCog). In
this framework, LoRa gateways are equipped with spectrum
sensing capabilities, allowing them to monitor licensed chan-
nels and opportunistically access temporarily unused spec-
trum while preserving the existing LoRa infrastructure [8].
However, achieving reliable spectrum sensing in such envi-
ronments remains a major challenge, particularly under low
signal-to-noise ratio (SNR) conditions.

Because of its simplicity, energy detection (ED) is one of
the most widely used spectrum-sensing techniques. How-
ever, its performance deteriorates significantly in low-SNR
environments due to the SNR wall effect. To overcome these
limitations, eigenvalue-based spectrum sensing algorithms
have attracted considerable attention. These methods rely
on the statistical properties of the covariance matrix of the
received signal, allowing the detection of a primary user
without prior knowledge of the signal structure or the noise
power [2], [9], [10].

This study evaluates the performance of several eigenvalue-
based spectrum sensing algorithms within the LoRaCog
framework. The algorithms investigated include maximum
eigenvalue detection (MED), maximum-to-minimum eigen-
value (MME), energy-to-minimum eigenvalue (EME), and
maximum-to-mean eigenvalue detection (MMED). Perfor-
mance of these algorithms is analyzed in terms of detection
capability and sensing time. Furthermore, these algorithms
are compared with the conventional ED technique under dif-
ferent channel conditions, including the ideal AWGN channel,
multipath fading channels with noise uncertainty, and a SIMO
multi-antenna reception system.

2. Literature Survey

Many studies have focused on improving spectrum utiliza-
tion and scalability in LoRa and LPWAN networks operating
in dense IoT environments. The authors of [11] discussed the
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limitations of LoORaWAN networks, particularly spectrum
congestion and scalability challenges within industrial, sci-
entific, and medical (ISM) bands. The study highlighted the
need for more flexible and efficient spectrum management
approaches. In this context, in [8], the LoRaCog framework
is introduced, integrating CR capabilities into LoRa net-
works by assigning spectrum sensing tasks to gateway nodes.
This framework enables the dynamic utilization of licensed
channels while preserving the existing LoRa infrastructure.
Furthermore, in [12], the integration of CR technologies with
LPWAN systems is reviewed and the main challenges relat-
ed to spectrum sensing reliability, interference management,
and energy efficiency in IoT environments are discussed.

The authors of [13] reviewed several aspects of the ED al-
gorithm in CR networks and noted that it remains one of the
most commonly adopted sensing techniques due to its ease of
implementation. However, previous studies have shown that
the effectiveness of this technique deteriorates significantly
under low SNR conditions and in the presence of noise uncer-
tainty. These limitations lead to reduced detection reliability
and to the SNR wall effect [13], [14].

To address these limitations, many studies have focused on
developing spectrum-sensing algorithms based on the eigen-
values of the received signal’s covariance matrix. Paper [10]
established the theoretical foundation for these techniques
by demonstrating that the presence of a PU signal changes
the eigenvalue distribution of the covariance matrix of the
received signal. This property enables signal detection with-
out requiring prior knowledge of the signal structure or noise
power. Subsequently, several studies attempted to improve
the reliability of eigenvalue-based sensing algorithms under
different wireless channel conditions. For example, in [15],
the development of eigenvalue-based sensing techniques is
reviewed and the article reports that these methods provide
greater reliability than conventional sensing approaches, par-
ticularly under noise uncertainty conditions.

More recent studies have further demonstrated the effective-
ness of eigenvalue-based techniques in fading environments,
where improved detection performance can be achieved at
low SNR levels compared to conventional ED methods [16].
Recent works focus mainly on developing individual sens-
ing algorithms or integrating spectrum sensing techniques
with machine learning in conventional wireless communica-
tion environments. The number of studies covering multiple
eigenvalue-based sensing algorithms in cognitive LoRa net-
works under realistic wireless channel conditions remains
relatively limited.

3. Overview of the LoRa Cognitive
Framework

This section provides an overview of the LoRa cognitive
framework (LoRaCog) introduced in [8] — a solution inte-
grating CR concepts into LoRa networks and enabling gate-
ways to perform sensing to improve spectrum efficiency. The
LoRaCog framework extends the traditional LoRaWAN ar-
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Fig. 1. Operational workflow of the LoRaCog framework.

chitecture by enabling gateways to access licensed channels
when they are temporarily unused by PUs. This extension
aims to improve spectrum efficiency and mitigate spectrum
congestion.

The framework maintains the LoRaWAN network infrastruc-
ture, consisting of end devices (EDs), gateways (GWs) and
the (NS). However, cognitive functions are integrated into
this architecture by assigning spectrum sensing and decision-
making tasks to specific components within the network, such
as gateways, in order to optimize spectrum usage and improve
overall network performance.

As shown in Fig. 1, the LoRaCog principle comprises three
stages. First, spectrum sensing is performed at the gateway
level, where the gateways monitor licensed channels and col-
lect signal samples to detect the presence of a PU. Due to
the availability of a stable power source, elevated deploy-
ment sites, and higher processing capabilities, gateways are
suitable for implementing sensing algorithms. Then, the sens-
ing results are sent to the NS, where the decision is made.
Based on sensing reports from one or more gateways, the
NS selects the channel, determines whether it is available for
opportunistic access, and chooses the most suitable channel
for transmission. Finally, the terminal devices that operate as
SUs and benefit from gateway sensing transmit data based
on NS information. These devices do not participate in the
spectrum-sensing process due to their limited computational
capabilities and strict energy consumption constraints. In-
stead, they rely entirely on the decisions before the uplink
transmission begins.

4. System Model

At the beginning of the sensing process, a specific number of
baseband samples of the received signal is collected. Let x(n)
represent the received sample in discrete time. The spectral
sensing task can be formulated as a binary hypothesis test to
determine whether the PU signal is present or absent in the
observed frequency range [5].

Hy : z(n) =n(n), (1)

Hi:z(n) =s(n)+n(n), 2)
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where s(n) denotes the PU signal and n(n) represents the
additive noise component.

Noise is typically modelled as additive white Gaussian noise
(AWGN) with zero mean and variance o2:

n(n) ~ CN(0,07) . ©))

In real wireless environments, the exact noise power may
deviate from its nominal value due to hardware imperfections
and environmental variations. This phenomenon is commonly
referred to as noise uncertainty, which can be modeled as [2]:

Ugff:O'2(1+6)7 (4)

where § represents the uncertainty factor.

Because wireless channels often experience multipath fading,
the received signal may contain several delayed replicas of
the transmitted signal. The received signal can therefore be
expressed in the following form:
Lp—1
z(n) = Y h(k)s(n— k) +n(n), ®)

k=0

where h(k) denotes the channel coefficient of the k-th propa-
gation path and Ly, represents the number of channel taps.

When multiple observation branches are considered, the
received samples can be arranged in a vector form as follows.

z(n) = [:1’1(71),952(71),...,xM(n)]T . 6)

To use the statistical properties of the received signal, the
sample covariance matrix is estimated from the received
samples:

N
R, = %Zx(n) " (n) . @)
n=1

Under the signal-present hypothesis, the covariance matrix
can be expressed as:

R, = R, + 01, ®)

where R, denotes the covariance matrix of the signal com-
ponent and [ is the identity matrix.

The presence of the signal modifies the eigenvalue distribu-
tion of the covariance matrix, which forms the fundamental
principle exploited by eigenvalue-based spectrum sensing
algorithms [10].

5. Spectrum Sensing Algorithms

In this section, a summary of algorithms based on the eigen-
values of the covariance matrix is presented. The methods
studied include maximum eigenvalue detection (MED), max-
imum-minimum eigenvalue detection (MME), energy with
minimum eigenvalue (EME) and maximum-to-mean eigen-
value detection (MMED).

In the MED detector, the largest eigenvalue of the covariance
matrix is used as the test statistic. Let the ordered eigenvalues
of the covariance matrix be as follows:

M =A== A )
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The MED test statistic is defined as:
TMED = A1 - (10)

The MED algorithm is among the simplest eigenvalue-based
algorithms. It only requires calculating the largest eigenvalue
and since it relies on a single eigenvalue, it is more prone to
deterioration in its detection capability, especially at the SNR
level [9].

The MME detector uses the ratio between the largest and
smallest eigenvalues of the covariance matrix:

A
TvMmE = )T; . (11)

Estimating multiple eigenvalues increases computational
complexity and sensing time compared to simpler detectors
[15].

The EME detector combines energy detection with eigenvalue
normalization. The received signal energy is first computed
as:

N
1 2
E=< E |z(n)|” . (12)
n=1
The test statistic is then defined as:
FE
TeMme = o (13)
M

Normalization improves the detector’s robustness against
noise uncertainties compared to conventional ED methods.
However, the requirement of calculating eigenvalues increases
the computational cost [15].

The MMED evaluates the ratio of the largest eigenvalue to
the average eigenvalue of the sample covariance matrix. The
test statistic is defined as:

A
TumED = # ) (14)
1
i Zl Ai

where \,.x denotes the largest eigenvalue and \; represents
the eigenvalues of the covariance matrix.

Under the noise-only hypothesis, the eigenvalues tend to be
close to each other, whereas the presence of a signal increases
the dominant eigenvalue relative to the average eigenvalue.
Similar to other detectors based on eigenvalues, this method
requires covariance matrix estimation followed by eigenvalue
decomposition [15].

5.1. Complexity Analysis of Spectrum Sensing Algorithms

The computational complexity of the spectrum sensing algo-
rithms depends mainly on the operations required for signal
processing and statistical analysis. ED requires only energy
computation on the received signal samples, resulting in a rel-
atively low computational complexity of O(N), where N
represents the number of received samples [13]. In contrast,
eigenvalue-based sensing algorithms require covariance ma-
trix estimation followed by eigenvalue decomposition. Since
the decomposition of an M x M covariance matrix typi-
cally requires O(M?3) operations, the computational cost of
MED, MME, EME, and MMED is mainly dominated by this
process [10].
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However, these algorithms provide improved sensing reli-
ability under low SNR and noise uncertainty conditions,
representing a trade-off between computational complexity
and sensing performance [15].

6. Eigenvalue-based Spectrum Sensing

Three scenarios of variable difficulty were adopted to test the
efficiency of eigenvalue-based spectral sensing algorithms.
The first scenario assumes an ideal AWGN channel and a SISO
wireless communication system. The second scenario con-
siders multipath fading and noise power uncertainty while
maintaining a SISO system, while the third scenario is a mod-
ification of the second one, using a SIMO wireless commu-
nication system to improve detection reliability and benefit
from spatial diversity.

A numerical simulation framework based on the LoRaCog
architecture was used, in which spectral sensing is performed
at the gateway level rather than at the terminal nodes, accord-
ing to the centralized architecture, thereby reducing power
consumption in low power IoT devices. The gateway collects
baseband signal samples from the surrounding wireless en-
vironment during each sensing period. After receiving the
signal and completing the sample collection, the covariance
matrix of the received signal is developed. This matrix rep-
resents the fundamental statistical structure on which the
eigenvalue-based sensing algorithms are based.

Subsequently, eigenvalue analysis was performed, where the
resulting values were arranged in descending order. Spectral
sensing algorithms rely on these values to extract the sta-
tistical properties. When there is a signal from the PU, the
largest eigenvalue increases significantly, while the remaining
eigenvalues often reflect background noise due to statisti-
cal correlations induced by the organized signal across the
received samples.

The traditional ED statistic in the system model is also com-
puted and serves as a primary reference for comparison with
eigenvalue-based algorithms.

In the next part, the detection threshold was determined to
ensure the accuracy of the spectral sensing process. In this
study, the threshold was not calculated from a theoretical
distribution, but was estimated numerically from the empiri-
cal distribution of the test statistic under the null hypothesis
of noise only. Noise samples were generated, and the test
statistic was calculated for each algorithm. Then, the detec-
tion threshold was chosen based on the desired false alarm
probability.

The threshold was derived using the inverse cumulative dis-
tribution function of the test statistic under the noise-only
hypothesis, and it can be expressed as follows:

y=Fp (1= Py), (15)

where F ! refers to the inverse cumulative distribution func-
tion of the test statistic, and Py represents the desired false
alarm probability.
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Tab. 1. Simulation parameters.

Parameter Symbol ‘ Value ‘
Number of samples N 1024
SNR range SNR (-20:1:5)dB
Noise variance a? 1
Noise uncertainty factor 1 0.2
Covariance matrix size M 50
Multipath channel taps Ly, 3 (SISO), 4 (SIMO)
Monte Carlo realizations MC 1000
ROC realizations MCROC 3000
Sampling frequency Fy 1 MHz
Signal bandwidth B 200 kHz

After determining the threshold, the process of testing the
algorithms began under the assumption of the presence of
both signal and noise at different SNR values to simulate the
PU signal in the wireless channel. The detection probability
was then calculated by comparing the test statistic with the
corresponding threshold.

Performance evaluation relied on two types of analysis. The
first focuses on studying the detection probability as the SNR
varies to evaluate the performance under low SNR conditions,
while the second uses receiver operating characteristic (ROC)
curves to show the relationship between detection and false
alarm probabilities at different threshold values.

In addition to evaluating the performance of the sensing
algorithms, the execution time of each algorithm was mea-
sured. In the LoRaCog framework, since spectral detection
is performed at the gateway level, processing time directly
affects the detection delay of the system. Therefore, the aver-
age execution time extracted from the simulation reflects the
computational complexity.

7. Simulation Results

The simulation environment was implemented using Matlab
and, in all scenarios, the number of samples received was
fixed at N = 1024, while the covariance matrix size was set
to M = 50.

The simulation generated baseband signals and then passed
them through a low-pass FIR filter with a sampling frequency
of F, = 1 MHz and a bandwidth of B = 200 kHz. This
configuration was adopted to simulate narrowband wireless
signals commonly used in low-power 10T applications. The
performance of the sensing algorithms was evaluated in an
SNR range of —20 dB to 5 dB with a step size of 1 dB. In
multipath environments, the wireless channel was modeled
with L, = 3 propagation paths for the SISO system and
L;, = 4 for the SIMO system. The SIMO scenario used
N, = 3 receiving antennas. The effect of noise uncertainty
was incorporated using a noise uncertainty factor of 6 = 0.2.

The detection thresholds were numerically estimated using the
empirical cumulative distribution function under the noise-
only hypothesis with a target false alarm probability of Py =
0.1. Monte Carlo simulation with 1000 iterations was used
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Pp

SNR [dB]

Pp

Fig. 2. Probability of detection versus SNR for spectrum detection
algorithms under AWGN channel conditions.

to analyze the probability of detection, while 3000 iterations
were employed for ROC curve analysis.

Table 1 summarizes the simulation parameters used in this
study.

The first scenario represents the ideal reference case, in which
the received signal is affected only by AWGN with accurate
knowledge of the noise power while employing the SISO re-
ceiver system. Figure 2 illustrates the relationship between
the probability of detection of Pp and SNR, demonstrat-
ing the performance of the investigated spectrum detection
algorithms under ideal channel conditions.

As the SNR increases, all evaluated algorithms exhibit grad-
ual improvements in detection performance. However, the
rate of improvement differs among the sensing techniques.
The results indicate that ED achieves the highest sensing
performance across most SNR ranges.

For instance, at SNR = —12 dB, ED achieves a detection
probability of Pp ~ 0.75, whereas MED achieves 0.42. In
contrast, the remaining eigenvalue-based techniques achieve
detection probabilities below 0.20.

AWGN conditions with accurate noise power estimation,
the statistical distinction between signal and noise becomes
more evident, making the received signal energy a reliable
indicator for signal detection and thereby improving sensing
performance. Although MED performs worse than ED under
AWGN conditions, its detection capability is influenced by the
dominant eigenvalue of the covariance matrix, which becomes
more pronounced in the presence of signal components.

At higher SNR levels, the performance gap between the
evaluated techniques gradually decreases. At approximately
SNR= -6 dB, all algorithms approach near-ideal sensing per-
formance, where the probability of detection Pp approaches
unity. This occurs because signal energy significantly exceeds
the background noise energy, making signal detection easier
regardless of the sensing technique employed.

To further analyze the sensing behavior under low SNR
conditions, ROC curves were analyzed at SNR=-10 dB (Fig.
3).

The results obtained indicate that ED achieves superior sens-
ing performance compared to eigenvalue-based techniques.
At a false alarm probability of Pr4 =0.05, ED achieves
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Fig. 3. ROC curves of Pp versus Pra under AWGN channel
conditions.

Fig. 4. Probability of detection versus SNR with multipath fading
with uncertainty of noise.

Pp =~ 0.92, while MED and MME achieve 0.54 and 0.25, re-
spectively. These observations further confirm the robustness
of ED under ideal channel conditions and demonstrate its abil-
ity to achieve high detection performance while maintaining
a low false alarm rate.

In the second scenario, more realistic operating conditions
were considered by incorporating multipath fading effects and
noise uncertainty while employing a SISO receiver system.
Figure 4 illustrates the relationship between SNR and the
probability of detection under these operating conditions.

The results show a noticeable degradation in the performance
of the conventional ED technique. For example, at SNR =
—10 dB, the detection probability decreases to Pp ~0.021,
indicating a reduction in the sensing capability. This behavior
can be attributed to the strong dependence of ED on accurate
noise power estimation, where fluctuations in noise power
increase the similarity between the two detection hypotheses,
making the distinction between signal presence and signal
absence more difficult.

At SNR = -10 dB, the obtained detection probabilities are:
Pp =0.50 (MED), Pp =0.4565 (MME), Pp =0.4707
(MMED) and Pp =0.2742 (EME).

The eigenvalue-based sensing techniques maintain higher
detection reliability under realistic channel conditions. MED
benefits from the presence of dominant eigenvalues associated
with signal components, whereas MME and MMED exploit
eigenvalue ratios to enhance the separation between signal and
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Fig. 5. ROC curves of Pp versus Pr 4 under multipath fading with
noise uncertainty.

noise subspaces. EME also benefits from signal normalization
using eigenvalues. However, its performance remains lower
than that of the other techniques because of its sensitivity
to variations associated with the minimum eigenvalue. The
ROC curves for this case are presented in Fig. 5.

The ROC results further illustrate the behavior of the in-
vestigated sensing techniques under multipath fading and
noise uncertainty conditions. At a false alarm probabili-
ty of Pr4 =0.1, MED achieves a detection probability of
Pp = 0.68, whereas ED remains below 0.05. The ROC curves
of the eigenvalue-based techniques exhibit a steeper increase
than those of ED, indicating a higher sensitivity to the pres-
ence of the primary user signal under realistic operating
conditions. These observations indicate that eigenvalue-based
sensing techniques preserve more reliable detection perfor-
mance under realistic channel conditions and are less sensitive
to noise power fluctuations than direct energy measurements.
The third scenario extends the previous environment by
introducing spatial diversity through a SIMO receiver system
with V,. =3 receiving antennas while maintaining the same
multipath fading conditions and noise uncertainty. Figure
6 illustrates the relationship between the probability of Pp
detection and SNR for the sensing techniques investigated
under spatial diversity conditions.

The results obtained indicate that all sensing techniques
improve the detection performance compared to the pre-
vious SISO scenario. However, the improvement is more
pronounced for eigenvalue-based sensing techniques. At SNR
=-10dB, the Pp =0.8045 (MME), Pp =0.7813 (MMED),
Pp = 0.6802 (MED), and Pp =0.4972 (EME).

In contrast, ED exhibits substantially lower performance under
the same operating conditions, as spatial diversity provides
a significant improvement in sensing reliability, particularly
for eigenvalue-based sensing techniques. MED benefits from
stronger dominant eigenvalues generated by multiple received
observations, whereas MME and MMED use eigenvalue
ratios more effectively as a result of the increased separation
between signal and noise subspaces.

EME also benefits from the additional signal information
provided by multiple antenna branches. However, its perfor-
mance remains lower because of its sensitivity to variations
associated with the minimum eigenvalue.
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Fig. 6. Probability of detection versus SNR under the SIMO receiver
system with multipath fading and noise uncertainty.
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Fig. 7. ROC curves (Pp versus Pr 4) under the SIMO receiver
system with multipath fading and noise uncertainty.

The ROC curves obtained under SIMO operating conditions
at SNR =-10 dB are presented in Fig. 7.

One may notice the superiority of MME under SIMO oper-
ating conditions. At a false alarm probability of Pr4 =0.1,
both MME and MMED achieve detection probabilities ex-
ceeding 0.75, while MED achieves approximately 0.68. Fur-
thermore, the ROC curves of MME and MMED exhibit steep-
er growth characteristics than those of the other techniques,
showing a better sensitivity to the presence of the PU sig-
nal. These observations further confirm that spatial diversity
improves the statistical separation between signal and noise
components, thus enhancing sensing reliability.

The sensing time of the investigated spectrum-sensing tech-
niques was also evaluated to analyze their computational
requirements. The reported sensing time represents the total
duration of the process, including both the observation in-
terval required to collect the received samples and the time
required to calculate the detection statistic.
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The energy detection technique achieved the lowest sensing
time of 1.084 ms. This low-sensing delay is primarily attribut-
ed to its simple implementation, as it relies only on direct
energy calculations without additional processing. In con-
trast, eigenvalue-based sensing techniques require covariance
matrix estimation and eigenvalue decomposition, resulting in
higher computational costs and longer sensing times.

The average detection time of the eigenvalue-based techniques
was 2.655 ms. EME, MME, and MMED exhibit similar sens-
ing times, since they share the same fundamental computa-
tional stages which constitute the dominant computational
burden in eigenvalue-based sensing techniques.

Although eigenvalue-based techniques require higher compu-
tational cost, the improved sensing reliability achieved under
low SNR and realistic channel conditions may justify the ad-
ditional processing overhead. Since spectrum sensing in the
LoRaCog architecture is performed at gateway nodes rather
than at resource-constrained end devices, the additional com-
putational burden of eigenvalue-based sensing techniques is
more manageable.

The improved sensing reliability observed under low SNR
and noise uncertainty conditions may help reduce channel
access failures and improve spectrum utilization in dense
IoT environments. However, practical implementation of
SIMO-based sensing approaches may require additional RF
chains, multiple antenna elements, and increased processing
capabilities at the gateway level, resulting in higher hardware
cost, energy consumption, and implementation complexity.

8. Conclusions

In this study, four eigenvalue-based spectrum sensing algo-
rithms were analyzed within the LoRa cognitive framework
to evaluate their performance using the conventional ED al-
gorithm as a reference in different operating environments
and to assess their suitability.

The results indicate that the ED algorithm achieves the best
sensing performance under ideal AWGN channel conditions
and exhibits the shortest sensing time. However, ED per-
formance deteriorates significantly in the presence of noise
uncertainty and multipath propagation effects. On the con-
trary, a noticeable improvement in performance was observed
under the same conditions when eigenvalue-based algorithms
were employed. These algorithms demonstrated higher relia-
bility in non-ideal wireless environments because they rely
on the statistical properties of the received signal rather than
on accurate knowledge of the noise power.

In the final scenario, where spatial diversity was simulated
through signal reception using multiple antennas, the MME
detector outperformed the other algorithms investigated in
terms of detection probability. These findings demonstrate
the effectiveness of using the eigenvalue distribution of the
covariance matrix when multiple signal observation branches
are available.
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Regarding computational sensing time, although eigenvalue-
based algorithms require a relatively high computational effort
due to covariance matrix construction and eigenvalue analysis,
the required sensing time remains within approximately 1
to 3 ms, which is considered acceptable for gateway level
sensing operations within the system.
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Abstract — Multi-controller SDN environments suffer from
a blind spot when it comes to detecting low-rate DDoS attacks.
Each controller sees only its own traffic slice, meaning that an
LDDoS campaign looking, at every controller, like background
noise is still capable of draining the network. Federated learn-
ing (FL) is a reasonable answer to this challenge, due to such
controllers sharing model updates rather than raw logs. Howev-
er, the published literature on FL-based detection is fragmented
enough that the results have not been systematically compared
up to date. We analyze 39 papers published between 2020 and
2026. 35 of those reported quantitative results, with the pooled
mean detection precision equaling 98.25% (SD +0.91) and the
mean F1 score amounting to 97.98% (SD +1.10). Federated mod-
els averaged an accuracy score of 98.33%, compared to 98.06%
for centralized approaches —a (.27 pp gap that is practically neg-
ligible. LSTM and hybrid CNN + RNN architectures ranked the
highest in terms of the most metrics. Four aggregation strategies
were mentioned repeatedly: weighted aggregation, asynchronous
FL, personalized FL, and standard FedAvg. The widest gap we
identified was in the datasets. No available benchmark simulta-
neously models multi-controller SDN topology, low-rate attack
patterns, and heterogeneous traffic distributions across var-
ious controllers. Until that changes, high-accuracy scores on
CICIDS2017 or CICDD0S2019 should be interpreted with some
caution.

Keywords — federated learning, intrusion detection systems, low-
rate distributed denial-of-service, SDN security, software-defined
networking

1. Introduction

Software-defined networking (SDN) has changed the way in
which large-scale networks are managed. By separating the
control plane from the data plane, SDN allows operators to
configure routing, security policies, and traffic engineering
from a central point, rather than by adopting the device-by-
device approach. In cloud and IoT deployments, this matters
greatly, as networks are too large and too dynamic for per-
device management to be deployed at scale.

Many production SDN deployments now run multiple con-
trollers rather than one instance only, thus distributing the
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control workload geographically and improving fault tol-
erance. However, such a design choice creates a security
problem that has received less attention than it actually de-
serves [1], [2].
Low-rate distributed denial of service attacks (LDDoS) is the
main problem here. A volumetric DDoS is easy to notice. As
traffic volume spikes, the anomaly detectors are triggered.
LDDoS works in the opposite manner. It sends short, periodic
bursts timed to match TCP retransmission timeouts, gradually
draining the target’s capacity to serve legitimate requests.
No obvious spikes are identified. In a multi-controller SDN
environment, the situation is even worse, as each controller
observes only the traffic in its own domain. An LDDoS attack
targeting the entire network may appear as a hardly noticeable
background fluctuation for any single controller [3]-[5].
Federated learning (FL) addresses part of this problem. Con-
trollers can train local detection models and share only model
parameters, not raw traffic logs. This preserves privacy in
administrative domains and makes collaborative detection
feasible without centralizing sensitive network data [6], [7].
The catch is that the amount of literature on FL-based intru-
sion detection has been growing faster than the community’s
ability to compare the results of specific studies. Different ar-
ticles use different architectures, aggregation protocols, and
various datasets. Nobody has pooled the numbers.
This paper does that. We reviewed 39 studies published
between 2020 and 2026, extracted performance metrics from
the 35 that reported quantitative results, and calculated pooled
statistics across architecture groups and learning paradigms.
Four questions define the scope of the analysis.
1) Which deep learning architectures produce the highest
pooled detection performance for LDDoS in federated
SDN environments?

2) How do FL aggregation strategies handle data heterogene-
ity when traffic distributions differ between controllers?

3) What does the quantitative performance gap between
federated and centralized detection actually look like?

4) Do the benchmark datasets used in this literature ade-
quately represent LDDoS conditions in multi-controller
SDN deployments?
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Tab. 1. PRISMA-aligned study selection process.

Stage Rec](\)fr ds, Decision criteria
Initial Terms: federated learning, SDN
identification 187 erms: federated fearming, ’
DDoS, intrusion detection, LDDoS
(keyword search)
. Cross database deduplication (IEEE
After duplicate 141 Xplore, ACM DL, Springer,
removal
Scopus)
After title/abstract 73 Excluded: unrelated to FL or SDN
screening N security (n = 68)
After full-text Excluded: no quantitative results,
eligibility 39 purely theoretical, non-SDN
assessment environment (n = 34)
Included in 39 Satisfied all inclusion criteria; 35
meta-analysis empirical + 4 survey/review

Note: Record counts reflect the complete screening process from initial identification to
final inclusion.

1.1. Research Design

This study uses a systematic meta-analysis research design fol-
lowing evidence synthesis procedures adapted from preferred
reporting items for systematic reviews and meta-analyses
(PRISMA) guidelines, commonly adopted in computer sci-
ence research [8]. The methodology combines systematic
literature identification with quantitative cross-study syn-
thesis, producing pooled descriptive statistics, group-level
comparisons, and dataset coverage analysis.

Four databases were searched: IEEE Xplore, ACM Digital
Library, Springer, and Scopus. The searches targeted titles,
abstracts, and author provided keywords, and were limited to
publications from January 2020 to March 2026. The following
Boolean string was applied consistently across all databases:

("federated learning" OR "federated deep learning"
OR "FL") AND ("software-defined network*" OR
"SDN") AND ("intrusion detection" OR "IDS" OR
"attack detection") AND ("DDoS" OR "LDDoS" OR
"low-rate DDoS" OR "low-rate distributed denial of
service").

The wildcard operator (*) was used where a given database
supported it in order to capture morphological variants such
as networks and networking. Table 1 shows how the records
were filtered at each stage.

Studies were included if they proposed or evaluated an FL-
based IDS, targeted DDoS or LDDoS detection in an SDN
or SDN-enabled environment, reported quantitative experi-
mental results, and provided enough methodological detail to
extract the model architecture and aggregation mechanism.
Papers that were purely theoretical, lacked experimental eval-
uation, or operated in non-SDN contexts were excluded.

The selection process comprised four steps:

1) First, we identified publications using keywords related to
learning.

2) Then we removed duplicates.
3) Next, we checked the titles and abstracts.
4) Finally, we assessed the text for eligibility.

76

Table 1 shows how many records were left at each stage
following the PRISMA guidelines. The framework diagram
is presented in Fig. 1.

1.2. Data Extraction and Analytical Procedure

For each included study, we extracted seven categories of
information: publication location and year, network environ-
ment (SDN, SDN-IoT, telecom), deep learning architecture,
federated learning aggregation mechanism, data set used for
evaluation, reported detection metrics (accuracy, precision,
recall, F1 score) and, where available, system efficiency indi-
cators such as model size or convergence time.

Accuracy values stated as percentages were converted to
decimal form for consistency. Where a study did not report
a metric, the value was recorded as “—" rather than estimated.
No imputation was applied.

The analysis was carried out in three steps. First, we computed
pooled descriptive statistics, mean, standard deviation, mini-
mum, and maximum values across all 35 empirical studies for
precision, recall, and F1 score. Second, we grouped the stud-
ies by architecture type and by learning paradigm (federated
vs. centralized) to identify systematic performance differ-
ences. Third, we assessed how well the benchmark datasets
used in these studies actually reflect LDDoS conditions in
multi-controller SDN environments, using three criteria: pres-
ence of low-rate attack patterns, simulation of multi-controller
topology, and heterogeneity of traffic across controllers.

Because the reviewed studies use different data sets and
evaluation setups, the synthesis is of the descriptive nature.
Statistical pooling across incompatible experimental designs
would not be meaningful.

2. Results

2.1. Deep Learning Architectures for LDDoS Detection

Analysis of the 35 empirical studies reporting quantitative
results produced the combined descriptive statistics shown in
Tab. 2.

In all studies, the pooled mean detection precision was
98.25% (SD = +£0.91; range: 96.40 — 99.93%), the mean
precision was 97.96% (S D = +£0.94%), the mean recall was
98.21% (SD = +0.89%), and the mean F1 score was 97.98%
(SD = £1.10%; range: 94.21 — 99.96%).

Recurrent architectures, particularly LSTM and Bi-LSTM,
are the most frequently adopted models appearing in approx-

Tab. 2. Pooled performance statistics for all empirical studies (N =
35).

Metric No. of Mean Std Dev Min Max
studies [%] [£] [%] [To]

Accuracy 35 98.25 0.91 96.40 99.93

Precision 35 97.96 0.94 96.00 99.96

Recall 35 98.21 0.89 96.70 99.97

F1 score 35 97.98 1.10 94.21 99.96

Note: Excludes 4 survey/review studies that did not report original quantitative results.
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Fig. 1. Prisma framework diagram.

imately 20% of empirical studies (n = 7 of 35; see Tab. 3).
This adoption pattern is consistent with the temporal nature
of LDDoS attacks which exploit periodic traffic bursts rather
than volumetric anomalies, requiring models capable of cap-
turing sequential dependencies. Table 3 presents group-level
performance comparisons disaggregated by architecture type.

The hybrid CNN + RRN architectures achieved the high-
est mean F1 score of 98.54% (£0.67; Tab. 3), followed by
the LSTM / Bi-LSTM models at a mean F1 score of 97.89%
(¥1.55; Tab. 3). CNN-only architectures showed strong classi-
fication accuracy (mean: 99.23%) but a lower mean F1 score
of 98.59%, which is consistent with prior findings according
to which purely spatial models are less effective in detecting
stealthy temporal attack patterns.

Graph neural network (GNN) architectures, represented by
two studies, demonstrated a mean accuracy of 97.75% with
amean F1 of 97.70%, suggesting promising but early-stage
applicability. Transformer-based architectures reported in
[9] achieved accuracy of 99.50% and a 99.40% F1 score,
indicating a strong potential to capture long-range temporal
dependencies in LDDoS traffic.

2.2. Federated Learning Strategies for Handling Data
Heterogeneity

The reviewed works report four primary federated learning
strategies to mitigate heterogeneous traffic distributions across
SDN controllers:

JOURNAL OF TELECOMMUNICATIONS
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1) weighted aggregation,

2) asynchronous federated learning,

3) FL customized / entire FL,

4) standard FedAvg.

Weighted aggregation strategies, which dynamically adjust
the contribution of model updates from individual controllers,
are reported in approximately 31% of FL-based studies (n ~
9 studies). The authors of [10] demonstrated that an asyn-
chronous FL framework (AsyncFL-bLLAM) with Bi-LSTM
and an attention mechanism achieved a mean F1 score on CAI-
DA LDDoS data, specifically addressing the synchronization
delay problem in multi-controller SDNs. Work [11] showed
that the adaptive FLAD framework converges significantly
faster than the standard FedAvg, while achieving a 97.01%
F1 score. Personalized strategies reported in [12] achieved
a 98.82% F1 score on CICD0S2017 / CICDD0S2019 with
asynchronous aggregation in a multi-controller SDN scenario.

2.3. Performance Trade-offs Between Federated and
Centralized Detection

Table 4 presents a quantitative comparison between federat-
ed and centralized learning approaches described in the 35
studies that clearly specified their learning paradigm.

FL-based systems achieved a mean precision of 98.33% (SD
= +0.86) and a mean F1 score of 97.98% (SD = *1.16), com-
pared to 98.06% (SD = +0.99) and 97.97% (SD = £0.97)
for centralized approaches. The 0.27% accuracy gap sug-
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Tab. 3. Performance comparison by the deep learning architecture group.

Architecture group ;juoc.li(::z Mean acc [+SD, %] Mi[g;]lcc Mean F1 [+SD, %] M[ié;ofl Primary dataset

LSTM / Bi-LSTM 7 98.63 (+0.36) 97.8 97.89 (£1.55) 94.21 CAIDA, CICDDoS, Edge-IloT
GRU / Bi-GRU 2 99.15 (+0.35) 98.8 98.55 (+0.85) 97.70 InSDN, CICDDo0S2019
CNN (1D /2D) 4 98.92 (+0.66) 97.8 98.76 (+0.62) 97.70 CICIDS2017, CICDDoS2019

Hybrid CNN+RNN 7 98.68 (+0.61) 98.1 98.54 (+0.67) 97.95 CICIDS2017, CICDDoS2019

Transformer-based 1 99.50 (+-) 99.5 99.40 (+-) 99.40 CICDDoS2019

Graph neural networks 2 97.75 (£0.15) 97.6 97.70 (£0.10) 97.60 CICIDS2017, InSDN
Other FL models 5 97.86 (+0.63) 96.8 97.61 (£0.59) 96.80 CAIDA, CICIDS2017
Note: Studies may appear in multiple architecture groups where hybrid models are employed. S D = standard deviation. “~” indicates a single study group (S'D not computable).

Tab. 4. Quantitative comparison: federated learning versus central-
ized learning.

Approach No. of Mean acc Min acc Mean F1 Min
pp studies | [+SD,%] [9%] [+SD,%] | F1 [%]

Federated 98.33 97.98

learning 24 (20.86) %638 (x1.16) 9421

Centralized 98.06 97.97

learning 1 (£0.99) 964 (x0.97) 964

Note: Studies classified as FL involve at least one FL aggregation mechanism across
distributed clients. Centralized studies are trained on aggregated data sets without FL.

gests that FL achieves performance comparable to centralized
training while preserving data privacy across SDN controller
domains. However, federated approaches introduce addition-
al communication overhead from model parameter exchange.
The authors of [3] directly compared federated and central-
ized IDS in the InSDN dataset, reporting that the federated
model (98.80% accuracy) closely approached centralized
performance (99.10%), with a gap of only 0.30 percentage
points.

2.4. How Well Do Benchmark Datasets Represent Real
Life?

Table 5 shows the types of benchmark data sets that were
used in the studies we analyzed. It also shows how well these
datasets represent real-life LDDoS detection scenarios in
multi-controller SDN environments.

Table 6 provides a structured overview of all 39 studies in-
cluded in this meta-analysis. For each study, the table lists the
first author, the deep learning architecture used, the federated
learning aggregation strategy, the primary evaluation dataset,
the best reported accuracy and the F1 score, the scope of the
experimental study, and type of the study under consideration.
This summary serves as primary evidence for the cross-study
comparisons presented in Subsections 2.1 through 2.4. Stud-
ies classified as survey or review papers (type S) do not report
original experimental results and are included for contextual
reference only. Performance values marked “~” were not re-
ported by the original study authors and were not estimated
or imputed.

As shown in Tab. 6, the reviewed studies span a range of deep
learning architectures, aggregation mechanisms, and evalua-
tion datasets, reflecting the methodological diversity existing
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in the field. Most empirical studies (n = 35) report a preci-
sion level greater than 97%, with performance differences
between architecture groups examined in detail in Subsection
2.1. Studies specifically addressing low-rate DDoS detec-
tion in multi-controller SDN environments (scope: LDDoS-
SDN) represent a small but methodologically distinct subset,
n=4:1[4,12,15,36], a limitation discussed further in Sub-
section 2.4.

CICIDS2017 is the most used dataset (51.4% of empirical
studies), followed by CICDD0S2019 (40.0%). However, both
data sets were originally designed for centralized network
monitoring and primarily contain volumetric DDoS variants.
Only the CAIDA LDDoS dataset provides authentic low-
rate attack traffic patterns, yet it is used in only 8.6% of
reviewed studies and does not simulate the multi-controller
SDN topology.

The InSDN dataset, used by 14.3% of studies, is the only
benchmark that explicitly simulates the SDN topology, though
it does not model multi-controller distributed visibility. These
findings indicate that 93.7% of the reviewed studies employed

Tab. 5. Distribution of benchmark data sets and evaluation of LDDoS
representativeness.

Dataset Frequency | Coverage| LDDoS représentation in SDN
N [%0] environment
Partial — volumetric DDoS
C;?)III?S 18 51.4 dominant; limited LDDoS
patterns
CICDDoS 14 40.0 Partial — multiclass DDoS; not

2019 SDN/controller-specific

Moderate — SDN-specific

InSDN > 14.3 topology; binary classification
Edge- Partial — IoT focus; no
4 11.4 . . .
TloTset multi-controller simulation
CAIDA 3 3.6 High — real LDDoS traffic; not
LDDoS : multi-controller SDN
NSL- 4 114 Low — general IDS dataset; no
KDD ’ LDDoS or SDN specificity
Custom / 6 17.1 Variable — domain-specific;
other ’ limited reproducibility

Note: Percentage values are calculated over 35 empirical studies (studies may use mul-
tiple datasets, so the frequencies add up to > 35). LDDoS representativeness evaluated
against three criteria: a) presence of low-rate attack patterns, b) multi-controller SDN
topology simulation, and c) heterogeneous traffic distribution.

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY



Federated Learning for Low-rate DDoS Detection in Multi-controller Software Defined Networks: A Meta Analysis

datasets that only partially represent the operational conditions
of LDDoS detection in multi-controller SDN environments.

3. Discussion

3.1. Architecture Effectiveness

The spread of the F1 score, varying from 94.21% to 99.96%
across 35 studies, is wider than the mean of 97.98% might
suggest. That variance matters. It reflects real differences in
how the studies were set up: which dataset and how many
attack classes were considered, whether the task was binary
or of the multiclass type. A single pooled mean is useful for
broad comparisons of paradigms, but it may obscure cases
where a particular architecture fails badly on stealthy traffic.
Table 2 shows both the mean and the spread; both are worth
becoming acquainted with.

The appearance of LSTM and Bi-LSTM models in 20% of
empirical studies (n=7 of 35; Tab. 3) comes as no surprise.
LDDoS attacks are fundamentally temporal events. They have
the form of short bursts occurring at regular intervals and are
designed to exploit TCP retransmission timeouts. CNN-based
architectures capture spatial feature relationships well and
achieve high accuracy on binary tasks, but their lower F1
scores on multiclass scenarios (Tab. 3) suggest that they can
miss the periodicity that defines LDDoS. Recurrent models
are built for that periodicity; it is what they were designed to
capture.

The transformer result from [9] (99.40% F1) and the GNN
result from [31] (97.60% F1) are both encouraging. Each of
them originates from a single study. The numbers are real,
but a single study cannot determine whether an architecture is
generalized. Additional replication across datasets and SDN
configurations is required before either approach receives
a recommendation.

3.2. Federated vs. Centralized Performance

The 0.27 percentage point accuracy gap between federated
(98.33%) and centralized (98.06%) approaches, as shown
in Tab. 4, is small enough to be treated as noise in most
deployment contexts. Federated learning does not sacrifice
much detection performance in exchange for keeping traffic
data local. This trade-off looks reasonable.

What it gives up is simplicity. Every aggregation round re-
quires controllers to exchange model parameters with a central
server. In large-scale deployments with many controllers and
constrained inter-domain links, the communication cost com-
pounds over training. None of the reviewed studies report
actual bandwidth figures, making it hard to identify how sig-
nificant this cost is in practice. This type of reporting should
be standard in future work.

3.3. Dataset Representativeness Limitations

CICIDS2017 and CICDD0S2019 cover 51.4% and 40.0% of
the evaluated studies, respectively (Tab. 5). Both of them were
captured in centralized environments with volumetric attack
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traffic as the dominant threat class. A model trained on these
datasets is essentially learning to separate high-volume attack
flows from normal traffic. LDDoS attacks do not generate
high-volume flows; this is the very point behind their use.
A model tuned on CICIDS2017 may never see the kind of
signal an LDDoS attack actually produces.

CAIDA LDDoS contains really low-rate attack traffic and
is the most relevant data set in the corpus, but only 8.6%
of studies used it and it does not simulate the distributed
SDN topology. InSDN is the only benchmark with an SDN-
specific capture environment, but it lacks multi-controller
partitioning. Consequently, 93.7% of the reviewed studies
were evaluated on data that do not match the deployment
scenario their methods claim to address. The high accuracy
figures in those studies should be interpreted accordingly.

3.4. Limitations and Threats to Validity

Publication bias is a real concern here. Studies finding that
federated learning performed poorly or failing to converge
are less likely to appear in indexed databases. As a result,
the pooled accuracy figures shown in Tab. 2 probably lean
towards the optimistic side.

Heterogeneity between studies is a deeper problem. The 35
empirical studies use different datasets, different attack mixes,
different numbers of controllers, and different evaluation
protocols. The pooling of their results gives a rough picture
of the field, but cannot substitute for a controlled comparison.
The synthesis should be read as a structured overview, not as
experimental evidence.

Two narrower issues need to be taken into consideration as
well: some metric values were not reported by the studies’
authors and appear as “—” in Tab 6. Those gaps are real and
affect coverage of certain architecture groups. The search also
covered four databases (IEEE Xplore, ACM Digital Library,
Springer, Scopus), making it thorough but not exhaustive.
Relevant work in domain-specific venues may have been
missed.

4. Conclusions

The central finding is straightforward: federated learning
works for LDDoS detection in multi-controller SDN environ-
ments, and it does not sacrifice much accuracy in the process.
Across 39 studies published between 2020 and 2026, feder-
ated models averaged an accuracy score of 98.33% versus
98.06% for centralized approaches. The observed gap of 0.27
percentage points is, for practical purposes, negligible.

As far as the architecture is concerned (question no. 1),
LSTM-based and hybrid CNN+RNN models led the field
on most metrics. Neither result is surprising. LDDoS traffic
has temporal structure-periodic bursts, not volume spikes,
and recurrent architectures are built to capture exactly that.
Hybrid CNN+RNN models achieved the highest mean F1
score among groups with more than two studies (98.54%,
+0.67; Tab. 3). Transformer and GNN architectures showed
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Tab. 6. Summary of all 39 reviewed studies: architecture, aggregation strategy, dataset, and reported performance.

’ Study ‘ Architecture Aggregation strategy Dataset Acc [%] F1 [%] Scope ‘ Type ‘

[1] Hybrid CNN+LSTM FedAvg CICIDS2017 98.71 98.50 DDoS-SDN

[2] GRU FedAvg CICIDS2018 98.30 97.90 DDoS-IoT E
[3] CNN+LSTM FedAvg/Cent. InSDN 98.80 98.70 DDoS-SDN E
[4] LSTM FedAvg Edge-IloTset 98.50 97.80 LDDoS-SDN E
[5] CNN (2D) FedAvg CICIDS2017 99.23 98.59 DDoS-SDN E
[6] Survey N/A Multiple - - IDS-general S
[7] Bi-LSTM Centralized NSL-KDD 98.90 98.60 IDS-general E
[8] Survey N/A Multiple - - IDS-general S
[9] Transformer FedAvg+CL CICDDoS2019 99.50 99.40 DDoS-SDN E
[10] Bi-LSTM+Attn. AsyncFL (bLAM) CAIDA LDDoS 98.55 98.55 LDDoS-SDN E
[11] CNN (1D) Adaptive FL (FLAD) CAIDA LDDoS 97.10 97.01 DDoS-gen. E
[12] LSTM Async FedAvg CICDDo0S2019 99.10 98.82 DDoS-SDN E
[13] Multi-model FL Multi-model Agg. CICIDS2017 98.00 97.95 DDoS-SDN E
[14] XGBoost+LSTM Centralized Custom 97.80 97.50 IDS-general E
[15] MLP Weighted Agg. FL Custom 97.10 97.00 DDoS-SDN E
[16] CNN-+Attention FedAvg CICIDS2017 98.40 98.20 DDoS-IoT E
[17] Hybrid DL Centralized CICIDS2017 99.10 99.00 DDoS-SDN E
[18] Multi-agent DL Adaptive FL CICIDS2018 98.40 98.30 IDS-general E
[19] LSTM FedAvg (robust) N-BaloT 97.60 97.40 DDoS-IoT E
[20] Hybrid CNN+RNN Centralized CICDDoS2019 99.20 99.10 DDoS-SDN E
[21] CNN (1D) Centralized NSL-KDD 98.50 98.30 DDoS-IoT E
[22] Survey N/A Multiple - - IDS-general S
[23] CNN (1D) Centralized NSL-KDD 99.20 - IDS-general E
[24] RNN FedAvg Custom (telecom) 96.80 96.70 DDoS-tel. E
[25] Survey N/A Multiple - - IDS-general S
[26] CNN+RNN Centralized CICIDS2017 98.10 97.80 DDoS-gen. E
[27] Hybrid DL Centralized CICIDS2017 98.80 98.60 DDoS-SDN E
[28] GRU FedAvg CICDDo0S2019 98.80 98.35 DDoS-SDN E
[29] CNN+LSTM Adaptive FL CICDDo0S2019 98.20 98.00 DDoS-SDN E
[30] ML (SVM/RF) Centralized Custom (SDN) 96.10 - LDDoS-SDN E
[31] GNN (GowFed) FedAvg CICIDS2017 97.60 97.60 DDoS-SDN E
[32] LSTM FedAvg CICDDo0S2019 98.90 98.80 DDoS-SDN E
[33] ML (framework) Centralized Custom (SDN) 96.40 - DDoS-SDN E
[34] CNN+LSTM (MFFLR) Centralized Custom (SDN) 97.40 97.20 LDDoS-SDN E
[35] G-Network Decentralized FL. CICIDS2017 97.00 96.90 IDS-general E
[36] CNN+XAI FedAvg + XAI CICIDS2018 97.80 97.70 IDS-SDN E
[37] GNN (ensemble) Multi-view FL N-BaloT 97.90 97.80 DDoS-IoT E
[38] Survey N/A Multiple - - DDoS-SDN S
[39] Autoencoder+FL FedAvg CICIDS2018 98.20 98.10 DDoS-SDN E

Note: Scope: LDDoS-SDN=low-rate DDoS in multi-controller SDN [4, 15, 32, 36]; DDoS-SDN=general DDoS in SDN; DDoS-IoT=DDoS in IoT network;
DDoS-tel.=telecom cloud; DDoS-gen.=general DDoS (non-SDN); IDS-general=generic IDS without SDN focus; IDS-SDN=IDS with SDN component. Type:

E=empirical; S=survey/review. Acc and F1: best values per study;

strong individual results, but each appeared in only one or
two studies, which is not enough to draw firm conclusions.

As far as aggregation strategies (question no. 2) are concerned,
weighted aggregation, asynchronous FL, and personalized
FL all appeared repeatedly and each of them addressed a dif-
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not reported.

ferent version of the heterogeneity problem, unequal data

distributions, synchronization delays, and domain-specific
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traffic patterns, respectively. The standard FedAvg remained
a common baseline. Evidence suggests that asynchronous
and adaptive strategies tend to outperform FedAvg when con-
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trollers operate under genuinely different conditions, though
direct comparisons within single studies are limited.

The data set situation (question no. 4) is the field’s clearest
weak point. No available benchmark simultaneously models
low-rate attack patterns, multi-controller SDN topology, and
heterogeneous traffic distributions. CICIDS2017 and CICD-
Do0S2019 dominate the literature despite not being designed
for LDDoS or distributed SDN scenarios. Until better eval-
uation data is available, the accuracy figures reported on
these benchmarks overstate how ready these methods are for
deployment.

Three things would improve future work in this area the most.
A benchmark dataset built for LDDoS detection in multi-
controller environments, with distributed traffic capture and
varied attack periodicity, would make cross-study compari-
son genuinely meaningful. Studies should routinely report
communication overhead and convergence time alongside de-
tection metrics; right now, those numbers rarely appear in the
literature. Pre-registering the analysis protocol before data
extraction would also reduce the risk of post-hoc decision
making that inflates reported performance.
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