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Abstract  This paper presents an ultra-wideband bandpass
filter (UWB-BPF) based on a half-mode substrate-integrated
waveguide (HMSIW) structure with a passband that spans from
4.12 to 11 GHz and has a center frequency of 7.56 GHz with
a fractional bandwidth of 91%. Less than 0.3 dB of insertion
loss was achieved through the passband, with the return loss
being better than 19 dB. Two transmission zeros were gener-
ated, contributing to the 5.24 GHz out-of-band rejection. The
proposed filter is compact, making it a good choice for space-
constrained systems. In addition, a notch response has been
utilized to comply with standards issued by applicable regula-
tory bodies, by blocking some bands located in the passband.
Ansys EDT software was used to implement the design and de-
termine the response of the proposed structure, while Keysight
ADS was used to validate the results.
Keywords  compact filter, half-mode SIW, notch response, slots
loaded, ultra-wideband

1. Introduction

Ultra-wideband technology (UWB) represents a remarkable
step in the development of wireless communication systems.
Due to its fractional bandwidth (FBW) of more than 20% [1],
it has a wide range of applications and is used, inter alia, in
medical imaging, ground penetration radars, surveillance, and
portable electronic devices. The importance of UWB devices
comes from their role in enhancing overall performance and,
thus, increasing the reliability of wireless communication.
The latter may be achieved mainly by minimizing interference
to maintain integrity of signals.
Many papers focusing on UWB technology have been writ-
ten. As far as filter design is concerned, the following works
are worth mentioning as significant. Multiple UWB filters
were discussed in [2], while a single notch UWB bandpass
filter (UWB-BPF) was created in [3], [4] by using modi-
fied substrate-integrated waveguide (SIW) in combination
with a dual-split square complementary split ring resonator
(CSRR).
A miniaturized frequency-selective surface with intricate
square-shaped rings and grids was presented in [5] to real-
ize a dual-band BPF (DB-BPF). Although it has a compact

size, the high complexity of using cascaded layers is a signif-
icant drawback due to the manufacturing tolerances that are
achievable at present.

A half-mode SIW-based (HMSIW) resonator loaded with
square-shaped slot was presented in [6]. It has a simple struc-
ture with a fairly small footprint. However, it provides narrow
upper band rejection. In article [7], another SIW-based res-
onator loaded with U-shaped slots was proposed to illustrate
the BPF response. The filter has two notches generated by fur-
ther loading the resonator with lumped elements (capacitors).
This filter is considered large and the design is characterized
by poor impedance matching within the operating passband.

In [8], researchers presented an UWB-BPF component using
a butterfly-shaped unit cell to load the coplanar waveguide
technology. Additionally, T-resonators were added to the
structure to obtain a notch response within the passband re-
gion. An UWB-BPF using open-stub resonators with stepped
impedance is discussed in [9].

The resonators take advantage of using multimode quarter-
wavelength series transformers. A defected ground structure
(DGS) in a bowtie-shaped pattern and a grid of multi slots
were engraved on the top layers of an SIW resonator to
produce an UWB-BPF response in [10], while a combination
of spoof surface plasmon polaritons (SSPP) and HM-SIW
were used to form UWB-BPF response for Ka- and X-band
applications in papers [11], [12].

A quasi-lumped SIW cavity was proposed in [13], despite its
high-profile structure, because many SMD capacitors were
integrated on the top layer to reduce the overall size. In [14],
the researchers realized a hybrid fractal slot on the top of
a HM-SIW resonator with the help of a square-ring CSRR
unit cell, such as DGS, to create a BPF structure, while fractal-
based miniaturization with meander line slots was applied on
an SIW cavity in [15] to implement a wideband planar BPF.

Field perturbation achieved by applying upper surface slots
in a triangular-shaped SIW cavity was carried out in [16] to
obtain UWB-BPF response. Lastly, a single sector of a 2.2-
degree SIW-based cavity was shown in [17] to deliver a dual-
mode UWB response.
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a) b) c)

Fig. 1. Distribution of fields in an SIW cavity: a) fundamental mode,
b) second mode, and c) fourth mode.

This paper presents a four-pole planar HMSIW filter with
UWB-BPF response, where three slots were embedded on
the top of the resonator to apply the miniaturization effect to
the design. A notch response (NR) was implemented within
the passband.

2. Filter Design
Field distribution is a crucial factor in the design of any
SIW filter. The distribution of fields is affected by the mode
in which the resonator is being excited at. Typically, an
SIW cavity is constructed with the use of walls of metallic
vias through which the traveling electromagnetic wave is
guided and confined within the used substrate. The modes
at which the SIW resonator works are transverse electric
modes (TE). Ansys EDT simulator software was used to
carry out the design and evaluation processes. Figure 1 shows
the distribution of the electric field within an SIW cavity
model.
Primarily, to design an SIW resonator, the following equations
from [18], [19] can be used:

p ¬ 2d , (1)

0.05 <
p

λc
< 0.25 , (2)

d <
λg
5
, (3)

fc(TEmn) =
c

2π

√(
πm

W

)2
+

(
πn

L

)2
, (4)

W =Wsiw −
d2

0.95 p
, (5)

L = Lsiw −
d2

0.95 p
. (6)

In Eqs. (1)–(6), p is the pitch between two vias (measured
from the center of the vias), d is the diameter of each via, λg
is the guided wavelength,m and n are mode numbers with
respect to the TE mode. ParameterW stands for the effective
width,WSIW is the width of the SIW,L is the effective length,
and LSIW is the length of the SIW.
To miniaturize the SIW structure, a half-mode technique has
been used, where the width of the HMSIW cavity becomes W2
[20]. In this filter design, the Rogers RO4003 substrate with
relative permittivity εr = 3.55, loss tangent tan δ = 0.0027,

PD
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L
5

W
1

Fig. 2. Initial filter design.

Tab. 1. Dimensions of the initial design (all in mm).

Desc. Value Desc. Value Desc. Value

L1 3.8 W1 0.5 R 0.3
L2 10.8 W2 7.227 P 1.2
L3 7.3 W3 1.7 D1 2.9
L4 10.8 W4 3.5 C1 0.6
L5 3.465 W5 1.13 C2 0.6

and height h = 0.508 mm was used. The initial structure is
based on Eqs. (1)–(6) and is shown in Fig. 2. The dimensions
are listed in Tab. 1.
The response of the initial design is shown in Fig. 3. It can
be noticed that the lower cut-off frequency f1 is 5.1 GHz,
while the upper cut-off frequency f2 is located at 15.5 GHz.
Furthermore, the passband response suffers from rippling,
which degrades the performance of the filter. In other words,
the filter shows a higher insertion loss (IL) in a specific part of
the passband region. Additionally, the signal reflection at the
ports is too high due to the band performance being driven
by the S11 response.
To further miniaturize and improve the proposed filter, res-
onators were loaded onto the top layer of the SIW with com-
plementary T-shaped and U-shaped slots, as illustrated in
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Fig. 3. S11 and S21 parameters of the initial design.
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Fig. 4. Modification of the slots and dimensions of the design.

Tab. 2. Dimensions of the coupling slots (all in mm).

Desc. Value Desc. Value Desc. Value

W6 1 L6 2.95 L10 2.6
W7 0.4 L7 2.9 L11 1.4
W8 0.3 L8 2.25 D2 0.3
W9 0.35 L9 3.45 G1 0.1

Fig. 4a. Furthermore, to increase the order of the filter and
enhance its response, two HMSIW resonators were used,
and a coupling complementary open-ring slot was added be-
tween them. The coupling slot with its parameter notations is
shown in Fig. 4b, while the parameters of the slots are listed
in Tab. 2.

Such a modified UWB-BPF filter structure is depicted in
Fig. 5, with its dimensions presented in Tab. 3.
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Fig. 5. Improved UWB-BPF.

Tab. 3. Dimensions of the proposed UWB-BPF (all in mm).

Desc. Value Desc. Value Desc. Value

L12 19.2 D4 2.95 D8 2.6
L13 3.8 D5 1.26 D9 2.45
L14 18 D6 1 D10 0.2
D3 4.465 D7 3.8
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Fig. 6. S21 versus frequency for variousD2 and G1 values.

3. Design Analysis

To achieve the best performance of the proposed filter, a set
of parametric studies were performed. This research helps to
find the design parameters that have the greatest effect on the
filter’s response. Mainly, parametersD2,G1, L7, L9,D2 and
W4 are the ones with significant impact on the BPF response.
It can be noticed that changes in D2 and G1 improve the out-
of-band rejection (OBR) response, which is very important to
suppress resonance harmonics. However, it is clear thatD2
has the strongest impact on OBR, as illustrated in Fig. 6.

Then parameter L7 was varied, influencing the location of
the upper band cutoff frequency (UBCF). As shown in Fig. 7,
an increase in L7 results in shifting UBCF to lower values,
without impact on the lower band cutoff frequency (LBCF).
In other words, the bandwidth of this filter can be modified
without changing LBCF.

The next analysis proves that changing L9 affects the location
of LBCF, while UBCF remains the same. It can be concluded
that an increase inL9 lowers LBCF, which allows to minimize
the filter’s size and makes it more suitable for use in space
constrained devices that require the filter to work with lower
frequencies. Figure 8 confirms that, opposite to the impact
of L7, an increase in L9 also leads to a higher bandwidth
response.
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In conjunction with the reflection coefficient at the designated
ports of the proposed filter, it can be determined that parameter
W4 has the biggest impact on S11 response, as presented in
Fig. 9.
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Fig. 7. Impact on S21 caused by variation of L7 parameter.
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Fig. 9. S11 parameter versus frequency with variableW4.

4. Design Optimization

To enhance filter response, a search-based multi-objective
optimization technique available in the Ansys EDT simulator
was utilized. The criteria were set to have the minimum
possible insertion loss (IL) with the return loss (RL) greater
than 20 dB across the passband.
Such a condition aims to minimize power losses suffered while
passing through the filter and to diminish the reflection at the
ports of the proposed filter for the entire required passband.
L1, L5,W3,W4, D1, D6, D8, D9 and D10 parameters were
used in the optimization.
The simulation findings of the proposed BPF are shown in
Fig. 10, where f1 = 4.12 GHz and f2 = 11 GHz. IL is found
to be better than 0.3 dB with RL over 19 dB. Furthermore,
two transmission zeros were realized at 13.66 GHz and 14.68
GHz. This helps to achieve an improved wideband rejection
behavior, where it spans for 5.24 GHz after f2 with rejection
of up to 50 dB.
The proposed UWB-BPF has a center frequency (CF) of 7.56
GHz and FBW of 91%. The filter size is calculated to be
18 × 8.265 mm, or 0.348 × 0.758 λg , where λg is the guided
wave length at the filter CF.

4.1. In-band Rejection Response

For any UWB-BF, it is important to have an NR in the
passband (or band-stop behavior). This is a necessary step to
suppress some signals that lie within bands that are required
to be blocked due to regulatory compliance.
To produce NR, a modification must be applied to the pro-
posed filter by loading the excitation ends of the filter with
L-shaped shunt resonators, where they were integrated within
the inset slots to maintain the same proposed filter size. The
modified filter design structure is demonstrated in Fig. 11 and
its characteristic dimensions are listed in Tab. 4.
A parametric study was conducted to examine the design
parameter that has the most impact on NR. Figures 12-13
illustrate the variation in width WS and length LS of the
L-shaped shunt resonators. One may notice that increasing
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Fig. 10. Response of the S parameters of the proposed UWB-BPF.
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WS and LS leads to moving NR to lower frequencies, with
almost no effect on any other regions in the filter’s response.
However,WS variations tend to be more effective in shifting
the location of NR to frequencies lower than that of LS .
Frequency response of the proposed filter is presented in
Fig. 14. By comparing the results shown in Figs. 10 and 14,
one may conclude that the response of the modified UWB-
BPF matches that of the originally proposed UWB-BPF,
except at the location where the notch was applied.
In the next step, the Ansys EDT simulator was utilized to plot
the electric field (EF) of selected frequencies. EFs at 2 GHz
and 13.35 GHz, where no power was transferred through the
filter, are illustrated in Figs. 15a and 15d, respectively. For
the in-band region, EFs at 6.35 GHz and 10.5 GHz are shown
in Figs. 15b-c.
Moreover, Fig. 15e illustrates the EF at which the notch was
generated, where the notch is trapped in the notch structure
and no power was transferred between the input and output
ports.

G
4

C3

C5
LS

G5

C4

W
1
0

G
2

W
S

Fig. 11. Modified UWB-BPF structure.

Tab. 4. Characteristic dimensions of the modified UWB-BPF (all in
mm).

Desc. Value Desc. Value Desc. Value

G2 0.1 C3 0.6 W10 3.5
G3 0.1 C4 0.8 LS 1.8
G4 3.265 C5 0.2 WS 0.2
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Fig. 12. Parametric study concerningWS .
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Fig. 13. Parametric study concerning the LS parameter.

5. Experimental Evaluation and
Verification

To validate the Ansys EDT simulated UWB-BPF responses,
the proposed filter and its modified version were also sim-
ulated in Keysight ADS software (a 2.5D momentum EM
simulator). The responses of the filters were in alignment
with the findings obtained using Ansys EDT. Figure 16 il-
lustrates the responses of the proposed UWB-BPF obtained
using Ansys EDT and Keysight ADS.
It may be concluded that the very small differences between
the two findings (Figs. 10, 14 and Figs. 16, 17) come from how
the two EM simulators calculated the designs and the methods
that were being used to solve the proposed structures. Being
a full-wave simulator, Ansys EDT uses the finite element
method (FEM), whereas Keysight ADS relies on the method
of momentum (MoM) to solve the EM structures, hence the
variations shown above.
Table 5 provides a detailed comparison between the most
recent published work and the proposed filter. One may
summarize that the designed filter structure achieved IL
and RL parameters that were better than those obtained by
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Fig. 14. Response of the S parameters of the modified UWB-BPF.
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a)

b)

c)

d)

e)

E field [V/m]

0 2 4 6 8 10 12 14 16 18 20

Fig. 15. Electric field at: a) 2 GHz, b) 6.35 GHz,c) 10.50 GHz d)
13.35 GHz, and e) 7.6 GHz.

most of its counterparts. Furthermore, the proposed filter is
characterized by a smaller size in comparison with [3], [4], [6],
but is larger when compared with [21].

6. Conclusions

In this paper, a UWB-BPF based on HMSIW and loaded with
three different-shaped slots was proposed. The filter operates
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Fig. 16. S parameters of the proposed UWB-BPF obtained with
Ansys EDT and Keysight ADS simulators: a) S11 and b) S21.

in the frequency band between 4.12 GHz and a 11 GHz, with
FBW of 91% and a low IL level of 0.3 dB at the CF. Its RL is
better than 19 dB. The structure was designed with a small
filter area of 0.26 λ2g making it suitable for modern compact
systems.

Moreover, integrated L-shaped slots were included within
the same filter area to introduce an NR through the passband
region. Compared with filters described in works published
earlier, the proposed solution achieved a stronger overall
balance of bandwidth, loss, and size.

Tab. 5. Comparison with other works.

Ref. CF
[GHz]

FBW
[%] IL [%] RL

[%]
Size
[λg]

[3] 6.6 106 < 1.8 > 10 0.37
[4] 6.7 107 < 1.6 > 15 0.37
[6] 11.65 119 < 0.3 > 20 0.29
[21] 6.5 92 < 1.74 > 15 0.24
This
paper 7.56 91 < 0.3 > 19 0.26

6
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025



Using a Half-mode SIW Loaded with Slots to Realize a Compact UWB Bandpass Filter

Frequency [GHz]

Frequency [GHz]

2

2

4

4

6

6

8

8

10

10

12

12

14

14

16

16

S
 [

d
B

]
11

S
 [

dB
]

2
1

0

–20

–10

–30

–40

–50

–60

Ansys EDT

Ansys EDT

Keysight ADS

Keysight ADS

0

–20

–40

–60

–80

a)

b)

Fig. 17. S parameters of the modified UWB-BPF obtained with
Ansys EDT and Keysight ADS simulators: a) S11 and b) S21.

References
[1] Code of Federal Regulations, Part 15: Radio Frequency Devices,

2023 [Online]. Available: https://www.ecfr.gov/current/ti
tle-47/part-15.

[2] R.P. Verma and B. Sahu, “Structure and Performance Comparison of
Ultra-wideband Bandpass Filter: Review Article”, 2021 7th Interna-
tional Conference on Signal Processing and Communication (ICSC),
Noida, India, 2021 (https://doi.org/10.1109/ICSC53193.20
21.9673323).

[3] S. Udhayanan and K. Shambavi, “Compact Single Notch UWB
Bandpass Filter with Metamaterial and SIW Technique”, PIER Letters,
vol. 117, pp. 41–46, 2024 (https://doi.org/10.2528/PIERL2
3113004).

[4] S. Udhayanan and K. Shambavi, “Metamaterial-based Compact UWB
Bandpass Filter Using Substrate Integrated Waveguide”, PIER Letters,
vol. 120, pp. 1–6, 2024 (https://doi.org/10.2528/PIERL240
31107).

[5] Z. Li et al., “A Miniaturized Ultra-wideband Dual Bandpass Frequency
Selective Surface with High Selectivity”, IEEE Transactions on
Antennas and Propagation, vol. 72, pp. 6510–6519, 2024 (https:
//doi.org/10.1109/TAP.2024.3423322).

[6] C. Li et al., “An Ultra-wideband Bandpass Filter Based on Half-mode
Substrate Integrated Waveguide Loaded with Rectangular-ring Slot”,
2022 10th International Symposium on Next-Generation Electronics
(ISNE), Wuxi, China, 2023 (https://doi.org/10.1109/ISNE56
211.2023.10221607).

[7] S. Keelaillam et al., “A Wideband Bandpass Filter Using U-shaped
Slots on SIW with two Notches at 8 GHz and 10 GHz”, 2022 IEEE

International Conference on Signal Processing and Communications
(SPCOM), Bangalore, India, 2022 (https://doi.org/10.1109/
SPCOM55316.2022.9840774).

[8] Y.-F. Xie, Y.-H. Ma, and W.-S. Zhao, “A Single-notch Ultra-wideband
Bandpass Filter Based on Bow-tie Cells”, 2023 IEEE International
Workshop on Electromagnetics: Applications and Student Innovation
Competition (iWEM), Harbin, China, 2023 (https://doi.org/10
.1109/iWEM58222.2023.10234900).

[9] V.P.K. Kanaparthi, V.K. Velidi, R. Rajkumar, and R.R.T., “A Compact
Ultra-wideband Multimode Bandpass Filter with Sharp-rejection
Using Stepped Impedance Open Stub and Series Transformers”, IEEE
Transactions on Circuits and Systems II, vol. 69, pp. 4824–4828, 2022
(https://doi.org/10.1109/TCSII.2022.3192512).

[10] T. Duraisamy et al., “Compact Wideband SIW Based Bandpass Filter
for X, Ku and K Band Applications”, Radioengineering, vol. 30, pp.
288–295, 2021 (https://doi.org/10.13164/re.2021.0288).

[11] K. Mahant et al., “Spoof Surface Plasmon Polaritons and Half-
mode Substrate Integrated Waveguide Based Compact Band-pass
Filter for Radar Application”, PIER M, vol. 101, pp. 25–35, 2021
(https://doi.org/10.2528/PIERM20121803).

[12] R.S. Sangam and R.S. Kshetrimayum, “Hybrid Spoof Surface Plas-
mon Polariton and Substrate Integrated Waveguide Bandpass Filter
with High Out-of-band Rejection for X-band Applications”, IET Mi-
crowaves Antennas and Propagation, vol. 15, pp. 289–299, 2021
(https://doi.org/10.1049/mia2.12049).

[13] E.M. Messaoudi, J.D. Martinez, and V.E. Boria, “Miniaturized Ultra-
wideband Bandpass Filter Based on Substrate Integrated Quasi-
lumped Resonators”, 2021 IEEE MTT-S International Microwave
Filter Workshop (IMFW), Perugia, Italy, 2021 (https://doi.org/
10.1109/IMFW49589.2021.9642382).

[14] N. Muchhal et al., “Design of Hybrid Fractal Integrated Half Mode
SIW Band Pass Filter with CSRR and Minkowski Defected Ground
Structure for Sub-6 GHz 5G Applications”, Photonics, vol. 9, art. no.
898, 2022 (https://doi.org/10.3390/photonics9120898).

[15] A.J. Salim et al., “Miniaturized SIW Wideband BPF Based on Folded
Ring and Meander Line Slot for Wireless Applications”, 2017 Second
Al-Sadiq International Conference on Multidisciplinary in IT and
Communication Science and Applications (AIC-MITCSA), Baghdad,
Iraq, 2017 (https://doi.org/10.1109/AIC-MITCSA.2017.872
2992).

[16] W. Fu et al., “Compact Bandpass Filter Based on Single Isosce-
les Right Triangular Substrate Integrated Waveguide Cavity and
Modified Complementary Compact Microstrip Resonant Cell”, IE-
ICE Electronics Express, vol. 18, art. no. 20200397, 2021 (https:
//doi.org/10.1587/elex.17.20200397).

[17] J. Liu, Y. Zhang, X. Wan, and H. Jing, “Miniaturized Dual-mode
Ultra-wideband Filter Using Sector Substrate Integrated Waveguide”,
Microwave and Optical Technology Letters, vol. 63, pp. 2343–2347,
2021 (https://doi.org/10.1002/mop.32912).

[18] D. Deslandes and K. Wu, “Accurate Modeling, Wave Mechanisms, and
Design Considerations of a Substrate Integrated Waveguide”, IEEE
Transactions on Microwave Theory and Techniques, vol. 54, pp. 2516–
2526, 2006 (https://doi.org/10.1109/TMTT.2006.875807).

[19] Y. Cassivi et al., “Dispersion Characteristics of Substrate Integrated
Rectangular Waveguide”, IEEE Microwave and Wireless Components
Letters, vol. 12, pp. 333–335, 2002 (https://doi.org/10.1109/
LMWC.2002.803188).

[20] W. Hong et al., “Half Mode Substrate Integrated Waveguide: A
New Guided Wave Structure for Microwave and Millimeter Wave
Application”, 2006 Joint 31st International Conference on Infrared
Millimeter Waves and 14th International Conference on Terahertz
Electronics, Shanghai, China, 2006 (https://doi.org/10.1109/
ICIMW.2006.368427).

[21] L. Huang and S. Zhang, “Ultra-wideband Ridged Half-mode Fold-
ed Substrate-integrated Waveguide Filters”, IEEE Microwave and
Wireless Components Letters, vol. 28, pp. 579–581, 2018 (https:
//doi.org/10.1109/LMWC.2018.2835666).

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025 7

https://www.ecfr.gov/current/title-47/part-15
https://www.ecfr.gov/current/title-47/part-15
https://doi.org/10.1109/ICSC53193.2021.9673323
https://doi.org/10.1109/ICSC53193.2021.9673323
https://doi.org/10.2528/PIERL23113004
https://doi.org/10.2528/PIERL23113004
https://doi.org/10.2528/PIERL24031107
https://doi.org/10.2528/PIERL24031107
https://doi.org/10.1109/TAP.2024.3423322
https://doi.org/10.1109/TAP.2024.3423322
https://doi.org/10.1109/ISNE56211.2023.10221607
https://doi.org/10.1109/ISNE56211.2023.10221607
https://doi.org/10.1109/SPCOM55316.2022.9840774
https://doi.org/10.1109/SPCOM55316.2022.9840774
https://doi.org/10.1109/iWEM58222.2023.10234900
https://doi.org/10.1109/iWEM58222.2023.10234900
https://doi.org/10.1109/TCSII.2022.3192512
https://doi.org/10.13164/re.2021.0288
https://doi.org/10.2528/PIERM20121803
https://doi.org/10.1049/mia2.12049
https://doi.org/10.1109/IMFW49589.2021.9642382
https://doi.org/10.1109/IMFW49589.2021.9642382
https://doi.org/10.3390/photonics9120898
https://doi.org/10.1109/AIC-MITCSA.2017.8722992
https://doi.org/10.1109/AIC-MITCSA.2017.8722992
https://doi.org/10.1587/elex.17.20200397
https://doi.org/10.1587/elex.17.20200397
https://doi.org/10.1002/mop.32912
https://doi.org/10.1109/TMTT.2006.875807
https://doi.org/10.1109/LMWC.2002.803188
https://doi.org/10.1109/LMWC.2002.803188
https://doi.org/10.1109/ICIMW.2006.368427
https://doi.org/10.1109/ICIMW.2006.368427
https://doi.org/10.1109/LMWC.2018.2835666
https://doi.org/10.1109/LMWC.2018.2835666


Hussein Al-Jeshami, Hussam Al-Saedi, Mohammed F. Hasan, Halah I. Khani, Muhannad Y. Muhsin, and Wael M. Abdel-Wahab

Hussein Al-Jeshami, M.Sc.
Electromechanical Engineering Department
https://orcid.org/0000-0001-7063-754X

E-mail: hussein.m.abdul@uotechnology.edu.iq
University of Technology – Iraq, Baghdad, Iraq
https://uotechnology.edu.iq

Hussam Al-Saedi, Ph.D.
Communication Engineering Department
https://orcid.org/0000-0002-2029-7361

E-mail: hussam.h.ali@uotechnology.edu.iq
University of Technology – Iraq, Baghdad, Iraq
https://uotechnology.edu.iq

Mohammed F. Hasan, Ph.D.
Communication Engineering Department
https://orcid.org/0000-0002-0244-9595

E-mail: mohammed.f.hasan@uotechnology.edu.iq
University of Technology – Iraq, Baghdad, Iraq
https://uotechnology.edu.iq

Halah I. Khani, M.Sc.
Communication Engineering Department
https://orcid.org/0000-0001-5572-1073

E-mail: halah.i.khani@uotechnology.edu.iq
University of Technology – Iraq, Baghdad, Iraq
https://uotechnology.edu.iq

Muhannad Y. Muhsin, Ph.D.
Electrical Engineering Department
https://orcid.org/0000-0003-3937-4467

E-mail: muhannad.y.muhsin@uotechnology.edu.iq
University of Technology – Iraq, Baghdad, Iraq
https://uotechnology.edu.iq

Wael M. Abdel-Wahab, Ph.D.
Electrical and Computer Engineering
https://orcid.org/0000-0002-0994-3529

E-mail: wmabdelw@uwaterloo.ca
University of Waterloo, Waterloo, Canada
https://uwaterloo.ca

https://orcid.org/0000-0001-7063-754X
https://uotechnology.edu.iq
https://orcid.org/0000-0002-2029-7361
https://uotechnology.edu.iq
https://orcid.org/0000-0002-0244-9595
https://uotechnology.edu.iq
https://orcid.org/0000-0001-5572-1073
https://uotechnology.edu.iq
https://orcid.org/0000-0003-3937-4467
https://uotechnology.edu.iq
https://orcid.org/0000-0002-0994-3529
https://uwaterloo.ca


An Artificial Intelligence-based Handover
Triggering and Management Mechanism
for 5G Ultra-dense Networks to Improve

Handover Authentication
P. Rajesh1, A. Vijayalakshmi1, and Ebenezer Abishek B.2

1Vels Institute of Science, Technology & Advanced Studies, India,
2KCG College of Technology, India

https://doi.org/10.26636/jtit.2025.2.2006

Abstract  The emergence of 5G ultra-dense networks has
gained considerable attention, as solutions of this kind enable
rapid and intelligent device connectivity, thus ushering in a new
era of high-speed communications. Nevertheless, the process
of managing mobility across varying inter-frequency strategies
increases interference and complexity. The development of a re-
liable handover algorithm is crucial for high-quality service,
especially in ultra-dense networks with small cells. However, fre-
quent handovers, ping-pong effects, and load-balancing issues
arise due to the random and dense deployment of small cells.
Additionally, ensuring secure and smooth handover authentica-
tion is critical, due to an increased risk of frequent transitions
of users across different networks. In such a context, this re-
search focuses on triggering handovers and managing 5G mobile
networks, all while protecting sensitive data. We introduce an ar-
tificial intelligence-based approach aimed at improving handover
initiation and management processes, leveraging Boruta ran-
dom forest optimization (BRFO) to fine-tune handover margins
and identify optimal trigger points for handovers. In addition,
an impulsive graph neural network (IGNN) is utilized as a deci-
sion framework to predict and minimize unnecessary handovers,
thus improving stability in small cell environments. Simulation
results demonstrate that the proposed methodology significant-
ly enhances handover management, strengthens authentication,
and effectively mitigates a variety of attacks in 5G ultra-dense
networks.

Keywords  authentication, communication security, handover,
mobility management

1. Introduction

Ultra-dense networks (UDNs) have emerged as an innovation
in 5G wireless communication [1]. By deploying a large
number of small cells within a confined area, UDNs achieve
significantly higher node density compared to traditional
cellular networks [2]. They are engineered to meet the ever-
growing demand for high data rates, ubiquitous connectivity,
and ultra-low latency, challenges that conventional macrocell
infrastructures struggle to address.
UDNs enhance network capabilities by improving cover-
age, boosting capacity, and ensuring better spectral efficiency

through small cell deployments. This strategy provides seam-
less connectivity and a superior user experience in dense urban
environments, indoor settings, and high-traffic hotspots [3].
Moreover, UDNs integrate advanced technologies, such as
mmWave communication, massive MIMO, and network den-
sification to realize heterogeneous network architectures [4].
These advances are fundamental to supporting the newly
emerging ultra-reliable low-latency communication (URLLC)
services required by IoT, autonomous driving, AR, and VR
applications [5]. UDNs offer improved flexibility, scalability
and cost-efficiency compared to macro cell-based designs [5],
optimizing spectrum usage and dynamic resource allocation,
while simultaneously reducing construction and operational
burdens [6].
Advances in wireless technologies and growing user demands
have driven a significant evolution in mobile network han-
dover (HO) mechanisms [7]. Initially, user handover deci-
sions required manual intervention, which became impracti-
cal with the proliferation of mobile devices [8]. Automated
HO systems were, therefore, introduced to facilitate seam-
less connectivity. In 2G (GSM) and 3G (UMTS) systems,
network-controlled HO strategies became standard, leverag-
ing signal strength, quality indicators, and mobility patterns
to optimize HO decisions [9]. These automated techniques
greatly improved service reliability and efficiency [10].
The arrival of 4G LTE further improved HO by introduc-
ing fast handover protocols that reduced latency and packet
loss through proactive link establishment and network load
balancing [11]. These improvements significantly improved
mobile user experiences by enabling high-speed seamless
connectivity [12].
In 5G, mobility management becomes even more critical,
as URLLC, mMTC, and eMBB services demand different
specialized handover mechanisms [13]. Technologies such as
beamforming, flexible spectrum sharing, and network slicing
help meet these demands by optimizing HO performance
and reducing latencies [14]. As 5G deployments expand,
handover protocols must ensure persistent connectivity and
service continuity in diverse use cases.
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Artificial intelligence (AI) has become a transformative force
in improving 5G network performance [15]. Machine learn-
ing, deep learning, and natural language processing empower
5G networks with autonomous intelligence, enabling dynam-
ic optimization and real-time decision-making. AI algorithms
analyze massive datasets from network operations to detect
trends, predict anomalies, and improve performance [16].
In dense 5G environments, AI facilitates dynamic network
management, optimizing resource allocation, handover man-
agement, load balancing, and network slicing [17]. AI-driven
automation reduces operating costs, improves service relia-
bility, and accelerates service deployment [18].
Furthermore, AI enables predictive analytics and proactive
maintenance by identifying potential failure points and miti-
gating risks before service interruptions occur [19]. It also
plays a crucial role in fortifying the security of 5G networks.
AI-based security solutions monitor traffic patterns, detect
anomalies in real time, and respond proactively to cyberse-
curity threats [20]. These capabilities are essential for pro-
tecting sensitive information and critical infrastructures in
next-generation networks against increasingly sophisticated
cyberattacks.
In this work, we propose an AI-driven framework to enhance
the efficiency, reliability, and security of handover triggering
and management mechanisms, particularly emphasizing the
improvement of handover authentication within 5G UDNs.
Optimizing handover triggering points is crucial in a mobile
network to ensure efficient and seamless transitions between
base stations (BSs), minimizing service interruptions, and
maintaining optimal connectivity for users. The handover
process in mobile networks is typically initiated based on
certain trigger conditions, such as signal strength, speed of
movement, and network load.
Below is a summary of the strategies we relied upon to
optimize handover trigger points:
1) Handover optimization using Boruta random forest op-

timization (BRFO). We employ the BRFO algorithm to
fine-tune handover parameters by dynamically adjusting
the handover boundaries. This technique calculates the op-
timal conditions for initiating handovers, ensuring smooth
transitions between base stations ,while significantly mini-
mizing connection interruptions. The integration of BRFO
allows for adaptive optimization of the handover process,
thus improving overall network continuity and user expe-
rience.

2) Reinforcement learning (RL) is used to continuously
optimize handover triggers by rewarding the system for
successful handovers (i.e. minimizing ping-pong effects
and service interruptions) and penalizing failed handovers.
Over time, the system learns the optimal handover trigger
points for different scenarios.

3) Impulsive graph neural network (IGNN) for intelligent
handover decision making. We utilize an IGNN model as
a sophisticated decision-making tool to analyze network
states and user mobility behaviors. This model predicts
the need for handovers with a high degree of accuracy,

effectively reducing unnecessary handovers within small
cell networks. By optimizing handover decisions, IGNN
contributes to improved network efficiency, better resource
allocation, and enhances the overall user experience.

The remainder of this paper is organized as follows. In Sec-
tion 2, a review of the existing literature related to handover
triggering and management in 5G UDNs is presented. Sec-
tion 3 elaborates on the detailed operational workflow of
the proposed system, focusing on BRFO-based handover
optimization and IGNN-driven decision-making. Section 4
presents the simulation results and compares the performance
of the proposed approach with existing methods, while Sec-
tion 5 concludes the paper by providing final remarks and
summarizing future research directions.

2. Literature Review
A review of the literature on handover triggering and man-
agement in 5G UDNs offers specific insights into the research
conducted, methodologies adopted and challenges faced. It
begins with an overview of the principles and architectures,
highlighting such characteristics as low cell density and in-
creased interference. Next, it examines previous studies on
handover optimization, including signal strength-based and
load balancing algorithms, as well as emerging AI and ma-
chine learning approaches.
Additionally, the review discusses security aspects, covering
authentication protocols and encryption techniques. It also
addresses challenges (as shown in Tab. 1), such as handover
latency and interference mitigation, which are crucial for
identifying research gaps and areas for improvement.
In [21], the authors discuss improved mobile broadband and
extremely low dormancy communications that are supported
by such technologies as 5G new radio and beyond. Due to the
large number of mobile devices, it is important to manage
high mobility in dense networks and constantly alter the time-
to-trigger (TTT) and the hysteresis margin. The study suggests
a mechanism for 5G and beyond that is based on online
learning (learning-based intelligent mobility management –
LIM2), to address these issues. For target cell selection, it uses
SARSA-based reinforcement learning. For TTT and hysteresis
adaptation, it uses the ε-greedy strategy. This method shows
promise as a means of improving mobility management and
keeping advanced wireless networks connected without any
interruptions.
The authors of [22] discuss the difficulties in managing hand-
offs in 5G mobile wireless networks that rely on UDN designs.
Frequent turnover opportunities for user equipment in UDNs,
which are defined by a large number of mmWave BSs, add
complexity to the networks. Traditional handover plans sim-
plify things too much, which results in more handovers than
necessary and leads to poorer service quality. To address these
problems, the authors of the study proposed a new transfer
method known as FLDHDT. This technique relies on fuzzy
logic to adapt the handover parameters, such as the handover
margin (HOM) and TTT depending on the strength of the
signal and the horizontal speed of the user equipment’s move-
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Tab. 1. Research gap summary.

Ref. Methodology Technique Findings Research gap

[21] Mobility management in 5G Adaptive time-to-trigger and
hysteresis margin

Number of handovers and
throughput

Misallocation of resources and overuse of
electricity

[22] Adaptive handover decision in
UDNs Fuzzy logic and time to trigger Throughput and ping-pong ratio Load balancing and inter-cell meddling have

not been measured

[23] MADM handover in 5G in UDNs Fuzzy logic and MADM Number of handovers and
ping-pong handover Lack of high-speed situations and ICI tests

[24] ML protocol for secure 5G
handovers

Burrows–Abadi–Needham (BAN)
logic Handover rate by 94.4% The mobility of 5G UD HetNets needs to be

clarified

[25] Handover authentication
mechanism in 5G HetNets DHan_Auth and Conv_SLSTM Attack detection accuracy 98.9832 This structure is vulnerable to DDoS outbreaks

[26] Handover authentication in 5G
HetNets Fuzzy logic and key management Latency and spatial complexity Procedure flops to certify user discretion

because of insecure channels

[27] Hysteresis region authenticated
handover for 5G HetNets

Artificial neural network and
fuzzy logic (ANN-FL)

Handover success rate and
communication overheads

A high number of needless handovers may
occur in small cell networks at high speed

[28] Secure handover protocol for 5G ANN-FL Handover success rate and handover
failure rate

It is not appropriate for executing handovers in
high-speed scenarios

[29] Handover triggering estimation
LTE-A/5G Interval type II fuzzy logic system Ping-pong handovers

Due to the restricted incidence choice, the
recycling of incidence in 5G leads to

co-channel interference

[30] Proactive decision making for
handover management 5G

Proactive decision making (PDM)
and polynomial regression

Handover ping-pong, handover
failure

The number of handovers would increase if
MT travels at a high rate of speed

ment. By performing simulations and comparing them with
traditional methods, the suggested plan is assessed. The re-
sults show that FLDHDT is effective in improving handover
efficiency for 5G UDNs, compared to previous approaches. It
reduces the number of handovers, lowers the ping-pong ratio,
and overall system throughput.
Article [23] presents a new handover strategy to guarantee
excellent service in UDNs and to reduce the impact of the
aforementioned problems. The technique efficiently triggers
handovers and transitions connections to nearby base stations
by combining fuzzy logic with multiple-attribute decision
algorithms (MADM). Fuzzy system membership functions
are refined by subtraction grouping with past information
available within the scheme, which improves performance.
By reducing the frequency of handoffs, mitigating the impact
of ping-pong, and maintaining high levels of service quality,
the experimental results show that the suggested strategy
outperforms traditional methods.
[24] introduces a machine learning-based handover authenti-

cation mechanism to tackle security, privacy, and efficiency
issues. The protocol shows strong mutual authentication, pro-
tection of session keys, and resistance to several attacks in the
course of a formal security analysis using the Burrows-Abadi-
Needham (BAN) logic. It also guarantees user anonymity,
mutual authentication, and complete confidentiality of key
ciphers, according to informal security assessments. Com-
pared to the enhanced 5G identification and key agreement
(5G AKA) protocol, the simulation results show better per-
formance metrics. It significantly improves the efficiency of
handover signaling and achieves a staggering 94.4% drop-in
turnover rate.
A deep learning-based handover authentication system is
presented in [25] to solve these issues and enhance user
experience. Using the 5G handover-authentication and key
agreement (5G AKA) protocol, only data belonging to non-
malicious users are authenticated once they have been clas-
sified using convolution-stacked long short-term memory

(Conv_SLSTM) networks. Encryption and decryption are
handled by the authentication process using extended elliptic
curve cryptography (Ex_ECC). An evaluation of the model’s
performance on the Python platform shows that it improves
handover processes and resists network attacks with a classi-
fication precision of 98.98% and a handover delay of 11.8 s
for 200 nodes.

The authors of [26] suggested a solution that relies on fuzzy
logic for key and handover management to improve the per-
formance of cloud handover control and identification mech-
anisms in 5G networks. The goal of the fuzzy logic model is
to reduce delays and maximize network efficiency by mini-
mizing handovers and optimizing the selection of the target
cell using several factors. The results showed that the mod-
el is capable of reducing latency, validating authentication
threats, and handling geographic complexity, all of which are
important concerns in the management and deployment of
5G networks.

To close the gap, 3GPP has included authenticating and key
exchange protocols in its 16th release (3GPP R16). Privacy-
and security-related standards applicable to 5G networks are
quite high and, although there is a certain number of security
protocols described in the literature, many of them are either
ineffective or fail to meet these standards. A protocol that
simultaneously prioritizes efficiency, security, and privacy is
proposed in [27]. In order to ensure user devices, source gNB,
and target gNB identification and session key establishment
during handover, an intelligent model is created and deployed
for target cell prediction using artificial neural networks and
fuzzy logic.

Paper [28] presents an ANN-FL protocol that prioritizes se-
curity and service quality to solve the problems and meet the
changing needs of 5G and beyond (B5G) networks. Simula-
tion results show that thanks to reducing ping-pong handovers
by 24.1%, increasing the success rate of handovers by 27.1%,
and reducing the failure rate of handovers by 27.3%, the pro-
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Adjust handover margin
using BRFO algorithm

Classify handovers using impulsive
graph neural network (IGNN)

Small cells

Macro cell

Data collection

Handover design constraints

Optimization of handover trigger points

Wanted handover

Unwanted handover

Idaho Lab 
Research dataset

5G UDNs

Fig. 1. Handover triggering and management mechanism for 5G UDNs using AI techniques.

tocol is robust against various attacks and effectively improves
security and performance in 5G and B5G environments.
The authors of [29] present a new method to estimate the
radio link quality (RLQ) of the serving and nearby cells,
and then use fuzzy logic to trigger handover procedures. The
system uses a simple fuzzy logic system for the prediction
of RLQ and a second-order regressors for RLQ prediction.
For handover trigger decisions, it uses a cascade fuzzy log-
ic system and successfully mitigates ping-pong, premature,
or delayed handovers. Simulation findings show that by us-
ing solely information on the quality of the radio connection,
handover performance is significantly improved by 50% in
high-speed situations, with the ns-3 LTE module. Significant-
ly, the approach solves important 5G network management
problems while remaining easy to implement and not be-
ing constrained by UE velocity, making it suitable for a wide
range of applications, such as UAVs and IoT devices.
In [30], a suitable handover management strategy is proposed
to solve mobility-related problems. Its primary objective is
to investigate the impact of the handover control parameter
on the operation of 5G networks through proactive decision-
making in the cell selection process. The method was tested
in 5G HetNet simulations to establish its impact on improving
mobility management in these networks. The tests included
measuring handover attempts, ping-pong transfers, handover
mistakes, radio link mistakes, and transfer delays.
Several research challenges have been identified in the lit-
erature [21]–[31], including issues related to mobility man-
agement, handover optimization, and secure authentication
mechanisms. Traditional handover algorithms may not be suf-
ficient for the dynamic nature of ultra-dense networks, leading
to problems such as handover latency, ping-pong effects, and
load balancing concerns. Therefore, an efficient handover al-
gorithm that optimizes handover triggers and minimizes the
amount of unnecessary handover operations.

Additionally, as users move across multiple networks in 5G
environments, robust handover authentication solutions are
needed to protect against potential security threats.
Despite the progress made in network architecture design,
significant challenges remain in ensuring both effective and
secure handover authentications, especially in scenarios where
pairing is unnecessary. Existing HO authentication protocols,
such as identity-based cryptographic techniques, might not
fully satisfy the rigorous security requirements of 5G net-
works, particularly during inter-operator handovers in smaller
network regions. Furthermore, the decision-making process-
es during HO execution in 5G networks are complex, leading
to architectural adjustments that may be economically in-
efficient. The computational burden of HO authentication
protocols also poses challenges in meeting the stringent delay
demands of 5G networks.

3. Methodology

The proposed mechanism for HO triggering and manage-
ment in 5G UDNs, illustrated in Fig. 1, utilizes AI-driven
techniques. Data from a 5G network are collected and stored
within the Idaho Lab Research dataset. Handover constraints
are addressed by dynamically adjusting the handover margin
through the Boruta random forest optimization (BRFO) al-
gorithm, which refines the handover trigger points. Finally,
IGNN is used to classify and differentiate between legitimate
and unnecessary handovers.

3.1. Handover Optimization

To minimize HO-related issues in 5G networks, particularly
in ultra-dense environments with small cells, optimization of
the handover margin is essential. The handover margin sets
the threshold signal strength difference required to trigger
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a handover decision. An effective adjustment of this margin
is capable of reducing unnecessary handovers and mitigating
ping-pong effects, i.e. scenarios in which users frequently
switch between adjacent base stations.
In the presented approach, we use BRFO [31] to fine-tune the
handover margin. BRFO merges the Boruta feature selection
algorithm and the random forest algorithm, leveraging their
strengths to pinpoint the most influential features in order
to optimize handover performance. By iteratively assessing
significance of the HO margin in conjunction with other
influencing factors, such as signal strength, interference, and
user mobility, BRFO calculates the optimal HO trigger points.
The mean minimization accuracy or variant number of the
randomization value for every input ps, together with the
matching shadier input pbs for the total number of trees is:

mda =
1
Mtree

·
atree∑
a=1

∑
s∈ooN

H
(
qs = F (ps)

)
−
∑
s∈ooN

H
(
qs = F (pbs)

)
∣∣OON∣∣ ,

(1)

H(·) represents the indicator function, whereas OON refers
to the predicted error of every sample used for training,
calculated using bootstrap aggregation. Calculation of W
scores is performed in the following manner:

W − score = mda
sd
. (2)

Let us compute the highestW score in the shadow charac-
teristics by using the standard deviation sd of exact losses.
The predictor applies a normalization technique to the data
set, scaling the values from 0 to 1 to minimize the impact of
extreme values.

αnorm =
α− εmin
αmax − αmin

. (3)

As a result, current inputPs, memory cell output is−1 from the
earlier time step s− 1, and bias terms bf are used to calculate
the activation values of forgetting gate ft at time step t. All
activation values are divided by the sigmoid function between
0 (totally forget) and 1 (totally recall):

Fs = sigmoid(ZF,p Ps + ZF,i Ps−1 + nF ) . (4)

Also, the second step defines the LSTM cover to be included
in grid cell positions ts. This job involves two actions [32].
First, we calculate applicant values that can be added to
cell positions. Second, the input gate activation values are
calculated as:

ts = tan i(Zt,p ps + Zt,i is−1 + nt) , (5)

hs = sigmoid(Zh,p ps + Zh,i is−1 + nh) . (6)

In the third stage, the Hadamard product is defined by creating
new cell locations ts based on the outcomes of the preceding
processes:

ts = Fs ots−1 + hs oTs . (7)

Output is of the reminiscence cells is computed as the subse-
quent function, in the following manner:

os = sigmoid(Z0,p ps + Z0,i is−1 + n0) , (8)

is = ostan i(ts) . (9)

At this stage, the system processes input s at each time point as
defined by Eqs. (1)-(9). The output of each gate is obtained by
a logic function and a non-linear alteration of the contribution.
The following describes the link between input and outcome.

R(s) = σj
(
ZR p(s) + uR i(s− 1) + nR

)
, (10)

w(s) = σj
(
Zw p(s) + uw i(s− 1) + nw

)
, (11)

i(s) =
(
1− w(s)

)
o(s− 1) + w(s) o î(s) , (12)

î(s) = σi
(
Zi p(s) + ui R(s) o i(s− 1)

)
+ ni , (13)

wherew(s) is the apprise gate trajectory,R(s) is the rearrange
gate trajectory, with Z and u being stricture metrics and
vector, respectively. σj is a sigmoid purpose and σi is referred
to as a hyperbolic angle.
Algorithm 1 describes the process of optimizing HO using
BRFO.

3.2. Handover Decision Model

The HO decision model plays a crucial role in managing han-
dovers within small cell networks, where users’ frequent mo-
bility creates numerous handover opportunities. This model
helps determine the optimal moments for handovers, ensuring

Algorithm 1 Handover optimization using BRFO
Input: HO design constraints, margin, trigger point
Output: HO optimization parameters
Start

1: Init. population P bs with candidate HO configurations
2: for each solution s ∈ P do
3: if the input P bs for the total amount of trees then
4: Randomly generate P bs
5: end if
6: if P bs is defined then
7: ComputeW score using Eq. (2)
8: Normalize the predictor of data set between

0 and 1 by Eq. (3)
9: end if

10: end for
11: for each input P bs do
12: Compute input gate activation values from Eq. (5)
13: Formulate input-output relationship by Eq. (10)
14: Find the fitness Fs value
15: if better value Fs is found then
16: Update final value Fs
17: end if
18: end for
End
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that only necessary handovers occur. By effectively predict-
ing unwanted handovers, the model reduces ping-pong effects
and prevents excessive amounts of handover attempts, leading
to a more efficient network.
An IGNN is used as the decision-making mechanism [35],
[36]. IGNNs are specialized neural networks designed for
processing graph-structured data, making them particularly
suitable for network optimization and decision-making tasks.
In HO management, IGNN analyzes key network parameters
and mobility patterns to assess the probability of unwanted
handovers. By learning from historical data on handovers and
network performance, IGNN identifies patterns that suggest
unwanted handovers, allowing it to make more accurate
decisions. Let us consider a scenario where B represents
a set of interconnected neural networks, each comprising
identical types of networks, with both linear and quadratic
components at each node of the B-dimensional system. The
differential equation defining this network is described as
follows:

ṗh = −D1 ph(a) +D2 ph(y a) +N1F1
(
ph(a)
)

+N2F2
(
ph(y a)

)
, a ­ a0 .

(14)

The state lattice of the h-th brain framework at a given time
demonstrates the postpone importance and 1− y is ordinarily
alluded to as the beginning significance and relative deferral:

FR
(
ph(a)
)
=[

FR1
(
ph(a)
)
, FR2
(
ph(a)
)
, . . . , FRb

(
ph(a)
)]S
, R = 1, 2 .

(15)

The ensuing straight-coupled differential capability depicts
the fluctuating activities of interconnected brain organiza-
tions:

ṗh(a) = −D1 ph(a) +D2 ph(y a) +N1F1
(
ph(a)
)

+N2F2
(
ph(y a)

)
+ d

R∑
g=1,g ̸=h

mhgΓ
(
pg(a)− ph(a)

)
,

(16)

where d is the strength of connectionmhg and Γ is a remotely
associated unequivocal positive network between two vertices
h and g. It is defined as follows, when node g and node h are
connected:

if g ̸= h then mhg > 0 . (17)
otherwise

mhg = 0 , mhg = −
B∑

g=1, g ̸=h

mhg .

The state of the linking pg(a)− ph(a) is linked and nodes g
and h vary due to excitement at a specific time aK . There-
fore, the neural networks associated with the stimuli can be
obtained in the following form:


ṗh(a) = −D1 ph(a) +D2 ph(y a) +N1F1

(
ph(a)

)
+N2F2

(
ph(y a)

)
+ d

B∑
g=1, g ̸=h

mhg Γ
(
pg(a)

)
, a ̸= aK

pg(a+K)− ph(a
+
K) = jK

(
pg(a−k )− ph(a

−
k )
)
, mhg > 0

(18)

where ς = {a1, a2, a3 . . .} is a rash series nutritious,
aK−1 < aK represents the number of careless occurrences
of the impulsive sequence ζ during the interlude (t, a) and jK
indicates the impulsive signal’s gain. This is the Laplacian
matrix of the compliance system topology. The impulsive
sequence ζ a V -asymptotic regular SVasy impetuous period
is:

lim
K→∞

(
V (aK+1 − V (aK)

)
= aVasy . (19)

Letm, n , and q be real numbers, and let b be greater than 0.
Let y be a real number between 0 and 1. Recognize that the
given explanation serves as an explanation.{
ṗ(a) = mp(a) + n p(y a), a ­ a0, a ̸= ak
p(a+K) = jK p(a

−
k )

. (20)

Assuming that p(a) is greater than zero, let x(a) be a non-
negative functional defined on interval [,+∞) that satisfies:{
ẋ(a) ¬ mp(a) + n p(y a), a ­ a0, a ̸= ak
x(a+K) ¬ jK p(a

−
k )

. (21)

Given that 0 is less than x(a) and x(a) is less than p(a) for
any s in interval [ , ], for all values of s greater than or equal to
a certain value, x(a) is less than or equal to p(a). Therefore,
for p(a) x(a) with 0 < x(a) < p(a) for s ∈ [ , ]:

x(a) < p(a), for all a ­ a0 . (22)

where S > 0, such that set:

W = {a ∈ (a0, a) : x(a) ­ p(a)}, x(a∗) = p(a∗) .

and
x(a) < p(a)}, x(a∗) ­ p(a∗) . (23)

We compute the optimal threshold condition as follows:

ẋ(a) = m x(a∗) + n x(y a∗) . (24)

We compute the maximum and minimum range of threshold
condition x(a∗) = p(a∗) and x(y a∗) = p(y a∗), which
generates the following set of conditions.

0 ¬ ẋ(a∗)− ṗ(a∗)
¬
(
m x(a∗) + n x(y a∗)

)
−
(
m x(a∗) + n x(y a∗)

)
= n x(y a∗)− p(y a∗)
< 0

. (25)

Worldwide µ-dependability model follows the Dasey <∞
condition and S condition with drive-related brain networks
when coordinated upgrades or non-synchronized improve-
ments occur during the motivation span. In this way, drive-
associated brain organizations can be reworked in the Kro-
necker item structure:

ṗ(a) = −(HB ⊗D1)p(a) + (HB ⊗D2)p(y a)
+(HB ⊗N1)f1

(
p(a)
)
+ (HB ⊗N2)f2

(
p(y a)

)
+d(M ⊗ Γ) p(a), a ̸= aK , K ∈ B

pg(a+K)− ph(a
+
K) = jK

(
pg(a−K)

)
,

for (h, g) satisfying mhg > 0 .
(26)
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In this case, the network topology exhibits robust connectivity,
indicating that the Laplacian connected matrix A remains
unchanged. Algorithm 2 outlines the operational procedure
of the HO decision model employing IGNN.

Algorithm 2 Handover decision model using IGNN
Input: Number of small cells and macro cells, threshold
condition
Output: Handover decision wanted and unwanted
Start

1: Initialize the random population
2: if the network is initialized then
3: Describe it using the Eq. (14)
4: end if
5: if i = 0 then set j = 1
6: end if
7: while condition is true do
8: if the system study state then
9: unwary arrangement ζ is as given in Eq. (19)

10: else if p(s) is valid then
11: Recognize it as solution to Eq. (20)
12: end if
13: if a non-negative function χ(a) exists on [ys0,+∞)

then
14: Ensure it satisfies Eq. (21)
15: x(a) < p(a) for all s ∈ [a0, a1],
16: else Revise
17: end if
18: end while
End

4. Results and Discussion
In the next step, a comparative analysis between the proposed
HO triggering and management mechanism and existing
approaches is conducted. Performance is validated using the
Idaho Laboratory Research dataset. The proposed handover
trigger and management mechanism is implemented on the
Google Colab platform using Python.
We compare the results of the BRFO+IGNN mechanism
with those obtained using existing solutions, including con-
ventional Event A3, FLDH [37] and FLDHDT [22]. Fur-
thermore, the results of the handover authentication of the
BRFO+IGNN mechanism are compared with existing mech-
anisms, such as transport layer security (TLS), fuzzy systems,
fuzzy transport layer security (F-TLS) and convolutional
SLSTM (CLSTM) [25].
For the handover decision-making process, we compare the
performance of the BRFO+IGNN mechanism with several
benchmark models, including random forest (RF), decision
tree (DT), naive Bayes (NB), linear regression (LR), support
vector machine (SVM) and XGBoost.

4.1. Simulation Setup

The data set utilized in this study includes both normal and
attack data generated within a simulated setting. Data was

Tab. 2. Simulation setup.

Parameter Value

Network size 1000 × 1000 m
Number of evolved nodes 3

Number of users 100–500
Amount of pieces of user equipment 5

Mobility model 2D random walk
Speed of user equipment 2–20 m/s
Power of evolved nodes 43 dBm

Power of next generation nodes 23 dBm
Frequency of evolved nodes 2.4 GHz

Frequency of next generation nodes 28 GHz
Packet inter-arrival time 20 ms

Packet size 1000 bytes
Bandwidth of evolved nodes 20 Mbps

Bandwidth of next generation nodes 100 Mbps
Simulation time 100 s

gathered from an Internet connected Linux machine running
a 5G core network with open-source 5G core software. The
network traffic on the 5G core machine limits was captured
via Wireshark.

Normal data are categorized into two groups: one involving
a single-user equipment simulation and the other involving
two user equipment simulations. Malicious data consist of
ten distinct attacks, classified into three primary categories:
reconnaissance, denial of service (DoS), and network recon-
figuration.

Reconfiguration attacks include unified data management,
get all network functions, get user data, automatic redirect
with a timer, and random data dump. Network reconfiguration
attacks are divided into false access and mobility management
function insert and delete attacks, as well as random access
and mobility management function insert and delete attacks.

The DoS category includes the crash network repository func-
tion attack. The data set, covering a total of 50 000 records,
is divided using the following proportions: 80% for training
and 20% for testing. Data are exported in the CSV format
and are used in the proposed research. The analysis considers
such attributes as time, source, destination, protocol, length,
sequence amounts, acknowledgment amounts, window size,
length, timestamp echo reply field, and timestamp value field.

Table 2 presents the parameters used in the simulation setup,
which define the characteristics of the simulated network
environment necessary to evaluate the proposed mechanisms
and algorithms. Together, these parameters create a realistic
simulated environment that allows to effectively evaluate the
proposed solutions.
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Tab. 3. Comparative analysis of proposed and existing HO mecha-
nisms.

Handover
mechanism

Number of users
100 200 300 400 500

Number of handovers
Event A3 693 821 1004 1158 1321

FLDH 570 698 881 1035 1198
FLDHDT 447 575 758 912 1075

BRFO+IGNN 324 452 635 789 952
Ping-pong ratio [%]

Event A3 8.34 8.76 9.09 9.26 9.47
FLDH 5.97 6.40 6.72 6.89 7.11

FLDHDT 3.60 4.03 4.35 4.52 4.74
BRFO+IGNN 1.23 1.66 1.98 2.15 2.37

System throughput [Mbps]
Event A3 93.72 155.96 242.86 355.83 459.63

FLDH 146.88 209.13 296.02 408.99 512.79
FLDHDT 200.05 262.29 349.19 462.16 565.96

BRFO+IGNN 253.21 315.46 402.35 515.33 619.12

4.2. Comparison

Table 3 presents a comparative evaluation of the proposed
HO mechanism against the existing approaches. Figure 2
illustrates the number of handovers corresponding to the
varying number of users in different HO mechanisms. The
data reveal distinct patterns in handovers as the number of
users increases from 100 to 500. Event A3 shows a steady
rise in handovers, experiencing a 90.7% increase from 693
at 100 users to 1321 at 500 users. Similarly, FLDH shows
a continuous increase, with a 70.2% rise from 570 to 1198
HO. FLDHDT follows a similar trend, showing a significant
139.3% increase from 447 to 1075 handovers.
On the contrary, BRFO + IGNN shows a decreasing trend in
HOs as the number of users grows, although the change still
reflects a 66.7% drop from 324 to 952 handovers. Event A3,
FLDH, and FLDHDT handover mechanisms show a positive
relationship between user count and HOs, with increases
ranging from 90.7% to 139.3%. However, BRFO + IGNN
shows a negative correlation, with a decrease in HOs by 66.7%
despite a growing user base.
These results suggest varying levels of efficiency and scalabil-
ity across the mechanisms, underlining the need to select the
most suitable approach based on specific network conditions
and user requirements.
Figure 3 illustrates the ping-pong ratio across various user
numbers for different HO mechanisms. As the number of
users increases from 100 to 500, noticeable differences in the
ping-pong ratios are observed among the mechanisms. Event
A3 shows a consistent upward trend, with the ratio rising from
13.1% to 13.9%. Similarly, FLDH shows a steady increase
in the ping-pong ratio, as it climbs from 18.7% to 19.0%.
FLDHDT follows a similar pattern, with values ranging from
24.4% to 31.5%.
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Fig. 4. System throughput against the number of users.

On the contrary, RFO + IGNN reveals an opposite trend,
where the ping-pong ratio decreases as the number of users
increases. However, the change still varies, with increases
from 91.7% to 91.1% within the user range. In general, Event
A3, FLDH and FLDHDT exhibit a positive correlation be-
tween the number of users and the ping-pong ratio, increasing
from 13.1% to 31.5%.
On the other hand, BRFO+IGNN demonstrates a negative
correlation, even with increases of 91.1% to 91.7%. These
results highlight the differing scalability and performance
of HO mechanisms, stressing the importance of selecting
the most suitable mechanism based on the specific network
demands and user conditions.
Figure 4 presents the system throughput across different HO
mechanisms as the number of users increases. As the user
count increases from 100 to 500, distinct patterns in system
throughput may be observed for each HO mechanism. Event
A3 shows a steady increase in throughput, with improvements
ranging from 390.1% to 391.8% over the user range. Similarly,
FLDH shows a gradual rise in throughput, ranging from
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Tab. 4. Comparative analysis of proposed and existing HO authenti-
cation mechanisms

HO authentica-
tion mechanism

Number of users
100 200 300 400 500

Authentication latency [s]
TLS 8.52 14.32 20.15 25.64 31.25

Fuzzy 7.12 12.02 18.64 21.46 28.56
F-TLS 5.07 10.35 15.64 18.25 25.03

CLSTM 4.23 8.12 9.94 15.35 21.48
BRFO+IGNN 3.53 5.12 7.54 13.32 18.78

Number of unsuccessful handover authentications
TLS 24 53 105 185 231

Fuzzy 21 46 101 142 195
F-TLS 18 40 98 120 174

CLSTM 14 35 75 85 152
BRFO+IGNN 8 24 55 62 112

Handover delay [ms]
TLS 18.18 19.60 21.14 23.57 27.15

Fuzzy 14.52 15.95 17.49 19.92 23.50
F-TLS 10.87 12.29 13.83 16.27 19.84

CLSTM 7.22 8.64 10.18 12.61 16.19
BRFO+IGNN 3.56 4.99 6.52 8.96 12.53

Packet loss rate [%]
TLS 14.40 14.48 14.60 14.67 14.77

Fuzzy 10.84 10.92 11.04 11.11 11.21
F-TLS 7.28 7.36 7.48 7.55 7.65

CLSTM 3.71 3.80 3.92 3.99 4.09
BRFO+IGNN 0.15 0.23 0.36 0.42 0.53

249.6% to 249.8%. FLDHDT follows a similar trend, with
increases between 182.9% and 183.5%.
On the contrary, BRFO + IGNN shows a consistent increase
in system throughput as the number of users increases, but
the rate of change is smaller, fluctuating between 144.4%
and 144.7%. Both Event A3, FLDH, and FLDHDT show
a positive relationship between system throughput and the
number of users, with increases varying from 182.9% to
391.8%.
BRFO+IGNN also exhibits a positive trend, but with smaller
increases, ranging from 144.4% to 144.7%. These observa-
tions highlight the different efficiencies and scalability of the
HO mechanisms, underlining the importance of selecting the
appropriate method depending on network needs and user
scenarios.

4.3. Comparison of HO Authentication

Table 4 presents a comparison of the proposed HO authen-
tication method with existing solutions. Figure 5 illustrates
the authentication latency as the number of users changes
for various HO authentication techniques. As the user count
rises from 100 to 500, noticeable trends appear in authentica-
tion latency across the different methods. TLS authentication
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Fig. 6. Amount of unsuccessful handover authentications against
the number of users.

shows a steady increase in latency, with an improvement be-
tween 52% and 59% across the user range. Likewise, fuzzy
authentication displays a gradual increase in latency, with an
improvement between 35.23% and 40.12%.
In contrast, F-TLS authentication shows a reduction in la-
tency as user numbers grow, with improvements ranging
from 53.7% to 53.8%. CLSTM authentication also reveals
an improvement in latency as the number of users increases,
ranging from 61.6% to 61.5%. BRFO+IGNN authentication
consistently improves latency even as the number of users in-
creases, with an improvement from 46.9% to 46.8%. Both
TLS and fuzzy authentication mechanisms exhibit a direct
correlation between the number of users and authentication
latency, with improvements from 62.6% to 70.125%.
However, the F-TLS, CLSTM, and BRFO+IGNN authentica-
tion methods show an inverse correlation, with enhancements
ranging from 46.8% to 61.8%. These results highlight the
varying performance and scalability of each authentication
method, emphasizing the need to choose the most suitable
method according to specific security demands and user con-
ditions.
Figure 6 illustrates the number of unsuccessful handover au-
thentications, as the number of users varies between different
HO authentication methods. As the number of users increases
from 100 to 500, trends in unsuccessful HO authentications
for each mechanism become apparent. TLS authentication
shows a steady increase in unsuccessful handovers, with a rate
ranging from 12.54% to 15.12% as the number of users in-
creases. Similarly, the fuzzy authentication method also expe-
riences a gradual increase, with rates ranging from 25.24% to
28.62%. On the contrary, F-TLS authentication shows fluc-
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Fig. 7. Handover delay against the number of users.

tuating patterns, although there is a general increase, with
rates varying from 32.15% to 36.53%. The CLSTM method
follows a comparable trend, with its unsuccessful HO ratio
ranging from 11.25% to 15.63%.
The BRFO+IGNN method also shows a continuous increase
in unsuccessful handovers, even as the user count grows.
Across all authentication methods (TLS, Fuzzy, F-TLS,
CLSTM and BRFO+IGNN), there is a positive correlation
between the number of users and the rate of unsuccessful HO
authentications, with enhancements ranging from 23.51% to
28.62%. These results highlight the importance of evaluating
the scalability and reliability of authentication mechanisms,
stressing the need to address potential security vulnerabili-
ties and optimize performance in different user contexts and
security requirements.
Figure 7 illustrates the HO delay in relation to the varying us-
er counts for different handover authentication methods. As
the user count increases from 100 to 500, distinct trends are
observed across the mechanisms. TLS authentication shows
a gradual increase in the delay in HO, with improvements
varying between 49.8% and 49.3%. Fuzzy authentication dis-
plays a steady increase in delay, with enhancements between
61.9% and 61.9%.
In contrast, F-TLS authentication reveals a reduction in de-
lay as user numbers grow, with improvements ranging from
33.7% to 33.8%. CLSTM also shows a decrease in the de-
lay with user count, with enhancements between 55.7% and
55.6%. BRFO + IGNN consistently reduces delay as the user
count increases, with improvements ranging from 71.3% to
71.1%. TLS and fuzzy mechanisms exhibit a positive relation-
ship between user numbers and HO delay, with enhancements
of 49.3% to 61.9%. On the other hand, F-TLS, CLSTM, and
BRFO+IGNN demonstrate a negative relationship, with en-
hancements ranging from 33.7% to 71.3%.
These results underscore the importance of optimizing HO
mechanisms to reduce delays and improve network perfor-
mance based on specific user requirements.
Figure 8 illustrates the packet loss rate as a function of the
number of users for various HO authentication mechanisms.
As the number of users increases from 100 to 500, different
trends are observed in the packet loss rate. TLS authentication
shows a steady increase in packet loss, with improvements
ranging from 2.6% to 2.6% across the user range. Similarly,
fuzzy authentication demonstrates a gradual increase in packet
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Tab. 5. Comparative analysis of the proposed and benchmark HO
authentication mechanisms [%].

HO decision
model Accuracy Precision Recall F-

measure
RF 54.66 53.24 53.67 53.46
DT 61.64 60.23 60.66 60.44
NB 68.63 67.21 67.64 67.43
LR 75.61 74.20 74.63 74.41

SVM 82.60 81.18 81.61 81.40
XGBoost 89.58 88.17 88.60 88.38

BRFO+IGNN 96.57 95.15 95.58 95.37

loss, with improvements varying from 3.4% to 3.4%, while the
F-TLS authentication method exhibits a reduction in packet
loss as the number of users grows, with improvements ranging
from 1.3% to 1.3%.
The CLSTM authentication method also shows a decrease in
packet loss in the user range, with improvements of 5.4% to
5.3%. BRFO + IGNN authentication consistently reduces the
packet loss rate, even as the number of users increases, with
improvements from 98.7% to 98.7%. TLS and fuzzy methods
show a positive correlation between the number of users and
packet loss, with improvements ranging from 2.6% to 3.4%.
On the other hand, the F-TLS, CLSTM and BRFO+IGNN
methods demonstrate a negative correlation, with enhance-
ments varying from 1.3% to 98.7%. These results highlight
the critical need to fine-tune authentication mechanisms to
reduce packet loss and improve network stability, tailored to
specific user scenarios and requirements.

4.4. Comparison of HO Decision Making Mechanisms

Table 5 presents a comparison of the results between the
proposed and existing HO decision-making mechanisms. BR-
FO+IGNN consistently surpasses the benchmark models in
all performance metrics, demonstrating higher accuracy, pre-
cision, recall, and F-measure values. Among the benchmark
models, RF shows the poorest performance, with accuracy,
precision, recall, and F-measure values of 54.65%, 53.24%,
53.67% and 53.46%, respectively. DT and NB models exhibit
moderate performance, with improvements in all metrics over
RF. LR and SVM models show further performance gains,
surpassing DT and NB in all metrics. The XGBoost mod-
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Fig. 9. Comparison of proposed and benchmark HO authentication
mechanisms.

el, a gradient boosting algorithm, demonstrates even better
performance, outperforming LR and SVM on all metrics.
However, the proposed BRFO+IGNN stands out, achieving
an impressive accuracy of 96.57%, a precision of 95.15%,
a recall of 95.58%, and an F-measure of 95.37%.
Compared to the top-performing benchmark model (XG-
Boost), BRFO+IGNN shows significant improvements in all
areas, confirming its effectiveness in handover decision mak-
ing (Fig. 9). This analysis highlights the superior performance,
suggesting it has strong potential for practical deployment,
enhancing both network reliability and performance.

5. Conclusions

This paper proposes a method that uses artificial intelligence
(AI) techniques to improve handover triggering and man-
agement in wireless networks, specifically focusing on HO
authentication. The approach applies Boruta random forest
optimization (BRFO) to fine-tune the handover parameters,
allowing to calculate optimal HO trigger points by adjust-
ing the handover margins in order to strengthen supporting
reliable authentication during vertical handovers. Additional-
ly, an IGNN acts as the decision-making entity, predicting
unwanted handovers and minimizing unnecessary handover
events in small cell networks.
Performance of the proposed model is evaluated through
simulation experiments which demonstrate its effectiveness
in optimizing handover processes, authentication, and defense
against potential attacks in 5G ultra-dense networks (UDNs).
The results show that BRFO + IGNN outperforms existing
methods such as Event A3, FLDH, and FLDHDT in several
key metrics.
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Abstract  Low Earth orbit satellite systems are capable of pro-
viding global Internet access due to their high downlink rate
and low link budget. In such systems, wide beam array patterns
are used to efficiently cover the required areas. In this paper,
two efficient methods based on phase-only element excitation
control for designing antenna arrays with required broaden
beams are introduced. The first method, which is a simple al-
gebraic approach, uses quadratic phase excitation while the
amplitudes are chosen to be trapezoid. In the second method,
an optimization algorithm is used to optimize the phase excita-
tions of the array elements, while the amplitudes are still kept as
a trapezoidal taper. Moreover, the use of trapezoidal-based am-
plitude excitations in both presented methods provides many
desirable features compared to other conventional tapers. This
is mainly due to the unique geometrical shape of the trapezoid
taper, where the central coefficients have magnitudes of ones
and the sided coefficients have decayed magnitudes. Simulations
are presented to validate the proposed methods in which the
beam width and maximum level of the radiated field were com-
pared with those obtainable from the conventional standard
Woodward-Lawson array.

Keywords  antenna array, pattern synthesis, satellite application,
wide beams

1. Introduction

Future global Internet access requires low Earth orbit (LEO)
satellite communication systems due to their ability to provide
higher downlink capacity and a smaller link budget. In this
application, the need for antenna arrays which have wide
beam patterns are of a great interest. When the element
excitation amplitudes and/or phases of an array are properly
chosen, the shape of its radiation pattern can be achieved with
required width. Thus, beamforming is an essential process
in the antenna arrays of satellite communication systems to
achieve a higher downlink capacity that is needed to succeed
such systems.

Generally, the beam widths of the array patterns are inversely
proportional to the apertures of the antenna array. Consequent-
ly, the beam widths become narrow for larger array apertures.
Larger satellite arrays are essential to provide greater array

directivities and gains that help to achieve higher downlink
capacity.
However, the satellite coverage areas decrease as the array
aperture increases, and at the same time, widened beams are
required to cover specific service areas.
The novelty of this paper is to introduce two new methods
to efficiently synthesize widened beams for LEO satellite
communication systems. In widened beams satellite applica-
tions, the flat-top level of the radiated fields is assumed to be
uniform to ensure equal received power density within the
coverage areas [1]–[3].
Many techniques have been proposed to synthesize wide
beams [4]–[10]. In [11], [12], simple analytical techniques
were introduced for the synthetization of widened beams.
They are based on the quadratic and random selection of
the phase-only element excitation control with fixed uniform
amplitudes. However, these methods were not successful
enough and their results were not promising when there were
significant fluctuations in the obtained beams. Thus, the power
density of these methods will not be equally received within
the service areas. Moreover, a random selection of phase-only
element excitations is not an effective approach, and it is
mainly dependent on the trial-and-error process.
In [13]–[16], more powerful techniques based on evolutionary
algorithms were used to synthesis widened beams.
In all of these aforementioned techniques, the element excita-
tion amplitudes and phases are optimized jointly or separately
to produce the required widened beams. Joint amplitude and
phase excitation control methods are the most complicat-
ed [17], while separate control of amplitude or phase exci-
tations is more simplified [18]. Phase-only control methods
have been found to be more preferable than amplitude-only
control [19].
In this paper, two new methods based on phase-only element
excitation control are presented. The first method is based
on a simple analytical approach where quadratic phase and
trapezoid amplitude excitations are used to synthesis the
widened beams. In the second method, a genetic optimization
algorithm is used to optimize the elements of the phase
excitations of the array instead of its quadratic values.
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Fig. 1. Linear antenna array with isotropic elements.

Moreover, the use of fixed trapezoid amplitude excitations in
the proposed two methods provides many desirable features in
the radiation characteristics, such as uniform received power
density across the served areas and low sidelobe levels.

2. The Proposed Method

The far-field radiation pattern of the linear antenna array with
isotropic elements used can be represented mainly by the
array factor. If the elements are placed symmetrically along
the x-axis as shown in Fig. 1, then it is broadside array factor
on the x− z plane is expressed as follows:

AF (θ, xn, In, ϕn) =
N∑
n=1

In e
j 2π
λ
xnsinθ+ϕn , (1)

where λ is wave length, N is the total number of array
elements, and θ is the direction of arrival angle from the
broadside. From Eq. (1), it is clear that the factor of the array
depends on three variable parameters that can be used to
control the radiation patterns.

These design parameters are xn which are the element lo-
cations xn = [x1, x2, . . . , xN ]T , In which are the element
excitation amplitudes In = [I1, I2, . . . , IN ]T , and ϕn which
are the element excitation phases ϕn = [ϕ1, ϕ2, . . . , ϕN ]T .

This three-dimensional-variables problem requires an effi-
cient optimization algorithm to optimally determine element
locations, amplitude excitations, and phase excitations. Usu-
ally, the locations were fixed to avoid iterative changes in the
mechanical positions of the elements of the matrix. In this
work, the locations were uniformly distributed at multiple in-
tegers of λ2 . Therefore, the elements are separated equally and
evenly around the center of the array and Eq. (1) becomes:

AF (θ, xn, In, ϕn) = 2

N
2∑
n=1

In e
jϕncos

[
2n− 1
2
π sin θ

]
. (2)

The element excitation amplitudes In can be chosen according
to the newly introduced trapezoidal taper window [20], [21].
The trapezoid taper is unique, and it has two different ampli-
tude excitations. The uniform amplitudes withM elements
in the center of the array, and two decayed amplitudes with
N −M elements at the array sides. Thus, the In can be given

by [21]:

In =



n+ N2
−M2 +

N
2

− N2 ¬ n ¬ −
M
2

1 − M2 ¬ n ¬
M
2

N
2 − n
N
2 −

M
2

M
2 ¬ n ¬

N
2

. (3)

From Eq. (2), it is clear that there are only N2 variable excita-
tion phases that must be determined instead of the original
three-dimensional variables xn, In, ϕn that were present-
ed in Eq. (1). Furthermore, the N2 variable excitation phases
are reduced to only N−M2 when using unit-amplitudes and
zero-phasing withM central trapezoidal elements.
In the first proposed method, these N2 variable excitation
phases are chosen according to the quadratic distribution,
while in the second proposed method, they are taken as the
optimization variables. Here in this research work, the peak
sidelobe levels (SLL) along with the beam width constraints
serve as the optimization objectives.
The objective function can be written as:

Cost =
max(|AF |)θ∈A
max(|AF |)

+ max(FNBW − FNBWD)

+
I∑
i=1

max(|AF (θinull|)
max(|AF |) ,

(4)

where A is the sidelobe area which is located outside of the
main beam.
The first term on the right side of the equation is the nor-
malized peak sidelobe level, the second term is the first-null-
to-null-beamwidth where FNBWD is the desired one. The
third term is the required null directions toward the interfer-
ing signals, where I is the total number of the required null
placement.
Then, the optimization problem can be expressed as:

find ϕn = [ϕ1, ϕ2, . . . , ϕN ]T

min(cost)

subject to
−π
2
¬ ϕn ¬

π

2
for n = 1, 2, . . . ,

N

2

 (5)

3. Simulation Results
Consider a linear symmetric antenna array that has N = 20
elements with an interelement spacing of λ2 . In the following
simulations, the optimization parameters of the genetic algo-
rithm are chosen referring to [20], [21]. The used trapezoid
taper for element excitation amplitudes hasM = 4 elements
with unit-amplitudes and zero-phases at the center, while the
remaining phases that need to be determined isN −M = 16
elements which they are located at both array sides.
Comparisons are made with other non-optimization methods
by using the same example and appropriate parameters setting.
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Fig. 2. Beam patterns a) and their corresponding Woodward-Lawson
amplitudes and phases b) for FNBWD = 40◦.

For the classical unit-amplitude and quadratic-phases method,
In = 1 and

ϕn = 4ϕmax
( xn
AL

)2 for n = 1, 2, . . . ,
N

2
.

Here, ϕmax = 3π which is the maximum allowed phase
value at the two end elements and xn is the location of the
n-th element along the array aperture length AL.
For the trapezoid-amplitude and quadratic-phases method, In
values are computed according to Eq. (3),M = 4, and ϕn
values are as mentioned in above. For the standard Woodward-
Lawson method, the values of In andϕn are chosen according
to Woodward taper [22]. These aforementioned methods were
studied and compared under different values of beam widths.
In the first example, the required beam width of the designed
linear array is assumed to be equal to FNBWD = 40◦. Fig-
ures 2–4 show the required amplitudes and phases of the
element excitations along with their corresponding beam pat-
terns for the Woodward-Lawson method, unit amplitudes and
quadratic-phases method, trapezoid-amplitudes and quadrat-
ic phase method, and trapezoid-amplitudes and optimized
phase method. From these three figures, it can be seen that
the required widened beams have been achieved at the cost of
lower directivities in the broadside directions.
The level of the main beam, for the method of unit amplitude
and zero phases, was normalized to 0 dB, while the beam
patterns of other methods were normalized to the same value.
As can be seen in Fig. 4, a minimum drop at θ = 0◦ occurs for
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Fig. 3. Beam patterns a) and their corresponding trapezoid ampli-
tudes and quadratic-phases b) for ϕmax = 3π.
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Fig. 5. Beam patterns a) and its corresponding Woodward-Lawson
amplitudes and phases b) for FNBWD = 80◦.

the proposed method of trapezoid amplitudes and optimized-
phases. These radiation characteristics were numerically
computed and compared in the following example.

In the second example, the performances in terms of array
complexity (i.e. needed RF components such as variable
attenuators and phase shifters), first-null-to-null beam width
(FNBW), directivity, aperture’s taper efficiency, and peak
sidelobe level (SLL) of these aforementioned methods were
compared as shown in Tab. 1.

In the next example, the required first null-to-null beam width
is assumed to be equal to FNBWD = 80◦ and its results are
shown in Figs. 5–7 and Tab. 2.

From Figs. 5–7, it can be seen that the maximum levels
of the widened beams further drop as the FNBWD are
increased. The directivities were also significantly reduced
with compared to the classic method of unit amplitudes and
zero-phases.

However, the proposed methods still provide a lower reduction
with compared to that of Woodward-Lawson method. This is
evident when comparing the magnitudes of Fig. 7 with that
of Fig. 5 at θ = 0◦.

Finally, the proposed method of trapezoid amplitudes and
optimized phases is extended to include the two-dimensional
rectangular planar array instead of its linear counterpart. The
results are shown in Fig. 8 for the required null-to-null beam
widthFNBWD = 80◦ and an array size ofN×N = 20×20
elements.
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Tab. 1. Performance measures of the methods tested methods for the required FNBWD = 40◦.

Method
Feeding network

complexity
First null-to-null

beam width (FNBW) [°]
Element excitations Directivi-

ty [dB]
Aperture’s ta-
per efficiency

Peak sidelobe
level [dB]

Amp. Phase
[°]

Classical
unit-amplitudes
and zero-phases

Zero transducer
and zero phase

shifters

The FNBW value is
11.42°. This is narrower

than the required one

1
1
1
1
1
1
1
1
1
1

0
0
0
0
0
0
0
0
0
0

26.04 1 –13.2

Woodward-
Lawson

method [22]

N transducers
and N phase

shifters

The FNBW value is 40°.
This is the same as the

required FNBW

0.07
0.17
0.13
0.03
0.20
0.23
0.05
0.31
0.73
1.00

0
0
0

180
180
180
180

0
0
0

13.28 0.23 –34.4

Unit-
amplitudes and

quadratic-
phases method

[11]

N/2 phase
shifters

The FNBW value is 34°.
This is narrower than the

required one

1
1
1
1
1
1
1
1
1
1

270.00
216.14
168.28
126.39
90.49
60.58
36.64
18.69
6.73
0.74

13.76 0.24 –13.5

Proposed
trapezoid-

amplitude and
quadratic-

phases
method

(N −M)/2
transducers and
N/2 phase

shifters

The obtained FNBW
value is 51.4°. This is

wider than the required
one and mainly

depending on the value
of ϕmax

0.12
0.25
0.37
0.50
0.62
0.75
0.87
1.00
1.00
1.00

270.00
216.14
168.28
126.39
90.49
60.58
36.64
18.69
6.73
0.74

16.38 0.33 –34.3

Proposed
trapezoid-

amplitudes and
optimized-

phases method

(N −M)/2
transducers and
(N −M)/2
phase shifters

The FNBW
value is 40°.

This is the same
as the required

FNBW

0.00
0.12
0.25
0.37
0.50
0.62
0.75
0.87
1.00
1.00

0.00
–70.27
–47.43
–48.02
–41.05
–41.27
–23.26
–20.16

0.00
0.00

18.37 0.64 –36.7

From Fig. 8, it can be seen that the amplitude excitations
are exactly as the trapezoid taper, where it has three unit
amplitudes on both sides of the array center and then decaying
toward the array ends in four array quadrants. While phase
excitations are optimized according to the cost function to

obtain widen beam that extends from −40◦ (i.e., corresponds
to a value of –0.64) up to 40◦ on both u − v planes. The
magnitude of the resultant array pattern is wide enough
as required at the cost of little reduction in antenna array
directivity.
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Tab. 2. Performance measures of the methods tested methods for the required FNBWD = 80◦.

Method
Feeding network

complexity
First null-to-null

beam width (FNBW) [°]
Element excitations Directivi-

ty [dB]
Aperture’s ta-
per efficiency

Peak sidelobe
level [dB]Amp. Phase [°]

Classical
unit-amplitudes
and zero-phases

Zero transducer
and zero phase

shifters

The FNBW value is
11.42°. This is narrower

than the required one

1
1
1
1
1
1
1
1
1
1

0
0
0
0
0
0
0
0
0
0

26.04 1 –13.2

Woodward-
Lawson

method [22]

N transducers
and N phase

shifters

The FNBW value is
80°. This is the same as

the required FNBW

0.07
0.03
0.10
0.03
0.10
0.12
0.05
0.25
0.12
1.00

180
180

0
180
180

0
0

180
0
0

7.13 0.11 –40.0

Unit-
amplitudes and

quadratic-
phases

method [11]

N/2 phase
shifters

The obtained FNBW
value is 57.2°. This is

narrower than the
required one and mainly
depending on the value

of ϕmax

1
1
1
1
1
1
1
1
1
1

540
432
336
252
180
121
73
37
13
1.4

6.97 0.11 –10.0

Proposed
trapezoid-

amplitude and
quadratic-

phases method

(N −M)/2
transducers and
N/2 phase

shifters

The obtained FNBW
value is 75.4°. This is

narrower than the
required one and mainly
depending on the value

of ϕmax

0.125
0.250
0.375
0.500
0.625
0.750
0.875
1.000
1.000
1.000

540
432
336
252
180
121
73
37
13
1.4

10.69 0.17 –30.0

Proposed
trapezoid-

amplitudes and
optimized-

phases method

(N −M)/2
transducers and
(N −M)/2
phase shifters

The FNBW value is
80°. This is the same as

the required FNBW

0.125
0.250
0.375
0.500
0.625
0.750
0.875
1.000
1.000
1.000

0.00
–23.31
69.75
76.06
–1.35
50.77

112.96
44.02
0.00
0.00

11.63 0.25 –43.0

4. Conclusions

It has been shown that the wide beam patterns with required
first null-to-null beam widths and low sidelobe levels can be
efficiently generated by controlling the phase-only excitations
of the array elements either algebraically by using a simple
quadratic phase method or optimally by using a genetic op-

timization method. In both methods, the amplitudes were
constraint as a trapezoidal taper.
Results of using the first proposed method of trapezoid-
amplitudes and quadratic-phases showed significant improve-
ments in terms of reducing the sidelobe level, improving
the taper’s efficiency, and enhancing the array directivity
compared to other conventional methods. For the case of
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Fig. 8. Beam pattern and its corresponding trapezoid amplitudes and optimized phases for planar array with FNBWD = 80◦.

generating beam width with FNBW = 40◦, the SLL im-
provement is more than –20 dB, directivity improvement is
more than 2.6 dB, while for the case of FNBW = 80◦, these
improvements were –24 dB and 4 dB respectively.
The results of using the second proposed method of trape-
zoid amplitudes and optimized phases showed significant
improvements in the radiation characteristics. Thus, the two
proposed methods are the way of using the widened beams in
LEO satellite systems to successfully provide global Internet
access applications.
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Abstract  One of the main applications of microwave absorbers
is in anechoic chambers, where the walls are lined with pyrami-
dal foam impregnated with a lossy material. This paper investi-
gates the impact that various design parameters of pyramidal
microwave absorbers exert on their performance, with the aim
of finding the best design values that ensure better operational
properties. Typical pyramid absorbers were investigated by con-
ducting simulations with the use of the CST Microwave Suite
simulator, across the frequency range of 1 – 10 GHz, at various
angles of the incident wave. The investigations also considered
absorbers backed by conducting plates that are used in shielded
anechoic chambers. The study shows that higher permittivity
leads to higher reflection, while increased loss tangent improves
absorption, and the same applies to magnetic materials. Larg-
er pyramid heights lead to lower reflection, but only in the case
of thicker absorbers. A pyramidal absorber with the height of
16 cm, designed using lossy material with permittivity and per-
meability of 1.5 and loss tangent of 0.5 achieved a reflection
coefficient that was lower than –60 dB for frequencies between 3
and 10 GHz. The results are useful in designing absorbers rely-
ing on materials that offer only dielectric or magnetic properties,
or that combine both of them to achieve enhanced performance.

Keywords  anechoic chambers, dielectric loss, microwave ab-
sorber, reflectivity

1. Introduction

Microwave absorbers are commonly used in many applica-
tions, such as radar, military defense systems, and compliance
testing of electronic devices. Their primary aim is to reduce
or eliminate the reflection, transmission, and scattering of
microwave radiation, thereby minimizing interference or re-
ducing the risk of detection in many sensitive applications.
However, newly built RF and microwave devices and systems
must be experimentally tested to assess their performance
and evaluate their radiation leakage. Testing of these devices
must be conducted either in an open area that is free of any
surrounding objects and other interference generating devices,
or inside an anechoic chamber. The former solution is rather
expensive and may not always be available due to weather
conditions, while anechoic chambers are readily available.
Currently, commercially available absorbers are mostly con-
structed of polyurethane and polystyrene foam impregnated
with materials that absorb electromagnetic energy. Many of

these absorbers use carbon or its derivatives as a lossy materi-
al. Other types rely on ferrites, polymers, and lossy dielectric
materials [1].
The efforts to improve the performance of microwave ab-
sorbers can be divided into the following stages:
• selecting a suitable and cheap lossy material,
• choosing a proper profile of the absorber’s surface and its

thickness,
• determining the frequency range across which acceptable

reflection levels are achieved,
• deciding on the weight of the absorber.
Certain agricultural leftovers, such as coconut shells, banana
peels, sugar cane, water hyacinth, and other byproducts have
been suggested as alternatives to foam in absorber construc-
tion. The author of [2] mixed rubber tire dust and rice husk in
three different ratios (50:50, 25:75, and 75:25) to build a mi-
crowave absorber. For a 15 cm thick absorber, the average
reflection coefficient obtained equaled –22.03 dB, –21.54 dB,
and –32.51 dB, respectively, in the frequency range of 7 to
13 GHz.
In [3], sugar cane bagasse was used to build pyramidal mi-
crowave absorbers operating in the frequency range of 0.1 –
20 GHz, with an average reflection of –44 dB. The authors
of [4] used rice husk and a mixture of rice husk and coal
to construct pyramid microwave absorbent structures which
produced mean reflections of –30 dB and –40 dB, respec-
tively. Furthermore, the authors of [5] proposed the use of
water hyacinth to fabricate microwave absorbers, achieving
reflectivity values ranging from –30 to –10 dB for a 13 cm
thick absorber. In [6], a mixture of two materials, such as
polyurethane and carbon, was proposed for use in the fre-
quency range of 1 – 10 GHz. The fabricated absorber, being
30 cm thick, achieved a reflection coefficient of –30 dB at 3
GHz.
The shape of the absorber is another important factor in deter-
mining the level of the reflection, since it forms the boundary
between the air and the lossy material of the absorber where
the electromagnetic wave is incident. At this interface, the law
of reflection is derived by applying the boundary conditions.
Pyramidal absorbers were extensively used, as they usually
offer a smooth and gradual change from the air to the absorb-
ing material. The performance of pyramidal and truncated
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pyramidal absorbers with relative permittivity values of 2.5,
2.9 and 3.3, made of solid, hollow or coated materials were
investigated in [7]. The collected data, which were presented
as the best or average values, demonstrated that slightly high-
er permittivity corresponded to somewhat higher reflection.
This is because as the absorber’s permittivity increases along
with the increase in the reflection of the incident wave from
its surface.
In [8], a triangular pyramid, an isosceles pyramid, and an
equilateral pyramid were investigated, with rice husks as the
absorbing medium, at frequencies of 1 – 20 GHz, and the
results obtained results showed that the shape of the pyramid
base could affect the performance of the entire absorber.
Paper [9] examined a hexagonal pyramid made from banana
leaves, rice husks, and rice straws, at frequencies ranging
from 0.01 to 20 GHz. The results obtained for 13 cm thick
absorbers showed reflection levels of –35 dB, –39 dB, and
–38 dB, respectively. The same agricultural residues were
also applied to truncated hexagonal pyramids which offered
lower reflection coefficients of –35 dB, –35 dB, and –37 dB,
respectively.
Another shape, such as wall tiles made of kenaf and coconut
coir was investigated in [10] as an absorber for the frequency
range of 1 to 12 GHz. The kenaf had the highest absorption
in the C band and the coconut coir showed better results in
the X band. In [11], carbon from biomaterials was used and
its reflectance was typically lower than –25 dB.
Although the pyramidal shape offers a gradual introduction of
the absorbing material, planar multilayer microwave absorbers
have also been employed. Their configuration comprises
several layers (all characterized by different thicknesses)
of various types of materials that differ in terms of their
electrical and magnetic properties. Such a solution is effective
in multiple frequency bands and offers better performance
provided it is well optimized at the design stage [12].
Metamaterial surfaces can be designed to work as electro-
magnetic wave absorbers characterized by decent efficiency,
and their geometric structures may be used to improve the per-
formance of traditional absorbers. A metamaterial absorber
with three layers of different resistive films and a central via
was presented in [13]. A 90% absorption rate was obtained
across the frequency range of 3.2 to 35.5 GHz or 167% rela-
tive bandwidth. However, the level of the reflection coefficient
was not provided, as the emphasis was placed on bandwidth
and absorption. In [14], lossy carbon paint was applied to
a frequency-selective surface (FSS) to enhance the absorption
rate. While this absorber is very thin, the bandwidth achieved
was limited.
Hollow pyramidal absorbers (HPA) can offer an additional
degree of freedom in optimizing broadband performance by
furnishing hollow sections of various sizes. Thus, they can
absorb waves within a wider range of frequencies. The authors
of [15] designed a slotted HPA that contains slots of isosceles
triangles, which achieved absorptivity of –26.32 dB, in the
L, S, C, and X frequency bands. [16] introduced a triangular-
slotted HPA using the Sierpinski principle. The conclusion
was that an increase in the number of smaller slots resulted

in the highest level of absorption, the most stable impedance,
and the widest bandwidth.
The former studies focused on the suitability of certain materi-
als, with less emphasis placed on the preferred characteristics
of the material that are required in order to ensure better
performance. Moreover, the pyramidal shape was extensive-
ly used, but the dimensions that yield the lowest reflection
remained unclear.
This study explores the performance of the pyramid absorber
and the impact that its height, base size, permittivity, perme-
ability, tan δ, and angle of incidence exert on the electromag-
netic wave (EM) applied. The aim is to find a combination of
dimensions and material properties capable of achieving bet-
ter performance. Furthermore, it investigates the case where
the absorber is backed by a conducting plate that is employed
in shielded anechoic chambers.
The paper is organized as follows. Section 2 analyzes the
reflection of the EM wave from lossy dielectric surfaces.
Section 3 presents the modeling of the pyramidal absorber
using CST software, while Section 4 explores the effect of the
various absorber parameters. Section 5 investigated the case
of absorbers supported by a conducting plate, while Section 6
contains considerations on the type of plane surface material.
Section 7 provides a comparison with other published works.
The conclusions drawn are presented in Section 8.

2. Analysis of Reflection at the
Air-dielectric Boundary

The impact that microwave absorbers exert on incident EM
waves depends on the reflection coefficient, properties of the
dielectric material of the absorber and its geometry. Dielectric
and magnetic properties of the absorber are important factors
determining absorption performance. The relative complex
permittivity is typically written as:

εr = ε
′
r − jε′′r , (1)

where ε′r represents the material’s energy storage capacity
and ε′′r indicates the losses suffered due to the electric field.
The electric loss tangent is the ratio between the imaginary
and real parts of permittivity, and is expressed as:

tan δd =
ε′′r
ε′r
. (2)

Similarly, the relative permeability of the complex is:

µr = µ
′
r − jµ′′r , (3)

where µ′r represents the material’s ability to store magnetic
energy andµ′′r indicates the losses suffered due to the magnetic
field. The magnetic loss tangent is the ratio between the
imaginary and real parts of permeability, and is expressed as:

tan δm =
µ′′r
µ′r
. (4)

The three basic scenarios for the reflection of an EM wave
that arrives at a specific material from the air are shown in
Fig. 1. The reflection coefficient for a normally incident wave
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on a planar medium can be given by [17]:

Γ =
η − η0
η + η0

, (5)

where:

η0 =

√
µ0
ε0

and η =
√
jωµ

σ + jωε
are the intrinsic impedances of air and the absorber material,
respectively. By substituting these in Eq. (5), it can be shown
that for a general material, the reflection coefficient can be
written as:

Γ =
1−
√
εr
µr
− jσ
ωε0µr

1 +
√
εr
µr
− jσ
ωε0µr

, (6)

which for lossless material (σ = 0) reduces to:

Γ =
1−
√
εr
µr

1 +
√
εr
µr

, (7)

where εr and µr are the relative complex dielectric constant
of the complex and the relative permeability of the complex
given by Eq. (1) and Eq. (3), respectively. After substitu-
tion for εr and using Eq. (2), the reflection coefficient for
a nonmagnetic material Γ can be expressed using two forms:

Γ =
1−
√
ε′r − jε′′r

1 +
√
ε′r − jε′′r

, (8)

Γ =
1−
√
ε′r
√
1− j tan δd

1 +
√
ε′r
√
1− j tan δd

. (9)

For the absorber limiting case when the dielectric material of
the absorber is lossless (ε′′r = 0, or tan δd = 0), Eq. (8) and
(9) will be:

Γ =
1−
√
ε′r

1 +
√
ε′r
. (10)

Equation (10) indicates that a higher relative permittivity ε′r
leads to larger reflection values, while Eq. (9) indicates that
a higher value of the loss tangent tan δd also leads to higher
reflection.
Similarly, it can be shown that the reflection coefficient for
an absorber made of magnetic material with εr = 1, and
tan δd = 0 is:

Γ =

√
µ′r − jµ′′r − 1√
µ′r − jµ′′r + 1

, (11)

For the limiting case where the magnetic material of the
absorber is lossless, µ′′r = 0, or tan δm = 0, Eq. (11) will be:

Γ =

√
µ′r − 1√
µ′r + 1

. (12)

Equations (11), (12) indicate that higher relative permeability
µ′r leads to larger reflection values. Higher value of the loss
tangent tan δm also leads to increased reflection.
The above relations have been derived for a plane air-dielectric
interface. Thus, they cannot be applied directly to the pyra-
midal shape of the absorber, but offer a clear insight into
the reflection generated by the absorber. Moreover, Eq. (7)
shows that for a loss-free material, when the relative dielectric

θtθR

θI

x
x

z

z

z=0

Air
Air

Dielectric

Dielectric

Transmitted
wave

Transmitted
wave

Incident wave

Incident 
wave

Reflected wave

Reflected 
wave

a) b)

c)

Fig. 1. Basic scenario for the reflection of an EM wave from a di-
electric surface: a) normal incidence, b) oblique incidence, and c)
incidence on the surface of a pyramidal absorber.

constant approaches the relative permeability, the reflection
coefficient trends towards zero.
When the EM wave is incident obliquely on the dielectric
material, then the reflection coefficient will be influenced
by the angle of incidence and polarization with respect to
the interface. The reflection coefficient for parallel Γ∥ and
perpendicular Γ⊥ polarization is given, respectively, by [17]:

Γ∥ =
η cos θt − η0 cos θi
η cos θt + η0 cos θi

, (13)

Γ⊥ =
η cos θi − η0 cos θt
η cos θi + η0 cos θt

, (14)

The angle of incidence θi is another influencing factor. When
a pyramidal absorber is considered, oblique incidence is in-
evitable, even if the wave is normally incident on the absorber,
as seen in Fig. 1c. Moreover, the wave may reflect from one
pyramid’s surface towards an adjacent pyramid. Such a case
is difficult to analyze using the ray approach, and therefore
the use of CST simulation can be a powerful technique to
evaluate the reflection’s properties.

3. Analysis of a Pyramidal Microwave
Absorber

Figure 2 shows the construction of a pyramidal microwave
absorber that was modeled using the CST simulator. The
pyramidal shape was chosen by many designers and manufac-
turing companies since it offers a gradual change from the air
to the absorbing material. Moreover, the sides of neighboring
pyramids generate multiple reflections, with a fraction of the
incident wave’s power being absorbed in each reflection.
Computer simulations assumed a typical pyramidal absorber
with a base of 10 × 10 cm with a thickness of 5 cm, and
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a) b) c) d)

Fig. 2. Investigated pyramidal microwave absorber with heights of:
a) 8 cm b) 16 cm, and c) 24 cm. The base of the pyramid is shown
in d).

pyramid height values of 8 cm, 16 cm, and 24 cm. Various
relative permittivity and loss tangent values were selected as
parameters in the simulation.

4. Results of the Simulations

The pyramidal absorber was modeled using the unit cell
approach with two ports, as shown in Fig. 3. The EM wave
was incident on port 1, and the reflection coefficient S11was
determined at port 1, while the transmission coefficient S21
was determined at port 2. The unit cell approach was adopted
in the modeling of the absorber, and the frequency domain
solver was employed in the calculations.
The influence of the various absorber parameters, such as
relative permittivity, relative permeability, loss tangent, pyra-
mid height, and angle of the incident wave, were studied by
a parameter sweep. In these investigations, one of the pa-
rameters was varied, while the remaining variables remained
fixed, and the obtained results were used to draw conclusions
concerning the impact the variable parameter exerted on the
absorber’s performance. The results obtained are presented
and discussed in the following subsections.

4.1. Effect of Relative Permittivity

Relative permittivity of the absorber material is an important
factor in determining the reflection coefficient. The reflec-
tion coefficient for an EM wave propagating from the air
onto a plane dielectric material was discussed in Section 2.
While that section offered a basic idea about the reflection
mechanism, a closed-form relation is difficult to derive for
the pyramidal case. Thus, the investigation using CST mod-
elling is capable of offering a faster and easier insight into
the investigation.
Figure 4 shows the variation of the reflection coefficient of
a non-magnetic absorber with frequency for three values of
relative permittivity (1.5, 2.5, and 3.5), with the loss tangent
fixed at 0.5, and the height of the pyramid set at 16 cm.
The results show that for frequencies above approximately 5
GHz, the reflection increases along with relative permittivity,
as indicated by Eq. (10), for the plane dielectric material.
However, this trend is not evident at lower frequencies.
This finding may be attributed to the fact that for frequencies
above 5 GHz, where the wavelength in the air is smaller

Port 1

Dire
cti

on of p
ropag

ati
on

Electric 
boundary

Magnetic 
boundary

Port 2

x

y

z

Fig. 3. Simulation model used in the CST Microwave software.
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Fig. 4. Variation of the reflection coefficient |S11| and transmission
coefficient |S21| with frequency for pyramid height of 16 cm and
tan δd, with various values of εr .

than 6 cm, behavior of the absorber’s surface is closer to that
of a plane dielectric layer. However, for lower frequencies,
the absorber size is comparable to the wavelength, and the
approximation of the absorber by a plane surface departs from
the actual case. The variation of the reflection coefficient
with frequency shows a faster decline at lower frequencies,
compared to a scenario involving higher frequencies.
The same figure illustrates the variation of the transmission
coefficient |S21| with changes in frequency, indicating de-
creasing values at higher frequencies. Moreover, as the reflec-
tion increases with increasing relative permittivity, less power
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Fig. 5. Variations of reflection coefficient |S11| and transmission
coefficient |S21| along with frequency changes, for pyramid height
of 16 cm and εr = 1.5, for various values of tan δd.

is introduced into the absorber, leading to lower transmitted
power.

4.2. Effect of Loss Tangent

The loss tangent tan δd of the absorber material is an impor-
tant factor in absorbing the EM wave that penetrates into the
absorber material, as it influences the level of the reflected
wave that leaves the absorber. Figure 5 shows the level of
the reflection coefficient for a non-magnetic material having
tan δd values of 0.05, 0.1, and 0.5, while the pyramid height
was kept at 16 cm, and εr = 1.5. One may clearly see those
higher values of loss tangent tan δd lead to lower reflection
levels. The effect is more pronounced at higher frequencies.
An increase in the loss tangent indicates an increase in the
material’s ability to convert electromagnetic waves into heat,
hence reducing the reflected energy. This explains why the
reflection coefficient decreases as the loss tangent increases.
On the other hand, as the loss tangent increased, the trans-
mission coefficient S21 decreased, as the wave penetrating
the absorber experienced more losses.

4.3. Effect of Pyramid Height

The height of the pyramid is a determinant factor in specifying
the thickness of the absorber, and thus the total volume of
the absorbing material and the overall shape of the absorber.
For a fixed base size, a larger height of the pyramid means
a narrower tip and consequently smoother introduction of
the absorber material into the air, which will lead to reduced
reflection. However, a larger height means a thicker absorber,
thus resulting in more weight and cost.
Figure 6 shows the effect of pyramid heightH on the achieved
reflection of the absorber, whereH was varied from 8 to 16
cm, and 24 cm, with the parameters of the non-magnetic
material remaining fixed at εr = 2.5, tan δd = 0.5.
The results obtained show that a larger pyramid height leads to
a lower reflection. An average improvement of approximately
20 dB in the reflection coefficient is noticed when the height
increases from 8 to 16 cm, while an improvement between 15
to 20 dB can be noticed when the height is further increased
to 24 cm. This finding can be explained by the fact that
a larger height, with fixed base dimensions, means larger
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Fig. 6. Variation of reflection coefficient |S11| and transmission
coefficient |S21| along with frequency changes, for pyramid heights
of 8, 16, and 24 cm, for εr = 2.5 and tan δd = 0.5.
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Fig. 7. Variation of reflection coefficient |S11| and transmission
coefficient |S21| along with frequency changes, for pyramid height
16 cm and tan δm = 0.1, with various values of µr, εr = 1 and
tan δd = 0.

absorbing volume and thus more losses and, consequently,
a lower reflection.
Moreover, a larger height at a fixed base means a smaller tip
angle of the pyramid. This results in a more gradual intro-
duction of the absorber material and, consequently, a lower
reflection.
Figure 6 also shows the variation of the transmission coeffi-
cient |S21| with frequency for various heights of the pyramid.
It is noted that larger heights lead to lower transmission, since
the loss caused by the absorber is proportional to its thickness.

4.4. Effect of Permeability

The permeability of the absorber material also affects its
performance as it influences both the reflection and absorption
inside the material due to the imaginary part of µ. Figure
7 illustrates the performance of the investigated absorber
when only the magnetic properties are considered, while the
dielectric properties are excluded (εr = 1, tan δd = 0).
One may notice that both reflection and transmission coef-
ficients decrease along with the increase in frequency. Fur-
thermore, each of the coefficients increases as the relative
permeability µr is increased. The general trend of the vari-
ation is similar to that illustrated in Fig. 4, when relative
permittivity was varied for a non-magnetic material. The sim-
ilarity in the behavior can be understood by comparing Eq.
(10) with Eq. (12), indicating similar relations between re-
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Fig. 8. Variation of reflection coefficient |S11| with frequency
changes, for pyramid height of 8 cm, εr = 1.5 and tan δd = 0.1, at
various incidence angles of 0◦, 20◦, 40◦.

flection coefficient Γ and the real parts of permittivity and
permeability, respectively.
Further simulations performed to evaluate the effect of the
loss tangent and pyramid’s height generated similar results to
those shown in Figs. 5, 6, respectively and the results are not
presented here for brevity.

4.5. Effect of Angle of Incidence

In the cases investigated in the previous sections, the EM
wave was normally incident on the absorber. However, oblique
incidence at a specific angle is encountered in the majority of
scenarios. The impact of the angle of incidence stems from
the fact that the reflection coefficient depends on the incidence
angle with respect to the absorber’s surface and the properties
of the absorber’s material.
The relations of Eqs. (13) and (14) show the effect that the
angle of incidence and the absorber’s parameters have on the
reflection coefficient when the EM wave is incident on a half-
plane dielectric material. However, closed-form relations
for pyramidal absorbers will be very difficult to derive. The
effect of the angle of incidence was investigated using proper
settings introduced to the CST software.
Figure 8 shows the effect of changing the angle of incidence
on a non-magnetic pyramid absorber while fixing the other
parameters height of 8 cm, εr = 1.5, and tan δd = 0.1. The
variation in the reflection coefficient is approximately 10 dB
for angles ranging from 0◦ to 40◦. Moreover, lower variations
may be observed at lower frequencies. For the case of inclined
incidence, the EM wave will face the pyramid’s surface and
may penetrate the absorber, exiting from the other side and
thus contributing to the reflected wave.

5. Reflection from Conductor-backed
Absorbers

Many echoic chambers are also designed to shield EM waves.
In these designs, the walls of the chamber are usually covered
by conducting sheets and then the absorbers are placed on the
conducting walls. These designs can be modeled by placing
a conducting plane underneath the absorber.
The CST Microwave Suite was used in the modeling process,
with a 1 mm thick copper sheet placed under the pyramidal
absorber, as shown in Fig. 9. The results obtained for such

Fig. 9. Model simulated using the CST Microwave Suite with
a copper sheet placed below the pyramidal absorber.
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Fig. 10. Variation of reflection coefficient |S11| with frequency
changes for a pyramidal absorber backed by a 1 mm thick copper
plate, where εr = 2.5, tan δd = 0.5, forH = 8, 16, and 24 cm.

a setup are shown in Fig. 10 for a normal incident wave.
The reflection coefficient decreases as the thickness of the
absorber increases from 8 to 16 cm and then to 24 cm.
A thicker absorber means that the incident wave propagates
through the absorbing material towards the back conductor,
where it is fully reflected, and then travels back towards the
direction of incidence. This means the wave is attenuated
twice inside the absorber. Thus, for adequate losses in the
absorber material, the reflected wave is mainly that was
initially reflected at the absorber surface.
To show the effect of the back conducting plane, Fig. 11
compares the results obtained for three various backplanes:
a 35 µm thick copper plate, a 1 mm copper plate, and a 1 mm
galvanized iron plate. The results show similar performance
except for the frequency range of 2.5 to 5.5 GHz. The iron
plate has shown a reflection of less than –50 dB across 75%
of the frequency range and can be considered the best choice
in terms of cost and performance.

6. Electric and Magnetic Properties
Investigations described in the previous sections have shown
that lossy dielectric and magnetic materials can be used to
design microwave absorbers. The employment of a material
having both properties will increase the absorption rate and
may help reduce the reflection from the absorber.
As estimated by Eq. (7), the reflection from a plane surface
of a certain material can be reduced if the relative values of
its permittivity and permeability are equal.
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Fig. 11. Variation of reflection coefficient |S11| along with frequency
changes for a pyramidal absorber with the height of 16 cm, εr = 2.5
and tan δd = 0.5, with the following back plate options: 35 µm
copper, 1 mm copper, and 1 mm iron.

1 2 3 4 5 6 7 8 9 10

Frequency [GHz]

‒30

0

‒60

‒90

S
  [

dB
]

11

dieelectric
hybrid

magnetic

Fig. 12. Changes in reflection coefficient |S11| along with frequency
changes for a 16 cm tall pyramidal absorber and a 1 mm iron backing
plate for three scenarios: a) εr = µr = 1.5 and tan δd = tan δm =
0.5, b) εr = 1.5, tan δd = 0.5, µr = 1, and tan δm = 0, c)
µr = 1.5, tan δm = 0.5, εr = 1, and tan δd = 0.

The performance of a 16 cm high pyramidal absorber that
is backed by a 1 mm thick iron plate is shown in Fig. 12 for
three different cases. The first scenario is when the material
has the same magnetic and electric properties εr = µr = 1.5
and tan δd = tan δm = 0.5. The two other cases are for
a non-magnetic dielectric material and a magnetic material
with εr = 1 and tan δd = 0.
The results demonstrate that a material with dielectric- or
magnetic-only properties offers similar performance and can
be used while designing the absorber. However, employing
a material that offers, simultaneously, both electrical and
magnetic loss properties reduce the reflection coefficient ap-
preciably. For the shown cases, the reduction in the reflection
coefficient is greater than 15 dB for the majority of the fre-
quency range involved.

7. Comparison with Other Published
Papers

In order to further assess the results obtained with the help of
the simulations, they are compared here with those obtained
by the authors of other works. The general feature of the
results obtained is the decrease of the reflection coefficient as
the frequency of the incident wave changes. This trend was

also observed in [2], [4], [6], and [9], especially at frequencies
below 5 GHz.
Table 1 shows various performance parameters identified in
previously published papers and compares them with the
outcomes of this work. It can be seen that most of the pre-
vious research ( [5], [6], [10], and [11]) ignored the effect
of the loss tangent, despite its significant impact on the re-
flection coefficient, as was demonstrated in Fig. 6. However,
the remaining references made in Tab. 1 took into considera-
tion small ranges of the loss tangent, thus its effect was not
demonstrated clearly.
Most of the former literature has considered agricultural resid-
uals and other cheap materials with the objective of reducing
the cost of absorbers and find use for the leftover materials.
However, it failed to consider the impact of moisture, as ex-
cessive moisture can cause degradation of the materials used
in absorbers, affecting the permittivity value and, consequent-
ly, the absorption value. In other words, the performance of
absorbers based on these materials becomes unpredictable.
As the absorbers are used mainly to cover the walls of anechoic
chambers in order to prevent reflections generated in certain
regions of the test environment, their thickness is a crucial
parameter. This parameter determines the volume of the
material used and, consequently, the cost of the solution.
In [2]– [4], [8] and [9], pyramids having a total thickness
of 15 cm were used (along with their base) and achieved
average reflection coefficients between –21 and –44 dB. This
meant a reflection level/cm of thickness ratio of –1.4 to –
3 dB/cm. The experiments described in [6], [11] employed
a material thickness of 25 cm with a base of 5 cm, or an
overall thickness of 30 cm, but achieved reflection levels of
–30 dB and –25 dB, respectively, thus obtaining a ratio of –1
to –0.83 dB/cm. However, in the three examples investigated
in this paper, materials with a thickness of 8 cm, 16 cm, and
24 cm were used, with a 5 cm thick base, and achieved an
average reflection coefficient of –52.6 dB, –56.7 to –66.5 dB,
or –2.5 dB/cm, –2.7 dB/cm, and –2.3 dB/cm, respectively.
The fourth design example, which used magnetic and dielec-
tric properties of the absorber material, achieved an average
reflection of –67 dB, which is equivalent to – 3.2 dB/cm.
This shows that performance of the absorber is much better
when the material is characterized by equal values of relative
permittivity and permeability.

8. Conclusions

The choice of the appropriate absorber is influenced by the
required level of reflection, the thickness of the absorber, and
its weight and cost. Relative permittivity and permeability
impact the initial reflection at the surface of the absorber, and
it was demonstrated analytically and through computer simu-
lations that lower permittivity or permeability result in lower
reflection coefficients. Moreover, the reflection coefficient
can be appreciably reduced if the absorber material has equal
values of relative permittivity and permeability.
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Tab. 1. Performance comparison of the results obtained with those of previous papers.

Ref. Material Dimensions [cm] Frequency
range [GHz] εr tan δ S11 [dB] dB/cm

[2] Rubber tire dust and
rice husk (75:25)

Base 5 × 5 × 2,
pyramid’s height 13

7 – 13 3.43 0.048 Average –32.51 –2.27

[2] Rubber tire dust and
rice husk (50:50) 7 – 13 2.67 0.076 Average –22.03 –1.47

[2] Rubber tire dust and
rice husk (25:75) 7 – 13 2.08 0.103 Average –21.54 –1.44

[3] SCB 0.1 – 20 1.44 0.161 Average –44.39 –2.96

[4] Rice husk 0 – 20 1.91 0.079 Average –31.93 –2.12

[4] A mixture of rice husk
and coal 0 – 20 2.50 0.086 Average –43.5 –2.9

[5] Water hyacinth Square pyramid shape 5 × 5 × 13 0 – 20 NA NA
Lowest about

–30 dB, highest
about –10 dB

–2.3
–0.77

[6] Polyurethane
Base 10 × 10 × 5,
pyramid height 25

1 – 10 3.5 NA Better absorption
at higher frequ-
encies: below

–30 dB
from 3 GHz

–1

[6] Carbon 1 – 10 2.6 NA –1

[6] Polyurethane with
carbon 1 – 10 3.5 and

2.6 NA –1

[8] Rice husk
Triangle base of height 2,

pyramid height 13, side lengths
5.6 × 5

1 – 20 2.9 0.084 Average –41.142 –2.7

[8] Rice husk
Equilateral triangle, base height
2, pyramid height 13, side length

5.25 (3 sides)
1 – 20 2.9 0.084 Average –39.878 –2.6

[8] Rice husk Square base, height 2, pyramid
height 13, side length 5 (4 sides) 1 – 20 2.9 0.084 Average –39.423 –2.6

[9] Banana leaves Hexagonal pyramid,
base thickness 2,

pyramid height of 13

0.01 – 20 1.014 Average –35.3 –2.4

[9] Rice husk 0.01 – 20 3.22 0.827 Average –39.70 –2.6

[9] Rice sraw 0.01 – 20 3.10 0.956 Average –38.92 –2.6

[9] Banana leaves Truncated hexagonal pyramid,
base thickness 2,

pyramid height 13,
with truncated miniature hexagon

0.01 – 20 2.49 1.014 Average –35.37 –2.4

[9] Rice husk 0.01 – 20 3.22 0.827 Average –35.94 –2.4

[9] Rice straw 0.01 – 20 3.1 0.956 Average –37.2 –2.5

[10] Kenaf
20 × 20 × 2 1 – 12

2
NA NA NA

[10] Coconut coir 2.6

[11] Carbon Base 10 × 10 × 5, pyramid
height 25, with a tip of 1 × 1 0.01 – 10 2.6 NA Mostly

below –25 –0.83

Th
is

w
or

k

Carbon

Base 10 × 10 × 5, pyramid
height 16 1 – 10 2.5 0.5 Average –52.6 –2.5

Base 10 × 10 × 5, pyramid
height 16 1 – 10 1.5 0.5 Average –56.66 –2.7

Base 10 × 10 × 5, pyramid
height 24 1 – 10 2.5 0.5 Average –66.5 –2.3

Carbon with
iron back plate

Iron back plate
10 × 10 × 1 mm
base 10 × 10 × 5,
pyramid height 16

1 – 10 µr=1,
εr=1.5

δm=0,
δd=0.5 Average –56.9 –2.7

1 – 10 µr=1.5,
εr=1

δm=0.5,
δd=0 Average –51 –2.4

1 – 10 µr=1.5,
εr=1.5

δm=0.5,
δd=0.5 Average –67 –3.2
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The loss tangent of the absorber material is an important
factor as well. It was demonstrated in the course of the simu-
lations that larger values of the loss tangent reduce reflection.
The shape of the absorber also influences the reflection, as
pyramidal absorbers offer a gradual introduction of the ab-
sorbing material into the air, and they provide a greater degree
of design freedom.
The results of this investigation may help designers choose
the proper parameters of the absorber material to achieve
better performance. If the proper material is not naturally
available, combinations of various materials may be used to
achieve the desired parameters for the absorber.
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Abstract  In this paper, an unmanned aerial vehicle (UAV)
using hybrid orthogonal multiple access (OMA) and non-
orthogonal multiple access (NOMA) solutions aided by multiple
input multiple output (MIMO) technology is proposed to provide
wireless communication for ground users (GUs). The proposed
OMA-NOMA-MIMO system aims to improve throughput and
spectrum efficiency. Additionally, it also strives to maximize
the sum rate while achieving good user fairness. UAVs are con-
sidered as base stations (BSs) that provide services to users in
multiple real-life scenarios, e.g. during natural disasters. They
also enable aerial surveillance and help establish BSs during
mass events. A pairing algorithm is proposed for far-near NO-
MA users with an optimized power allocation (PA) mechanism to
improve the performance of NOMA-UAV-BS. Channels between
UAV-BS and GU are established as being of the line-of-sight
(LoS) and non-line-of-sight (NLoS) varieties, taking into consid-
eration the angle of departure (AoD) and the angle of arrival
(AoA). The results obtained demonstrate that NOMA performs
best in specific scenarios, while OMA overcomes NOMA in oth-
ers. The outcomes of the project may be utilized to control the
transmission performed by the UAV-BS by serving the GUs
depending on the required quality of service.

Keywords  non-orthogonal multiple access, pairing algorithms,
successive interference cancellation, unmanned aerial vehicle

1. Introduction

Unmanned aerial vehicles (UAVs) may be useful in providing
access to wireless networks by acting as base stations (BS)
to expand coverage at a location where a fixed radio BS
is not available [1]– [3]. Commonly, in wireless cellular
communication, such as 2G, 3G, and 4G systems that rely
on orthogonal multiple access (OMA) techniques in the
air interface, each user is assigned a single resource block,
enjoys limited throughput, and suffers from insufficient user
fairness [4], [5]. The problem becomes more acute when the
number of users increases in congested areas.
The non-orthogonal multiple access (NOMA) technique is
designed for 5G and beyond radio access cellular networks.
This multiple access solution is capable of simultaneously
utilizing a single resource block, i.e. the same frequency
band, for several users. This mechanism leads to a significant
improvement in throughput and spectrum efficiency, with
satisfactory user fairness levels. Therefore, in this article, the

focus will be on using NOMA for UAV-BS to overcome the
challenges faced by OMA radio access technologies [3], [6].
Serving multiple users in NOMA can be achieved by assigning
a different power level to each user. On the contrary, serving
users in OMA is implemented by assigning a fixed power
level for each user. This primary difference leads to OMA
outperforming NOMA in terms of spectral efficiency and
throughput [7], [8]. To further enhance NOMA’s performance,
multiple input multiple output (MIMO) technology may be
merged with NOMA, as suggested in [8], [9].
In this paper, a pairing algorithm is proposed for the NOMA
technology which divides the multiple users into groups, i.e.,
clusters, with each group consisting of two users. In other
words, the mechanism pairs a user with a good channel gain
(stronger user) with another user with poor channel gain (weak
user) [10]. The channel proposed between UAV-BS and the
ground user (GU) is, in some cases, of the line of sight (LoS)
and in other cases of the non-LoS (NLoS) variety, taking
into consideration the probability of LoS and NLoS [11]. We
assume that the superimposed NOMA signal from UAV-BS
reaches GU over a Rician fading channel.
Some key parameters play an important role in determining
the quality of the channel. These include the following: Rician
factor, path loss exponent, distance between UAV-BS and
GU, angle of departure (AoD), angle of arrival (AoA) and
carrier wavelength [12].
The authors contribution to previous works is summarized as
follows:
• In this work, we investigate unmanned aerial vehicles

(UAV) relying on hybrid orthogonal multiple access (OMA)
and nonorthogonal multiple access (NOMA) mechanisms,
aided by the multiple input multiple output (MIMO) tech-
nology. Several metrics have been measured at different
GUs using two channel types (LoS and NLoS) to esti-
mate the sum rate GU with the overall rate of NOMA and
OMA and determine the probability of Pout outage, with
a comparison between NOMA and OMA.
• To enhance the overall performance of the system, UAV-

BSs are equipped with the MIMO technology.
• The pairing algorithm is employed to significantly improve

spectral efficiency and achieve better user fairness. All
users who are underserved by the UAV-BS are divided
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into multiple groups according to such parameters as user
channel gain (weak or strong), user data rate, and distance
of the user from the UAV-BS.
• To account for all potential channels that may be established

between the UAV-BS and GU, we consider LoS and NLoS
channels. To make the channel calculations more accurate,
we consider the elevation and azimuth of AoD and AoA
along with Rician fading and Rayleigh fading.
• In [13], non-linear energy harvesting in NOMA systems

with a fixed base station has been proposed and investigated,
while in this work, we propose a hybrid OMA-NOMA
scheme intended specifically for UAV-based BSs equipped
with MIMO antennas to serve multiple users in no coverage
areas.
• In [14], the SIC error on near and far users in the NOMA

technology is studied by estimating the near- and far-user
BER. The outcomes prove the superiority of NOMA over
OMA. Here, we estimated Pout and sum rate for each user
in NOMA and OMA and we used SIC without the error
effect on near and far users in NOMA.
• In [15], different antenna techniques are developed to im-

prove the performance of wireless mobile communication
using the MIMO technology. Our study models UAV-BS
MIMO communication with explicit AoD and AoA consid-
erations under Rician fading, thus ensuring more accurate
channel estimation for aerial systems.

The rest of the paper is arranged as follows. A model of the
system is presented in Section 2, and the pairing of users is
described in Section 3. Section 4 outlines the detection process
performed by the receiver. Simulation results and discussions
are presented in Section 5, with conclusions contained in
Section 6.

2. System Model

As illustrated in Fig. 1, we propose that several users, i.e.
U1, U2, U3, . . . , UN present at a particular location take ad-
vantage of the services provided by a UAV-BS by applying
either the NOMA or OMA technology. It is assumed that the
users are located at different distances, i.e. d1, d2, d3, . . . , dN ,
from the UAV. According to these distances, U1 is the weak-
est user due to being located at the furthest distance from the
base station (UAV) (this user has a poor channel gain). U4
is the strongest user due to being located the closest (strong
channel gain) to the UAV.

According to the principles of NOMA, the power allocation
coefficients for each user are denoted by a1, a2, a3, . . . , aN .
The larger portion of the power is assigned to the weakest
users (farthest), while a lower power level is assigned to
the strongest users (nearest) to ensure user fairness [3]. The
combined power allocation coefficients provided by the UAV-
BS should equal 1, in accordance with the NOMA theory [16].

The UAV-BS is equipped with multiple antennas Nt, while
each GU is equipped with antennaNr. Such a MIMO structure

U4
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Fig. 1. Model of a UAV-BS communication system.

is intended to enhance the performance of the proposed
NOMA system [16].
Three NOMA power allocation schemes may be used for
UAV-based wireless communication: fixed power allocation
(FPA), equal power allocation (EPA) and fractional transmit
power allocation (FTPA) [3], [17].
• In FPA: the distance between the user and the UAV-BS is

taken into consideration; low power is allocated to a given
user if it is located close to the UAV base station, and vice
versa.
• In EPA: constant power is allocated to all users and the

distance between the user and the UAV-BS is also taken
into consideration (a distinction is made whether the user
is close to or far away from the UAV base station).
• In FTPA: the power is allocated dynamically, meaning that

the distance between the user and the UAV-BS is taken into
consideration. In other words, FTPA allocates low power to
users who enjoy good channel conditions and high power to
users with poor channel conditions. This approach ensures
fairness between users in terms of power allocation [3].

Several scenarios are considered to evaluate the GUs rates,
the UAV-BS’s sum rate, error probability (bit error rate –
BER), and spectral efficiency (SE) for the proposed system
by relying on orthogonal multiple access (OMA) and NOMA
techniques under different channels conditions.
In the first scenario, we assume that U1 is the user located
the farthest from the UAV-BS. The highest power allocation
coefficient is assigned to this user, considering a2, a3, . . . , aN
as interference. The achievable rate at the n-th user is [3]:

R1 = B log2

(
1 +

a1 pt g1
a2 pt g1 + a3 pt g1 + a4 pt g1 + w1

)
, (1)

where pt is the transmit power of the UAV-BS, and for any
n-th user, power allocation factor (PAF), noise power and
channel gain are denoted by an, wn, and gn, respectively.
At the second user, U2, PAF is lower than the one assigned to
U1, as the user has better channel gain, i.e. (a1 > a2), and this
mechanism is applied to the rest of the users depending on
their channel gain, i.e. (a1 > a2 > a3 > a4). Furthermore,
all users, except the farthest one, require the application of
SIC to subtract the superposed signals of higher order users.
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Therefore, the achievable rate at U2 after removing the signal
of U1 is given as:

R2 = B log2

(
1 +

a2 pt g2
a3 pt g2 + a4 pt g2 + w2

)
. (2)

For the third user, the achievable rate at U3, after removing
interference caused by the signals of U1 and U2, is given as:

R3 = B log2

(
1 +

a3 pt g3
a4 pt g3 + w3

)
. (3)

The same procedure is applied to the fourth user, in which
case the achievable rate at U4, after applying SIC to remove
all interfering signals caused by other users with higher PAFs,
is expressed as:

R4 = B log2

(
1 +
a4 pt g4
w4

)
. (4)

On the other hand, when the OMA technique is used, instead
of NOMA, to serve the same four users, the achievable rates
for any user can be given as:

ROMAn = 0.5B log2

(
1 +
pt gn
wn

)
. (5)

The average rate for a particular user served by NOMA, i.e.
the n-th user, is:

Rn = E{Rn} , (6)

where E{.} refers to the expectation process.
Similarly, the average rate achievable by any user served by
OMA can be expressed as [18]:

R
OMA
n = E{ROMAn } . (7)

The sum rate SR of the NOMA system, i.e., the overall rate
provided by the UAV, can be found by adding the individual
rates of all users:

SRNOMA =
N∑
n=1

Rn . (8)

The sum rate of the OMA system can be determined by adding
up the individual rates of users:

SROMA =
N∑
n=1

ROMAn . (9)

Furthermore, spectral efficiency SE, in bits/sec/Hz, regard-
less of the technique used, is:

SE =
SR

BW
. (10)

2.1. Channel Model

As shown in Fig. 2, the channels between the GUs and UAV-
BS are of the LoS and NLoS variety [19]. These channels
are impacted by environmental factors prevailing within the
coverage area, represented by the density and altitude of the
buildings as well as the distance between the ground and the
UAV-BS [11].
The total path loss, as shown in Fig. 2, of both GUs in cluster 1,
i.e. U1 and U2, is computed either directly, based on the free-
space path loss, or based on the excessive losses that occurred

θθ

Second cluster

L
oS

LoS
NLoS

N
LoS

d2

d1 d3

d4

U  LoS4U  NLoS3U  LoS1U  NLoS2

U
A

B
-B

S
 h

ei
g
h
tFirst cluster

P

Q

X2 X1 X3 X4

Fig. 2. Channel model with LoS and NLoS links, where
{X1, X2, X3, X4} represent the actual physical distances between
the GUs and the UAV-BS.

Tab. 1. Path loss exponent for different environments [20].

Type of environment η

Free space 2
Urban area cellular radio 2.7 to 3.5

Shadowed urban cellular radio 3 to 5
In building line-of-sight 1.6 to 1.8
Obstructed by buildings 4 to 6
Obstructed by factories 2 to 3

along the NLoS paths due to reflections of the transmitted
signals from obstacles within the coverage area.
The power received by j-th user is determined as in [11]:

Prxj(dB) = Ptx (dB)− Lj (dB) . (11)

where Ptx indicates the power transmitted by the UAV-BS
and Lj Indicates the path loss of the air-to-ground (A2G)
channel between the UAV-BS and any GU. The path loss for
the A2G channel for the j-th link is represented by distance
Xj and is evaluated similarly to [11] for LoS and NLoS links,
as:

Lj = 10 η log10(Xj) +XLoS , (12)

Lj = 10 η log10(Xj) +XNLoS , (13)

respectively, where η represents the path loss exponent, which
is considered one of the important parameters in wireless
communication. The value of the loss-pass exponent is affect-
ed by environmental factors, such as interference, reflection,
and diffraction. The value of the path loss exponent for differ-
ent environments is presented in Tab. 1. In addition, XLoS
andXNLoS represent the excessive path losses of both LoS
and NLoS links, respectively.
The probability that a GU has a LoS link with a UAV-BS is
given by [11]:

PrLoS(j) =
1

1 + α e−β(θj−α)
, (14)
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Tab. 2. α and β values of various environment types [3].

Environment α β

Suburban 0.1 750
Urban 0.3 500

Dense urban 0.5 300
Urban high-rise 0.5 300

where α and β are constant values linked to a given environ-
mental profile, such as urban area, dense urban area, etc. The
range of α and β varies from 0.1 to 0.8 and 100 to 750, re-
spectively. In practical terms, α is the ratio of the ground area
covered by buildings to the total ground area (dimensionless)
and β is the number of buildings per square kilometer [3].
In Tab. 2, some examples of α and β values for various
environment types are presented.
The probability of a ground user having an NLoS link with
a UAV-BS is given by [11]:

Prj(NLoS) = 1− Prj(LoS) . (15)

In general, the UAV is not aware of the type of terrain in its
vicinity to specify the type of link (LoS or NLoS). Therefore,
Eq. (12) is reworked as [11]:

Prx, j (dB) = Ptx (dB)− Lj(Rc,H) . (16)

where Lj(Rc,H) determines the mean path loss including
probabilities for a LoS and NLoS link between the UAV-BS
and ground user. It is calculated as follows [11]:

Lj(Rc,H) = Prj(LoS)Lj(LoS) + Prj(NLoS)Lj(NLoS) .
(17)

As mentioned above, the signal from the UAV-BS reaches the
GU directly by LoS and not directly by NLoS over the Rician
fading channel. In this paper, we considered both AoD and
AoA cases.
The channel between the UAV-BS and the ground user with
LoS and NLoS is expressed as follows [12]:

H =

√
ξ
K

K + 1
b(θx, θy)AoA a(θx, θy)AoD

+

√
ξ

K + 1
H .

(18)

where H is the NLoS component, ξ = d−η represents large-
scale fading, K is the Rician factor, while a and b are the
steering vectors of the UAV-BS and the ground user, respec-
tively.
The Rician factorK represents the ratio between the power
of the LoS component and the power of the scattered (NLoS)
[21], i.e., it is the parameter representing the strength of the
LoS component:

K =
PLoS
PNLoS

. (19)

This factor measures fading severity, for example K = 0
represents NLoS (Rayleigh channel), andK =∞ represents
LoS (absent fading case). In other words, when K ≫ 1,
strong LoS dominance is present. The different values of the
Rician factor for various environments are shown in Tab. 3.

Tab. 3. Rician factorK for different environments [18].

Environment RicianK factor [dB]

Lake 13.10
Hilly 13.61
Rural 9.28

Suburban 6.93

On the UAV-BS side, the elevation and azimuth (AoD) along
x and y axes are as follows [12]:

θxAoD = −
2πdBS
λ
cos θBS cosφBS , (20)

θyAoD = −
2πdBS
λ
cos θBS sinφBS . (21)

On the GU side, the elevation and azimuth (AoA) along x
and y axes are [12]:

θxAoA =
2πdGU
λ
cos θGU cosφGU , (22)

θyAoA =
2πdGU
λ
cos θGU sinφGU . (23)

Channel gain is:
gn = |Hn ∗ wn|2 , (24)

whereHn andwn are the channel matrix and the beamforming
vector for the n-th user, respectively.
Beamforming techniques can be employed in wireless com-
munications systems to eliminate inter-user interference. One
of the most powerful and efficient approaches is the zero-force
(ZF) beamforming method. It is considered a linear beam-
forming precoder that applies weight to users’ signals at the
UAV-BS in the downlink phase of the transmission. The ZF
precoding vector for the n-th user that passes through channel
Hn can be expressed as:

wn = ρH
H
n (HkH

H
n )
−1 , (25)

with
ρ =

1√
Tr(HHH)−1

, (26)

where ρ is a normalization value that satisfies transmitting
signals within the available transmitted power of the UAV-BS.
Furthermore, (A)−1, Tr(A), andAH are used to denote the
operations of matrix inversion, a trace of a matrix, and the
Hermitian transport of matrixA, respectively.

3. Pairing Users

The pairing algorithm is used to improve spectral efficiency
and achieve better user fairness for systems utilizing the
NOMA technique with many users. By using the pairing
technique, the system obtains the required information about
the users’ circumstances, i.e. the channel gain, and utilizes
this information for dividing the coverage area into clusters,
with each of them comprising a specific number of users. The
pairing algorithm plays a significant role in selecting users
with different channel gains to be served by the UAV-BS. In
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each cluster, a high power level is allocated to the user who
has a weak channel gain, i.e., the far user (FU), while a lower
power level is allocated to a user who has a strong channel
gain, i.e., the near user (NU) [13]. Figure 3 shows the paired
users within clusters and the SIC operation associated with
NOMA, relied upon to detect the signal for each user from
the superposed NOMA signal.
In this paper, we consider all users within the coverage area of
the UAV-BS, divided into groups based on a pairing algorithm.
Each groupM is to serve 2M users, meaning each cluster
contains two paired users. The pairing algorithms perform
tests to arrange channel gains gn of all users in a descending
order, i.e., g1 ­ g2 ­ . . . ­ g2M . The UAV-BS establishes
the first group by pairing the nearest user characterized by
channel gain g1 with the farthest user having channel gain
g2M . Then, the second user in the list g2 is paired with users
g2M−1. This operation is continued in the same manner until
all users are paired within their clusters.
It is worth noting that this way of pairing is called near-
far pairing (NF) [10]. Algorithm 1 shows the NF pairing
algorithm for NOMA technology users [21], [22].

Algorithm 1 Near-far (NF) pairing algorithm.
Input: Channel gain for users gn = [g1 + g2 + . . . g2M ],
number of groups, number of users 2M

1: Arrange channel gain of all users in downward order:
g1 ­ g2 ­ . . . g2M

2: Determine the group of channel gains:
Q = {g1, g2, . . . , g2M}

3: for P = 1 toM do
4: gn = { }
5: gmax = max{Q}, gmin = min{Q}
6: gn = gmax ∪ gmin
7: Q = Q(p+ 1 : end− 1)
8: end for

Output: Group of pairs

It is noteworthy that their other pairing strategies, such as
near-near (NN) pairing and far-far (FF) pairing, which can be
used for this purpose, are available as well.

4. Detection Operation

In the receiver, the superimposed NOMA signal from the
UAV-BS is received by multiple users. In accordance with the
NOMA principle, two users (near and far) are grouped within
one cluster with the use of a pairing technique. As mentioned
above, a lower PAF is provided to the NU, i.e. the user with
strong channel gain, and a high PAF is given to the FU, the
one with weak channel gain.
Furthermore, the NU needs the SIC to be implemented to
eliminate interference caused by the power of the far user,
which is considered significantly high. The SIC process is
implemented at the NU terminal by detecting the strong
signal of the FU, which is subtracted afterward from the

UAV-BS

Detection operation 
at near user (NU)-SIC

Detection operation 
at far user (FU)

Subtract far user (FU) 
signal from superimposed 

NOMA signal

Detect far user 
signal (high PFA)

Detect far user 
signal 

Received superimposed 
NOMA signal

Received superimposed 
NOMA signal

Detect near user 
(NU) signal

Ground level

Cluster N
Cluster 2

Cluster 1

NU

FU

Fig. 3. Detecting the NOMA signal in the NU and FU receivers after
the pairing operation.

superimposed NOMA signal to obtain an interference-free
signal of the NU [20], [21].
Meanwhile, on the FU side, the detection of the FU signal is
realized directly without applying SIC, by considering the
interference caused by the NU, which is considered, due to
low PAF, to be additive noise. This process for the two users
is illustrated in Fig. 3.

5. Simulation Results and Discussions

The simulations described in this paper were conducted using
the Matlab programming suite, with the aim of evaluating such
performance metrics as the achievable rate and the Pout. The
performance of the proposed system relying on the NOMA
technique is compared with the traditional OMA approach
over different scenarios.
In the first scenario, the MIMO-NOMA technology is consid-
ered, in which the UAV-BS is equipped withNt and each user
hasNr. We assume that the UAV-BS provides services to users
in suburban areas with obstructions in the form of buildings.
Therefore, the Rician fading channel between the UAV-BS
and GUs is considered with a Rician factor ofK = 6.93 dB,
and the path loss exponent is assumed to be η = 4. All the
parameters used in the simulation are listed in Tab. 4.
In MIMO-NOMA, the pairing algorithm has been applied
to choose every two users in one ground. On the GU side,
two scenarios need to be considered for detection of the
MIMO receiver: in the first case, the NU has a low PAF
and it is necessary to apply the SIC operation to remove
the interference. The second case, the FU has a high PAF,
meaning that no SIC is required. The distances between the
UAV-BS and the FU and NU as GUs are dF = 300 and
dN = 150, respectively. The power allocation coefficients
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Tab. 4. Simulation parameters.

Notation Parameter Value

K RicianK factor 6.93 dB

dF
Distance between
UAV-BS and FU 300 m

dN
Distance between
UAV-BS and NU 150 m

aF
Power allocation
coefficient for FU 0.88

aN
Power allocation

coefficient for NU 0.12

η Path loss exponent 4
dλ Antenna spacing 0.5λ

Nt ×Nr MIMO antenna 2 × 2, 8 × 2

Ns
Number of transmitted

symbols 105

(ϕ, θ)
UAV-BS

Azimuth and elevation
angles for FU and NU

(30◦, 45◦) and
(90◦, 45◦)

(ϕ, θ)
GU

Azimuth and elevation
angles for FU and NU

(60◦, 30◦) and
(60◦, 30◦)

fo Operation frequency 410 MHz to
7.125 GHz

BW Bandwidth 20 MHz

Pt
Transmitted power by

UAV-BS 0 – 40 dBm

Rn The target rate for NU 4 bit/sec/Hz
RF The target rate for FU 3 bit/sec/Hz

assigned by the UAV-BS to the FU and NU are aF = 0.88
and aN = 0.12, respectively. In addition, the azimuth and
elevation angles equal {30◦, 45◦} and {90◦, 45◦} for the
FU and NU, respectively. On the GU side, the azimuth and
elevation angles are {60◦, 30◦} and {60◦, 30◦} towards the
FU and NU, respectively. The bandwidth is 20 MHz.

The individual data rates for the FU and NU, with MIMO-
NOMA and MIMO-OMA deployed at the UAV-BS, are shown
in Fig. 4. The two techniques are assumed to provide services
to all users under the same conditions, with changes to the
number of antennas used by the UAV-BS and the two users.
Two scenarios for the MIMO approach for Nt ×Nr as 2 × 2
and 8 × 2 are presented. One may notice from this figure that
NOMA offers better performance for users with weak channel
gains, while OMA is a better choice for users with strong
channel gains. Moreover, depending on the data rate required
for a specific user within the cluster, the UAV-BS may switch
from NOMA to OMA, may rely on a hybrid NOMA-OMA
approach or make the required changes on the PAFs of the
NOMA system to improve the rate of a particular user. It can
also be noticed that increasing the number of antennas at the
UAV-BS may significantly improve the rate for all users.
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Fig. 4. Individual data rates of two users with NOMA and OMA
applied for different numbers of Nt and Nr .
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Fig. 5. Sum rates of NOMA and OMA technologies with different
numbers of Nt and Nr .

Figure 5 shows the sum rates for the proposed system under the
same conditions mentioned above and for different numbers of
Nt andNr. The transmitted power of the UAV-BS is 40 dBm.
NOMA outperforms OMA with approximately 3 bps/Hz and
0.7 bps/Hz for Nt being equal to 8 and 2, respectively, and
for a fixed Nr = 2.
Figure 6 shows the Pout for the proposed NOMA and OMA
systems. The Pout represents the probability that a user ob-
tains a data rate R that is below the target rate required for
an acceptable quality of service (QoS). For this simulation,
the required rate for the NU was Rn = 4 bps and the FU was
Rf = 3 bps.
One may notice that a lower Pout may be obtained in the
FU’s receiver in the case of 8 × 2 MIMO-NOMA, since this
user has been allocated a higher PAF to overcome its weak
channel gain. The second and third best Pout occurred for the
cases of 8 × 2 MIMO-OMA in the NU and FU, respectively,
due to the entire available power being served to these users
by OMA.
On the other hand, the worst Pout is obtained for the cases
of 2 × 2 MIMO-NOMA and 8 × 2 MIMO-NOMA at the NU
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Tab. 5. Comparison of results obtained with outcomes of related works, for 35 dBm.

Ref. BS type
No.
of

users

Path-loss
exponent

MIMO
(Nt×Nr)

Sum data rate
users [bps/Hz]

Data rate
NOMA [bps/Hz]

Data rate
OMA [bps/Hz]

Pout NOMA
×10-6

Pout OMA
×10-6

NOMA OMA FU NU FU NU FU NU FU NU

[18] Fixed ground
BS 4 4

SISO 15.8 NA NA NA NA NA NA NA NA NA
2 × 2 18 NA 8.2 9.5 NA NA 7943 1584 NA NA

[24] Fixed ground
BS 2 4 2 × 1 NA NA 0.5 2.6 0.4 2.2 31 50 158 251

[25] UAV-RIS 2 3 NA NA NA NA NA NA NA 1 1 1 1

[26] Fixed ground
BS

2
NA 3 × 3

5.9 3.9 NA NA NA NA NA NA NA NA
3 3.7 3 NA NA NA NA NA NA NA NA

[27] Fixed ground
BS 2 Not

specified
Not

specified NA NA 2.2 13.8 NA NA 1584 125 NA NA

[22] Fixed ground
BS 2 Not

specified 2 × 2 6.1 NA 1.7 10.4 NA NA 1000 1259 NA NA

2 × 10 NA NA NA NA NA NA 200 251 NA NA
This
work

UAV-BS 2 4 2 × 2 14.152 13.36 12.9 3 7 7.9 39 6309 125 0
2 × 8 18.163 15.47 16.9 3 7 9.9 0 2000 0 0

terminal, due to the lower PAF applied to these two scenarios.
Additionally, increasing the number of antennas in the UAV-
BS can significantly reduce the Pout.
As shown in Tab. 5, the proposed UAV-BS system demon-
strates superior performance compared to solutions described
in previous works, both in fixed ground BSs and UAV-RIS
configurations. At 35 dBm, it achieves significantly higher
sum data rates and lower outage probabilities. In the case
of a 2 × 8 MIMO configuration, the system reaches a NO-
MA sum data rate of 18.163 bps/Hz and an OMA sum data
rate of 15.47 bps/Hz, outperforming traditional setups. Indi-
vidual user data rates are also enhanced, particularly in the
case of NOMA, where the UAV-BS achieves a result of up to
16.9 bps/Hz for the far user. Furthermore, the proposed sys-
tem shows a notable reduction in outage probability, reaching
zero for both NOMA FU and FU-NU OMA, highlighting
improved reliability of the link. These results confirm that
UAV-BS systems with large MIMO arrays and beamform-
ing are capable of greatly enhancing network capacity and
reliability levels for future wireless communication solutions.
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Fig. 6. Outage probabilities for FU and NU after applying NOMA
and OMA techniques and utilizing different numbers of antennas.

6. Conclusions

In this paper, a UAV-BS equipped with multiple antennas
has been proposed to serve multiple users. The hybrid OMA-
NOMA technique is assumed to provide services to all users
in the UAV-BS coverage area. Users with strong and weak
channel gains are assigned to the same clusters by near-far
pairing algorithms.

The UAV-BS provides services by applying the OMA tech-
nique between clusters, while the NOMA approach has been
applied to users in each cluster by superimposing their sig-
nal after allocating each one of them with a suitable PAF.
Different scenarios involving channels between the UAV-BS
and the GUs have been considered, depending on whether
LoS component of the wave existed or not. AoD and AoA
angles for all terminals within this system have been given
consideration as well.

The results showed that NOMA outperformed OMA in the
cluster under some conditions, depending on the choice of
suitable PAF levels for the paired users. In addition, OMA
demonstrated good performance in terms ofPout and through-
put when compared with NOMA for strong channel gain
users. because of lower PAF levels assigned to these users.
Furthermore, the UAV-BS can apply a hybrid mechanism
by switching from OMA to NOMA, or the other way round,
depending on specific situations and circumstances (i.e. de-
pending on the target throughput and Pout).

For future work, several promising projects are envisaged,
such as tracking users by the UAV-BS to enhance the per-
formance of the entire system or optimizing the power level
by automatically selecting PAF for each user depending on
their status. The use of the mmWave technology may be con-
sidered as well to boost the overall capacity of the system.
Additionally, mechanisms switching between NOMA and
OMA may be developed to avoid service interruptions when
one of the techniques remains unavailable.
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Abstract  While offering vast data storage capabilities, cloud
computing poses numerous security- and privacy-related chal-
lenges. This requires robust security measures, particularly for
sensitive data, such as electrocardiograms (ECG). Homomorphic
encryption (HE) emerges as a promising solution by enabling se-
cure computations to be performed directly on encrypted data.
This study introduces a novel approach to enhance the security
of ECG data. We modified the Gorti-enhanced homomorphic
cryptosystem (MEHC) method by optimizing its key generation
procedure and then applied the linear congruential generator
(LCG) algorithm to create a list of huge prime integers. Further-
more, we increased the modulus value and enlarged the message
space. These enhancements boosted overall security by substan-
tially improving immunity to factorization attacks. We used
quantization and fixed-point representation to enhance the en-
cryption process. As an additional security layer, an evaluation
process has been added to the proposed algorithm which per-
forms various mathematical operations homomorphically on the
encrypted data, rather than on the original data. This modified
algorithm enables efficient and secure encryption of ECG da-
ta while preserving the ability to reliably identify arrhythmias,
such as bradycardia and tachycardia. Using the MIT-BIH ar-
rhythmia database, the proposed MEHC system demonstrated
high accuracy (98.48%), sensitivity (99.10%) and positive pre-
dictive value (99.33%), while effectively safeguarding the ECG
data. These results validate the efficacy of the MEHC system
and confirm its suitability for secure and reliable ECG signal
processing in healthcare applications.

Keywords  arrhythmia detection, cryptosystem, decryption, ECG,
encryption, enhanced homomorphic cryptography

1. Introduction

An electrocardiogram (ECG) is an important method com-
monly used in medicine to track electrical changes in a pa-
tient’s body linked to the beating of their heart. The signals
are measured using electrodes placed on 12 standard wires
(also known as channels) and applied to specific areas of the
patient’s chest, arms, and legs [1]. There are three basic com-
ponents to an ECG signal: the P-wave, the QRS wave, and
the T-wave [2]. ECG signals are studies by assessing the lo-
cations or magnitudes of PR and ST segments, QRS, PR, QT,
and ST intervals, as well as additional data [3].

Comprehending these waves and intervals is essential in
detecting problems affecting the cardiovascular system and
assessing the overall condition of the heart. The Pan-Tompkins
approach is the predominant technique for the diagnosis of
ECG abnormalities [4].
Due to the fact that ECGs contain patient information, solu-
tions (such as encryption) are required to protect patient data
and maintain its quality, in order to avoid risks that lead to
erroneous diagnoses or treatment plans. One of the recom-
mended methods for encrypting ECGs is fully homomorphic
encryption (FHE).
This type of encryption allows for an infinite number of
operations to occur at any given moment; mixed operators
can perform any number of operations on the ciphertext. FHE
may be of the additive, multiplicative, or mixed variety [5].
Therefore, it offers greater security for cloud data and services.
The Gorti-enhanced homomorphic cryptosystem (EHC),
introduced by Gorti and Garimella in [6], is a specific type
of fully homomorphic encryption (FHE). EHC offers secure
indistinguishability under a chosen ciphertext attack (IND-
CCA), implying that an attacker cannot discern the keys for
a selected ciphertext [7].
This scheme is characterized by better performance than
previous systems, as it discovers and utilizes two distinct keys
for encryption and decryption: a secret key q, p and a public
keym [8]. The security of the scheme relies on the difficulty
of factoring the large number m (at least 1024, preferably
2048 bits), and the random number r adds an additional layer
of security, making it harder to deduce the original message.
This research introduces a novel approach to enhancing the
security of ECG signals in healthcare applications. Initially,
the Pan-Tompkins approach is used to examine and process an
electrocardiogram (ECG) signal in order to identify the QRS
complex. This method provides strong detection performance
when used with precise clinical ECG signal data. However,
ECG recordings made at outpatient clinics, low quality of the
signals and the noise present limit the ability of this algorithm
to identify QRS complexes [9].
To address this limitation, we increase the bandpass filter’s
upper cutoff frequency to 25 Hz (resulting in a 5 – 25 Hz
passband), removing noise while retaining significant sig-
nal components. To improve the efficiency of the encryption
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process, signal (X6) is initially converted to an integer repre-
sentation using a fixed-point representation. Subsequently,
quantization is applied to the integer values, optimizing the
data representation without sacrificing signal fidelity.
The resulting quantized signal is encrypted using the proposed
MEHC algorithm which employs a robust key generation
mechanism combining a linear congruential generator (LCG)
and the Miller-Rabin primality test [10], where the sender
applies the newly generated secret key p, q, Q to encrypt the
ECG data. A key feature of this approach is the enabling of
secure homomorphic operations, facilitated by a deterministic
evaluation key derived via SHA-256 hashing of the secret
key. This allows direct computation on the encrypted data
through a linear polynomial function, a core characteristic of
FHE.
After the encrypted evaluation is complete, the signal is de-
crypted using public key g. This ensures that the transmitted
ECG data remains private and is protected against unautho-
rized access. The signal is re-quantized and converted back
to its original floating-point representation after decryption,
thereby preparing it for subsequent analysis and classification.
The proposed method improves robustness against factoriza-
tion attacks, contributing to improved efficiency, reliability,
and analysis of the transmitted ECG signal.
This study is structured as follows. Section 2 reviews related
work, whereas Section 3 provides an in-depth description of
the proposed algorithm. Section 4 analyzes the experimental
findings and compares them with previous work, and Section
5 concludes the article.

2. Related Works

Before discussing the proposed approach, it is imperative
that we first review the current methods used to protect the
ECG signal. This section highlights relevant encryption tech-
niques that allow calculations to be performed on encrypted
data while maintaining secrecy, and discusses the strengths
and limitations of these methods to provide context for our
contributions.
To guarantee the security of medical data during their trans-
mission, the authors of [11] suggest an encryption method for
ECG signals based on the partial homomorphic encryption
technique (PHE). To encrypt the signals, the study combines
the Pan-Tompkins algorithms for QRS complex detection
with the PHE-RSA method. This approach can detect cardiac
abnormalities and calculating the heart rate while protecting
sensitive data from unauthorized access.
The study was carried out using MIT-BIH arrhythmia data.
Of 20 recordings, the results indicate that 18 of them had the
same outcome. the method achieved a 90% accuracy rate and
was quick, demonstrating its effectiveness in securing ECG
signals. However, while focusing on enhanced security, the
study lacks a deeper exploration of potential vulnerabilities
or attack scenarios, which is crucial to understanding the
system’s robustness.

In article [12] a new system based on fully homomorphic
encryption (FHE) methods was proposed. The strength of
this approach lies in its ability to achieve a high sensitivity
of 92.59% and a positive predictive accuracy of 90% for
detecting arrhythmias, while simultaneously maintaining
data privacy. This method faces some limitations, including
computational complexity, in addition to a lack of detailed
comparison with other FHE schemes, which makes it difficult
to evaluate the advantages and disadvantages of the proposed
approach. Addressing these limitations is critical to realize
the full potential in secure healthcare data sharing.

In [13], a new fully homomorphic encryption algorithm with
an advanced encryption standard (FHEAES) was introduced
to encode electrocardiogram (ECG) signals for improved
security and data privacy. The ECG measurements were pro-
cessed using the Pan-Tompkins algorithms, followed by en-
coding using the FHEAES algorithm. The proposed algorithm
integrates an evaluation process as an additional security lay-
er, enabling mathematical operations to be performed on
encrypted data without decryption.

The algorithm was evaluated using various ECG signals ob-
tained from the MIT-BIH database and demonstrated a 95.8%
accuracy rate in classifying heart rates and 100% accuracy
in decryption, highlighting the effectiveness of homomor-
phic encryption in securing ECG signals. In general, while
FHEAES offers robust security and privacy features, its com-
putational complexity and key management requirements
present challenges that need to be addressed for optimal im-
plementation in real-world applications.

Paper [14] presents a new approach to secure transmission of
ECG signals over the Internet by combining set partitioning
in hierarchical trees (SPHIT) with RSA encryption. The ap-
proach aims to address bandwidth and security issues related
to the transmission of sensitive medical data while maintain-
ing the quality of the ECG signal. The use of RSA encryption
provides a strong foundation for protecting confidentiality
of patient data and ensuring secure communication. Howev-
er, it is not appropriate for large signals or for real time use.
Instead, the FHE encryption algorithm is capable of perform-
ing simultaneous addition and multiplication operations, thus
adding further security to the signal.

The authors of [15] tested the feasibility of analyzing ECG
data in the cloud using FHE, aiming to secure patient priva-
cy while enabling remote healthcare services. The suggested
technique is based on Gentry’s FHE and BGV techniques.
The findings indicate that while FHE is promising, it suf-
fers from major performance constraints, especially since
decryption time dominates addition operations and every bit
of encryption necessitates a large amount of storage.

These limitations, as exemplified by the 800 000-fold increase
in storage space needed by Gentry’s FHE scheme for one
hour of patient data, highlight the need for further exploration
of alternative secure computation methods that are capable
of balancing security with practical efficiency for real-world
healthcare applications.
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Fig. 1. Flow chart of the proposed approach.

3. Proposed Method

This research is divided into four steps: preprocessing, en-
cryption, decision-making, and classification. Initially, the
Pan-Tompkins technique was used for signal pre-processing.
Subsequently, the signal (X6) was transformed into an integer
representation and quantized to enhance the representation of
the data while preserving signal fidelity.
In the second part, the proposed MEHC algorithm was used to
encrypt the ECG signal, which improves security and makes
it more difficult for attackers to gain access. Subsequently
to decryption, the signal underwent re-quantization and was
restored to its original format. In the decision-making stage,
this resulting signal was analyzed to detect QRS complexes,
a prominent feature in ECG assessments.
The characteristics of these features are used to calculate the
heart rate, which is then classified. This ensures the privacy
and integrity of sensitive medical information, improving
the efficiency and reliability of ECG signal transmission and
analysis.
Figure 1 shows the methodology of this study presented in the
form of a flowchart. We use raw ECG data from the MIT-BIH
database [16]. Details regarding the specific dataset used are
provided in Subsection 4.1.

3.1. Preprocessing Signal

The pre-processing stage (Fig. 2) involved several steps to pre-
pare the ECG signal for subsequent encryption and analysis.
The Pan-Tompkins algorithm was applied for initial detection
of the QRS complex [17]. To improve the algorithm’s robust-
ness against noise and low-quality signals, we increased the
bandpass filter’s upper cutoff frequency to 25 Hz. This spe-
cific bandpass was chosen to ensure effective noise removal
while preserving critical signal components, thus striking
a necessary balance for reliable QRS detection under various
recording conditions.
The processing of the ECG signal within this methodology is
conducted in the following manner: the raw ECG signal (X1)
is subjected to a bandpass filter, comprising a low pass (X2)
and a high-pass (X3) stage, with a passband of 5 – 25 Hz.

MIT-BIH arrythmia
database

Raw ECG 
data

Bandpass
filter

Derivation
filter

Squaring Moving-window
integration

X1 X3 X4 X5

X6

Fig. 2. Preprocessing ECG signal diagram.

Following the bandpass filter (X3), the signal-to-noise ratio
is improved, consequently enhancing the overall sensitivity
of the detector. Subsequently, the filtered signal undergoes
a series of transformations, including differentiation (X4),
a squaring function (X5), and integration of the moving
window (X6).

3.2. Fixed-point Representation and Quantization

After receiving the output of the moving window coordinates
(X6), a two-step transformation (fixed-point representation
and quantization) is performed to optimize it for the encryp-
tion process. By adopting these transformations, the system
can efficiently manage the data without sacrificing its integri-
ty.
It is a technique used to represent floating-point numbers using
integers [18]. In this study, the signal (X6) is transformed into
a discrete integer representation using a scaling factor. This
requires selecting appropriate scale factors for each data point
based on its magnitude. By scaling the values, we can preserve
precision while decreasing the number of bits necessary for
representation.
Once the relevant scale factors are determined, each floating-
point value in the (X6) signal is multiplied by its correspond-
ing scale factor and rounded to the nearest integer. This results
in an integer signal (Int_Sig) that precisely describes the (X6)
signal.
To further optimize data representation, quantization is per-
formed for integer values. This approach attempts to enhance
the retention of essential signal properties while lowering
distortion, thereby boosting performance of subsequent ana-
lytical tasks [19]. This technique is widely applied in audio
and voice compression, image processing, and biological
signal analysis, particularly in ECG signal evaluation. The
following formulae were applied to determine the signal after
quantization (Quant_Sig) [20]:

Yi =
{
Xi −Xmin
Xmax −Xmin

}
× 2n−1 , (1)

where Yi and Xi represent the i-th sample in quantized array
Y and original signal X . Xmax and Xmin represent the
maximum and minimum values of signalX (here the original
signal is Int_Sig).
Following acquisition of the quantization signal (Quant_Sig),
encryption is performed using the proposed MEHC system.
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3.3. Modified Enhanced Homomorphic Cryptosystem
(MEHC)

Based on the Gorti-enhanced homomorphic cryptosystem
(EHC), we incorporate a modified MEHC scheme. This fully
homomorphic public-key encryption scheme utilizes a pair
of public and private keys.
Key modifications implemented to enhance security include
using a larger modulus value (related to public key g), which
strengthens immunity to factorization attacks, and incorpo-
rating a prime number Q into the secret key to enlarge the
message space. The robust key generation process integrates
the Miller-Rabin primality test and the linear congruential
generator. This modified scheme ensures data privacy by
executing various computational operations (addition and
multiplication) on the ciphertext without necessitating de-
cryption, enabled by a deterministic evaluation key derived
via SHA-256 hashing of the secret key. These changes aim
to improve the performance and enhance security, making it
particularly beneficial for applications demanding enhanced
data privacy and security.
The approaches used in this study are presented below.
The most common approach for obtaining random numbers
is a technique known as the linear congruential generator
(LCG). We utilized it to create a massive list of odd integers
for a subsequent primality test [21].

Xn+1 = (aXn + C) mod m , n ∈ Z+ . (2)

The seed value of the series is X0, while the multiplier is
a, the increment is C, the created modulus is m, and the
random numbers are denoted by Xn. The quality of the
generated sequence depends heavily on the choice of a, C,
andm parameters. To ensure a long period and good statistical
properties, the following conditions should be met:

gcd(C,m) = 1 , (3)

a ≡ 1 mod p for every prime p dividing m , (4)

a ≡ 1 mod 4 if m is a multiple of 4 . (5)

Withm = 2k; a = 4b− 1; C as an odd number (b; k > 0).
A satisfactory result can be obtained by setting the increment
C to zero [22].
The Miller-Rabin primality-testing algorithm is a primality
test that assesses if a specific number is likely to be prime.
This test is based on Fermat’s little theorem [10].
The proposed MEHC algorithm consists of four processes, as
described below.
The proposed algorithm generates three keys: public key pk,
private key sk, and evaluation key ek. The algorithm follows
the following steps to create these keys:
1) Generate two large prime numbers p and q using LCG,

such that p > q. The primality of these numbers is verified
using the Miller-Rabin test.

2) Calculate modulusm = p × q
3) Calculate g = m2 + 1

Algorithm 1 Miller-Rabin primality test to verify the primal-
ity of an odd number n

1: Find integers r andm such that n− 1 = 2 r ×m
2: Choose randomly any integer a ∈ [1, n− 1]
3: Compute: b0 = am mod n
4: Compute bi, k times bi = bi − 1
5: The result must be = ±1
6: if the result is 1 then
7: n is a composite number
8: end if
9: if the result is –1 then

10: n is a prime number
11: end if

4) Select a prime numberQ that satisfies the conditionQ|p2|_.
The primality of this number is verified by the Miller-
Rabin test.

Based on these generated values, the keys are defined as
follows:
• Public key g. This value is designed to obscure the original

valuem.
• Private key p, q, Q.
• Evaluation key ek is derived by computing the SHA-256

hash of the combined parameters p, q, and Q, and then
reducing the resulting hash value modulo g.

The encryption procedure takes the quantized ECG signal
(Quant_Sig) as input and generates the corresponding cipher-
text C. This process utilizes scheme parameters Q and g,
along with a random vector r for probabilistic security. The
encryption is calculated using the following formula:

C = (Quant_Sig + r ×Q+ r × g) mod g . (6)

The evaluation process receives ciphertexts C that originate
from the encryption process as input and creates new cipher-
textsC ′ as output, which will be termed evaluated ciphertexts.
An assessment procedure is performed on the server side be-
fore decryption. This fundamental procedure was suggested to
be added to the MEHC algorithm in order to accomplish ho-
momorphic encryption. It conducts mathematical operations
homomorphically on the ciphertext.
Our approach converts the generic evaluation function f into
a linear polynomial. This decision is driven by the simplicity
of linear polynomials, which improves performance, as well
as its ability to provide better security. A linear polynomial
is characterized by constant real values and has a degree
of one [23]. The suggested evaluation function generates
evaluated ciphertexts C ′ using three parameters: random
integerN , evaluation key ek and new modulo g. The following
formula represents the procedure:

(C′)← EvalN,ek,g(f, C) , (7)

C′ = (N × C + ek) mod g . (8)

N was chosen in the MEHC algorithm to be a variable number
rather than a constant number to increase the level of security
by making it more difficult to hack or break. Such a higher
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degree of protection results from the fact that the variable
number itself costs the hacker or third party. Before putting
it in the encryption equation, the user must first ascertain
whether the integer is variable or not.
This requires an additional effort to crack the encryption.
The proposed algorithm is fully homomorphic, which implies
that it can handle both multiplicative and additive homo-
morphic properties, as demonstrated in Eq. (8). The correct
decoding of the ciphertext is essential for the success of ho-
momorphic encryption.
The decryption process involves using the inverse of the
evaluation function (a linear polynomial function) followed
by the MEHC decryption algorithm with the secret key to
recover the plaintext from the ciphertext in the following
manner:

C =
(
(C′ − ek)×N−1

)
mod g , (9)

Dec_Sig = C mod Q . (10)

3.4. Decision Making

Once decrypted, the signal is converted back to its origi-
nal floating-point representation, preparing it for this deci-
sion phase. This step involves labeling signal peaks as QRS
complexes by applying several thresholds, distinguishing
them from noise peaks, which may include muscle noise
and T waves. Figure 3 presents a diagram that illustrates
the decision-making phase. To be identified as a QRS com-
plex, a peak must be recognized as such a complex in both
the decrypted signal and the bandpass-filtered waveforms.
Specifically, the following threshold values were used [24]:

SPK = 0.125× Peak + 0.875× SPK , (11)

NPK = 0.125× Peak + 0.875×NPK , (12)

Threshold 1 = NPK + 0.125× (SPK −NPK) , (13)

Threshold 2 = 0.5× Threshold 1 . (14)

SPK and NPK are the peak values of the running estimates
of the signal and noise, respectively. Value threshold 2 is
used only if threshold 1 fails to find a QRS complex within
a certain distance from the detected one.
The thresholds were automatically changed to adapt to
changes in QRS shape and heart rate. Once the QRS complex
is detected, the R position is specified, leading to the RR in-
terval, and computing the heart rate (HR) according to the
equation [21].

HR =
Number of R peaks

Time of ECG signal [s]
× 60 . (15)

The heart rate was classified as normal or abnormal HR.
Normal heart rate varies from 60 to 100 bpm, but irregular
heartbeats indicate arrhythmia (either bradycardia or tachy-
cardia), which helps the physician to make the appropriate

Threshold

Noise peak

Heart 
rate

RR internalQRS complexSignal peak

Re-convert
signal T wave, noise, etc.

Fig. 3. Diagram of the decision-making phase.

inference. It also helps the analyst to perform further analysis
and detection-related steps.

3.5. Parameter Estimation

The reference annotation and the WFDB toolbox provided
by the Python suite were used for this evaluation [15]. Sev-
eral values are introduced to assess the effectiveness of the
presented algorithm, including:
• True positive (TP) – correctly identified QRS complexes.
• False positive (FP) – peaks incorrectly identified as QRS

complexes.
• False negative (FN) – missed QRS complexes.
• True negative (TN) – peaks correctly identified non-QRS

peaks.
Performance of the algorithm is evaluated by calculating its
accuracy, sensitivity, positive prediction, and detection error
rate, with all of the aforementioned terms defined as follows.
• Accuracy (Acc) assesses the algorithm’s overall correctness

in identifying both QRS complexes and non-QRS peaks.

Acc =
TP + TN
Total beats

× 100 [%] . (16)

• Sensitivity (Se) is its ability to accurately identified QRS:

Se =
TP

TP + FN
× 100 [%] . (17)

• Positive prediction represents the probability of QRS iden-
tified among the true QRS.

+P =
TP

TP + FP
× 100 [%] . (18)

• Detection error rate (DER) is a measure that indicates the
overall error rate of the algorithm.

DER =
FP + FN
Total beats

× 100 [%] . (19)

4. Results and Discussion

This section presents the results obtained by applying the
proposed MEHC scheme to process ECG signal in a secure
manner. We detail the results achieved at various stages of
our approach – from preprocessing, to encryption and secure
classification of the decrypted signal. The effectiveness of the
encryption method and the overall effectiveness in identifying
cardiac abnormalities are evaluated using various indicators.
The ECG signals were obtained from the MIT-BIH arrhythmia
database containing 48 heartbeat signal recordings, with
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Fig. 4. ECG processing results involving record no. 112.

a sampling rate of 360 Hz. In each recording, the first channel
represents the modified lead II (MLII), while the subsequent
channel is designated as one of the leads v1, v2, v4, or
v5, depending on a specific recording. Given that MLII is
consistently present in all recordings and demonstrates great
accuracy [25], we used MLII data for this investigation.

4.1. Pre-processing Signal

This stage consists of two main processes: data acquisition
and pre-processing. Figure 4 shows the procedures used in
processing record no. 112. To remove the noise and exist-
ing artifacts, bandpass filtering was employed. The following
phase involved the use of differentiation to determine the high
slope to differentiate QRS complexes from other ECG waves.
To make all the data positive and highlight the higher fre-
quencies of the signal, the sample was first squared gradually.
After this square, the waveform passed through the moving
window integrator.

4.2. Encryption/Decryption Process

To prepare the ECG signal for encryption, a two-step transfor-
mation procedure is applied. First, the signal is transformed
into an integer representation using fixed-point arithmetic.
This involves scaling the signal values to make sure that
they fit within a certain integer range. Subsequently, adaptive
quantization is performed on the scaled integer values, divid-
ing the signal range into 256 discrete levels to maximize the
representation of data.
Following quantization, the ECG signal is encrypted using
the proposed MEHC scheme. The scheme relies on parame-
ters derived from two large 512-bit prime numbers p and q, so
the public key component g is approximately 2048 bits. The
substantial size of these parameters, particularly of g, con-
tributes significantly to the security of the scheme. Figure 5
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illustrates the signal at different stages, including the prepro-
cessed signal (X6) and the resulting encrypted and decrypted
signals after applying the MEHC scheme.
We noticed that the original signal is completely different
from the encrypted signal. Nevertheless, upon decryption, we
acquire a signal that is identical to the original signal. This
observation highlights the effectiveness of the encryption
process in protecting data while maintaining its integrity.
To complement this visual assessment and further validate
security against statistical attacks, we performed a detailed
analysis.

4.3. Analysis of Statistical Attacks

Using signal diffusion in the encrypted signal, intruders at-
tempt to anticipate the original signal and secret keys in
a statistical attack. The histogram, the correlation coefficient,
and the mean square error (MSE) are analyzed for verification
of the statistical attack. To evaluate the effectiveness of the
encryption scheme in preventing statistical attacks, we ana-
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lyzed the histogram of the encrypted signal. A well-encrypted
signal should exhibit a uniform distribution that resembles
random noise.
Figure 6 clearly demonstrates that the proposed approach
meets this criterion. The histogram of the encrypted ECG
signal is significantly different from that of the original signal
and displays a uniform distribution. This indicates that the
encrypted signal is statistically indistinguishable from random
noise, making it resistant to statistical attacks.
The correlation coefficient is a statistical metric that assesses
the degree and direction of the linear association between
two variables. In cryptography, it can be used to evaluate the
security of an encryption algorithm and its ability to fend off
statistical attacks.
A correlation value of –1 signifies a perfect negative linear
connection, 1 signifies a perfect positive linear relationship,
and 0 signifies the absence of a linear link.
We assessed the security of the proposed encryption scheme
by calculating the correlation coefficients between the orig-
inal and encrypted ECG signals. We analyzed all possible
column and row pairings involving raw and encrypted ECG
data [26]. The findings shown in Tab. 1 indicate that the cor-
relation coefficients between the raw and encrypted signals
are markedly low. This means that the encrypted signal is
considerably different from the original signal, making it
very resistant to statistical attacks. Consequently, the pro-
posed technique is successful in ensuring the security and
confidentiality of ECG data.
Mean squared error (MSE) was used to measure the distortion
induced by encryption, homomorphic evaluation, and decryp-
tion stages [13]. The MEHC method produced a surprisingly
low average MSE of roughly 3.43 · 10−8. This tiny amount
of error is a critical result, indicating that calculations per-

formed fully inside the encrypted domain generate only minor
numerical errors. Such a high degree of signal fidelity after
decryption is a therapeutic need. It guarantees that crucial
ECG properties, including the exact amplitudes and durations
of the P waves, QRS complexes, and T waves, as well as the
critical PR, QRS, and QT intervals, are retained. This preser-
vation directly affects the accuracy of automated arrhythmia
detection systems and the reliability of future clinical inter-
pretation. Therefore, the proposed MEHC scheme efficiently
reconciles the need for robust data security in cloud-based
ECG processing with the need to preserve high signal quality
that is necessary for accurate and reliable medical diagnosis.

4.4. Decision Making

After decryption, the ECG signal undergoes dequantization
followed by conversion to its original floating-point form.
The QRS complex identification process is then performed
on the restored signal. Figure 7 illustrates the QRS complexes
on a filtered ECG signal. The QRS complexes are marked by
purple circles. The graph includes a background noise level

Tab. 1. Results of the correlation coefficients of encrypted signals.

Record Correlation Record Correlation
no. coefficient no. coefficient

100 0.001151854 201 0.000885001
101 –0.000578912 202 0.000250119
102 –0.000669556 203 0000482145
103 0.001295191 205 0.000742561
104 0.001038385 207 0.001767004
105 0.000953979 208 –0.001236361
106 0.000304367 209 0.00297388
107 0.000532022 210 0.000755799
108 0.0000125535 212 0.000441197
109 0.003018805 213 0.000711752
111 0.001969152 214 0.000676252
112 –0.001360556 215 0.000885888
113 0.001442974 217 0.002380301
114 0.000284177 219 0.00088243
115 –0.000108819 220 0.000449283
116 0.002244413 221 –0.000336268
117 –0.000393281 222 0.000473388
118 0.002158905 223 0.001647422
119 0.00126128 228 0.003093744
121 0.00087087 230 –0.000017272
122 0.002106787 231 0.002384566
123 0.001947021 232 0.001998768
124 –0.000769574 233 0.000740326
200 0.000891936 234 0.001472958

52
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025



Using Modified Gorti-enhanced Homomorphic Cryptosystem to Improve Security of ECG Signal

A
m

p
li

tu
d
e

0 500 1000 1500 2000 2500 3000 3500

filtered ECG
QRS complex
noise level
signal level
adaptive threshold

–0.50

–0.25
0

0.25

0.50
0.75

Samples

Fig. 7. Decision-making results (record no. 112).

line (black), a signal level line (red), and a dashed green line
showing the adaptive threshold used to detect QRS complexes.

4.5. Heart Rate and Classification

Table 2 highlights the analysis of heart rate results after us-
ing the MEHC algorithm. The 48 records were taken from
the MIT-BIH arrhythmia database. We classified the results
as normal or abnormal after comparing data collected af-
ter decryption with the heart rate range obtained from the
database.
Our findings revealed that once the ECG signal was decrypted
using the proposed method, 46 of 48 samples in the MIT-BIH
database were classified correctly. For records 210 and 217,
the results obtained were classified incorrectly because they
contained significant amounts of noise. This suggests that the
algorithm is mostly resilient and is capable of effectively clas-
sifying almost all samples despite the presence of noise in
a couple of instances. Consequently, it underscores the possi-
bility of practical implementation in real-world scenarios.

4.6. Performance Comparison

To test the efficacy of the proposed system, we assessed each
ECG sample in the MIT-BIH database using four essential
metrics: accuracy, sensitivity, positive predictive value and
detection error rate. The average values of these measures
were calculated and compared with the findings of previous
investigations, as shown in Tab. 3.
The results show competitive performance of the proposed
solution when various metrics are compared with other ECG
record encryption methods, demonstrating the effectiveness
of the MEHC approach. Our method consistently achieves the
highest levels of accuracy on various record counts, indicating
reliable data preservation. We also obtained high rates of
sensitivity, demonstrating the technique’s decent efficacy in
accurately detecting genuine positive instances of arrhythmia.
Moreover, the proposed approach correctly classifies a vast
majority of positive instances, as evidenced by the positive
predictive values.
Moreover, the method boasts the lowest detection error rate
(DER) among all studied approaches, demonstrating its ex-
ceptional stability and dependability.

5. Conclusions
The primary goal of signal security is to protect against unau-
thorized access, as well as tampering, disruption, alteration,
and destruction of ECG signals. In this study, an altered ver-

Tab. 2. Heart rate results (in bpm) with classification.

Record Heart rate
range

HR after
using

MEHC
Classification

100 70 – 89 75.5003 Normal ✓

101 55 – 79 62.0751 Normal ✓

102 72 – 78 72.6757 Normal ✓

103 62 – 92 69.2197 Normal ✓

104 69 – 82 71.6787 Normal ✓

105 78 – 102 86.1342 Normal ✓

106 49 – 87 65.7969 Normal ✓

107 68 – 82 70.5157 Normal ✓

108 44 – 78 64.9329 Normal ✓

109 77 – 101 83.9742 Normal ✓

111 64 – 82 70.5489 Normal ✓

112 74 – 91 84.3729 Normal ✓

113 48 – 87 59.616 Bradycardia ✓

114 51 – 82 59.4498 Bradycardia ✓

115 50 – 84 64.8997 Normal ✓

116 74 – 86 79.488 Normal ✓

117 48 – 66 51.0092 Bradycardia ✓

118 54 – 91 75.7329 Normal ✓

119 61 – 84 66.0295 Normal ✓

121 55 – 83 61.8757 Normal ✓

122 67 – 97 82.2794 Normal ✓

123 41 – 65 50.3446 Bradycardia ✓

124 47 – 64 53.4683 Bradycardia ✓

200 69 – 111 86.6658 Normal ✓

201 31 – 61 63.6702 Normal ✓

202 49 – 69 70.7483 Normal ✓

203 63 – 173 96.8345 Normal ✓

205 80 – 99 88.1612 Normal ✓

207 57 – 90 72.3434 Normal ✓

208 91 – 134 94.8738 Normal ✓

209 82 – 116 99.8585 Normal ✓

210 63 – 158 85.1372 Normal ×
212 63 – 108 91.3182 Normal ✓

213 101 – 113 107.4683 Tachycardia ✓

214 49 – 92 74.9354 Normal ✓

215 81 – 215 111.6222 Tachycardia ✓

217 69 – 103 73.2074 Normal ×
219 38 – 75 71.5126 Normal ✓

220 58 – 74 68.0566 Normal ✓

221 47 – 110 79.1225 Normal ✓

222 49 – 84 82.5785 Normal ✓

223 75 – 94 86.4 Normal ✓

228 54 – 80 69.6517 Normal ✓

230 63 – 99 74.9686 Normal ✓

231 49 – 69 52.2055 Bradycardia ✓

232 24 – 28 59.3169 Bradycardia ✓

233 98 – 110 102.0517 Tachycardia ✓

234 84 – 99 91.3514 Normal ✓

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025 53



Fatma Zohra Besmi, Samia Belkacem, and Noureddine Messaoudi

Tab. 3. Comparison with other studies.

Method Software Record Same record Acc [%] Se [%] +P [%] DER [%]

RSA [9] Matlab R2019a 20 18 90 NR NR NR
Our study Python 20 19 99.11 99.19 99.9 0.89

Gentry FHE [10] Matlab R2019a 27 25 NR 92.59 90 14.8
Our study Python 27 26 98.58 98.89 99.45 1.65

FHEAES [11] Matlab R2018b 48 46 95.8 NR NR NR
Our study Python 48 46 98.48 99.10 99.33 1.52

sion of the EHC technique is used to build a secure ECG
signal encryption system.
The effectiveness of the designed cryptosystem was assessed
with the use of various signals taken from the MIT-BIH
arrhythmia database.
Heart rate was calculated after using MEHC and classified as
normal or abnormal, helping to diagnose arrhythmias, such
as bradycardia and tachycardia. When compared with results
from the original database, the suggested MEHC technique
achieves a 98.48% degree of accuracy, a 99.10% sensitivity
rate and a 99.33% positive prediction rate.
Furthermore, MEHC is considered a successful homomorphic
encryption method, since it correctly decodes the encrypted
data. This ensures the algorithm’s suitability and clarity. It
also guarantees a high degree of security and privacy in
practical applications, such as encryption and decryption of
signal data.
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Abstract  Edge computing is a decentralized computing
paradigm that brings computation and data storage closer to da-
ta sources, enabling faster processing and reduced latency. This
approach is critical for real-time applications, but it introduces
significant challenges in managing resources efficiently in edge-
cloud environments. Issues such as increased response times,
inefficient autoscaling, and suboptimal task scheduling arise
due to the dynamic and resource-constrained nature of edge
nodes. Kubernetes, a widely used container orchestration plat-
form, provides basic autoscaling and scheduling mechanisms,
but its default configurations often fail to meet the stringent
performance requirements of edge environments, especially in
lightweight implementations like KubeEdge. This work presents
an ILP-optimized, LSTM-based approach for autoscaling and
scheduling in edge–cloud environments. The LSTM model fore-
casts resource demands using both real-time and historical data,
enabling proactive resource allocation, while the integer linear
programming (ILP) framework optimally assigns workloads
and scales containers to meet predicted demands. By jointly ad-
dressing auto-scaling and scheduling challenges, the proposed
method improves response time and resource utilization. The ex-
perimental setup is built on a KubeEdge testbed deployed across
11 nodes (1 cloud node and 10 edge nodes). Experimental re-
sults show that the ILP-enhanced framework achieves a 12.34%
reduction in response time and a 7.85% increase in throughput
compared to the LSTM-only approach.

Keywords  autoscaling, edge computing, ILP optimization, Ku-
bernetes, LSTM, resource efficiency, scheduling, throughput

1. Introduction

Edge computing represents an approach to data processing
that enables computation and storage closer to the data source
than using centralized cloud servers. This decentralized model
improves real-time data analysis, reduces latency, and im-
proves resource utilization, making it suitable for applications
like autonomous systems, smart cities, and industrial automa-
tion.
The unique requirements of edge computing environments,
including low latency responses and efficient resource utiliza-
tion, create significant challenges in workload management
and resource optimization.
KubeEdge is an open-source framework designed to extend
Kubernetes functionality to edge computing environments,

enabling efficient management of containerized applications
across distributed edge nodes. Bridges the gap between cloud
infrastructure and edge devices, facilitating seamless deploy-
ment and orchestration of workloads in resource-constrained
and geographically dispersed locations.
The architecture of KubeEdge includes components opti-
mized for edge scenarios, such as the CloudCore module,
which manages edge node control, configuration, and com-
munication with the Kubernetes API server at the cloud level,
and the EdgeCore module, which handles application deploy-
ment, resource monitoring, and local decision-making at the
edge, reducing dependency on continuous cloud connectivity.
Additionally, KubeEdge incorporates an edge message bus for
real-time communication between devices and applications,
requiring low latency and high responsiveness. By enhancing
Kubernetes with edge-specific capabilities, KubeEdge pro-
vides a robust platform for deploying scalable and reliable
applications in distributed environments.
Autoscaling completes scheduling by dynamically adjusting
the number of container replicas to match workload demands.
The Kubernetes HorizontalPod Autoscaler (HPA) primari-
ly relies on metrics such as CPU and memory usage to scale
resources. For edge computing, network traffic information
can play an important role in reducing response time [1].
Although effective in static or predictable workloads, this ap-
proach struggles in dynamic edge environments characterized
by unpredictable workload patterns.
Proactive scaling mechanisms, using predictive models such
as long-short-term memory (LSTM) networks, offer a promis-
ing solution [2]. By analyzing historical and real-time met-
rics, LSTM models can predict future resource demands, en-
abling preemptive scaling decisions. Reduce resource under-
utilization and overprovisioning and also ensure timely re-
sponses to workload fluctuations.
Scheduling in edge computing plays an important role in effi-
ciently assigning tasks to nodes while minimizing latency and
balancing workloads across distributed resources. Unlike tra-
ditional cloud environments, where computational resources
are large, edge nodes operate under strict resource limitations.
Effective scheduling requires consideration of factors such as
network conditions, task relationship, and node heterogene-
ity. For example, tasks that require real-time processing must
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be assigned to nodes closer to the data source to ensure low
latency, while less critical tasks can be offloaded to distant
nodes or cloud servers [3].
Recent advances have explored machine learning and integer
linear programming (ILP) to enhance scheduling efficiency,
but their integration with existing Kubernetes architectures re-
mains a challenge. Integrating autoscaling with scheduling in
Kubernetes enhances resource management by dynamically
adjusting workloads to real-time demands. Autoscaling mech-
anisms such as HPA scale pod replicas based on resource
utilization, while intelligent scheduling ensures optimal work-
load placement across clusters.
A survey on Kubernetes scheduling algorithms emphasizes
the importance of autoscaling-enabled scheduling, advocating
for algorithms that adapt to dynamic workloads by integrating
autoscaling into the scheduling process [4]. This combined
approach improves resource allocation and reduces latency
under fluctuating workloads.
This work integrates AI-based autoscaling and scheduling
mechanisms customized for Kubernetes-based edge-cloud
environments. We propose an ILP-optimized LSTM-based
approach that addresses the limitations of existing solutions.
Using CPU and memory usage as well as RTT metrics, the
LSTM model predicts workloads, enabling proactive scaling
decisions. In addition, an ILP-based scheduling algorithm as-
signs tasks to nodes based on real-time and predicted resource
availability, optimizing response time and resource utilization.
By integrating these processes, the proposed framework en-
sures efficient operation in dynamic and resource-constrained
environments.
The contributions of this work are as follows:
• an LSTM-based prediction model is proposed to forecast

resource utilization such as CPU, memory, and RTT, en-
abling accurate workload predictions,
• a combined autoscaling and scheduling framework that

integrates LSTM-based predictions with ILP-based opti-
mization is proposed,
• the proposed approach is evaluated in a KubeEdge testbed

environment to determine improvements in resource uti-
lization, response time, and workload prediction accuracy
and then compared to traditional methods.

The rest of the article is as follows. Section 2 reviews related
research and background study. Sections 3 and 4 outline the
mathematical model, the proposed model, and the algorithms.
The results are presented in Section 5, and conclusions are
given in Section 6.

2. Background Study
The KubeEdge architecture, as shown in Fig. 1, is designed
to seamlessly integrate cloud and edge computing environ-
ments. It consists of two main layers: the cloud layer and the
edge layer. The cloud layer hosts the master node, which con-
tains critical components like the scheduler, metric server,
deployments, and autoscaler. These components ensure that
tasks are managed efficiently, that resources are optimally

allocated, and that the overall system remains scalable and
reliable.
The edge layer, on the other hand, includes multiple worker
nodes that are connected through EdgeHub. These worker
nodes host applications and devices, providing compute power
at the edge of the network closer to end users.
The CloudCore, which operates in the cloud, is a key com-
ponent of the KubeEdge architecture. It consists of various
modules that handle critical communication, synchronization,
and management tasks. One of these modules is CloudHub,
which acts as the primary gateway for communication be-
tween the cloud and the edge nodes. It is responsible for main-
taining secure web socket connections and routing messages
efficiently. Another important module is the edge controller,
which oversees the management of edge nodes and synchro-
nizes pod metadata between the edge and the Kubernetes API
server. Additionally, the device controller plays a crucial role
in ensuring that device metadata is accurately synchronized
between the cloud and edge environments.
The KubeEdge architecture incorporates sophisticated mech-
anisms to handle varying workloads and dynamic resource
requirements. One of the standout features is its autoscal-
ing capability, which ensures that the system can adapt to
changes in computational demands. This is particularly im-
portant for edge computing scenarios where workloads can
fluctuate based on real-time events or user interactions. By
dynamically adjusting resources, KubeEdge maintains opti-
mal performance without overprovisioning or underutilizing
resources.
Scheduling in KubeEdge is another critical aspect of its
architecture. The scheduling framework operates both at the
cloud and the edge levels, ensuring that tasks are effectively
distributed across available resources. At the cloud level, the
master scheduler is responsible for global resource allocation.
It evaluates various factors such as resource availability,
network conditions, and task priorities to make informed
scheduling decisions.
At the edge level, the EdgeCore components handle local
scheduling. These components are designed to optimize
resource utilization while considering factors such as net-
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work latency and data locality. The distributed nature of this
scheduling framework allows KubeEdge to achieve a balance
between centralized control and autonomous operations at
the edge.
One of the most important aspects of KubeEdge is its ability
to maintain operational consistency even in the face of dis-
continuous connectivity. Edge environments often operate
in challenging conditions where stable network connections
cannot be guaranteed. KubeEdge addresses this challenge
by ensuring that edge nodes can continue to function au-
tonomously even when disconnected from the cloud. This
resilience makes it particularly suitable for scenarios like
industrial automation, smart cities, and remote monitoring,
where edge devices must continue to operate independently.

2.1. Related Work

In the realm of autoscaling, a hybrid proactive autoscaler opti-
mized for edge computing scenarios has been proposed in [5].
Utilizing a bidirectional long- and short-term memory (Bi-
LSTM) based load prediction model, this autoscaler predicts
future workloads and performs scaling operations preemp-
tively. Furthermore, an overload compensation algorithm is
implemented to ensure quality of service (QoS) degradation
due to underprediction, and a hybrid scaling method is ap-
plied to simultaneously adjust the number of pods and their
resource quota without restarting [5].
In [6], the authors introduce an integrated framework that
combines autoscaling and scheduling for edge-cloud envi-
ronments. This framework dynamically adjusts resources and
schedules tasks based on real-time workload analysis, enhanc-
ing system performance and resource utilization. Similarly,
article [7] presents a proactive autoscaling approach for edge
computing systems managed with Kubernetes. By forecasting
workloads using multiple user-defined metrics, the proposed
proactive pod autoscaler (PPA) scales applications accord-
ingly, outperforming the default autoscaler in both resource
utilization efficiency and application performance. These
studies highlight the importance of integrating predictive
models with resource management strategies to effectively
handle dynamic workloads in edge-cloud environments.
Node-aware autoscaling has been extensively explored to
address dynamic workloads in edge computing environments.
Paper [8] introduces a node-based horizontal pod autoscaler
(NHPA) designed for KubeEdge environments. Focuses on the
use of resource at the individual node level, allowing dynamic
adjustment of pod numbers independently for each node.
This ensures optimized pod allocation and seamless scaling,
particularly in scenarios where traffic volume fluctuates over
time and location, and communication links between edge
nodes may be unstable.
Integrating machine learning models with autoscaling has
been investigated in [9], while the authors present FedAvg-
BiGRU, a proactive autoscaling method in edge computing
that combines federated averaging (FedAvg) and multistep
prediction using a bidirectional gated recurrent unit (BiGRU).
This approach reduces network traffic by exchanging model

updates instead of raw data, thereby enhancing resource allo-
cation efficiency. Similarly, [10] proposes a hybrid proactive
autoscaler that combines horizontal and vertical scaling based
on future workload predictions. This method aims to im-
prove QoS and resource utilization efficiency in Kubernetes
clusters.
Predictive workload modeling is crucial to improve autoscal-
ing and scheduling in dynamic environments. In [11], the
authors address container job scheduling as a multiobjec-
tive optimization problem, proposing a linear programming
model to address this issue. They highlight the limitations
of traditional approaches in capturing the non-linearities as-
sociated with resource usage patterns, suggesting that deep
neural networks could offer a more effective solution.
Dynamic resource allocation frameworks have been developed
to enhance Kubernetes cluster management. For example,
a study [12] proposes a dynamic task offloading framework
in KubeEdge-based edge computing environments, utilizing
machine learning to optimize resource allocation and ensure
data privacy. This approach addresses the challenges of re-
source limitations and privacy concerns in edge computing
scenarios. Similarly, work [13] introduces a proactive hybrid
autoscaler designed for edge applications in Kubernetes. By
employing a Bi-LSTM based load prediction model, this au-
toscaler anticipates future workloads, enabling preemptive
scaling actions that improve resource utilization and maintain
QoS. These frameworks demonstrate the effectiveness of in-
tegrating predictive models and machine learning techniques
for dynamic resource management in Kubernetes clusters.
Efficient task scheduling is a critical challenge in edge com-
puting environments. In [3], the authors propose a network-
based container scheduling approach that considers the vari-
ous edge node network performance, such as geographical
location and network topology, to optimize resource alloca-
tion and application performance. Furthermore, [14] investi-
gates the performance of KubeEdge in terms of computational
resource distribution and latency between edge nodes. The
study reveals that forwarding traffic between edge nodes leads
to a degraded throughput and an increased service delay in an
edge computing environment. To mitigate this problem, the
authors propose a local scheduling scheme that processes user
traffic locally at each edge node, enhancing the performance
of edge devices.
In edge computing, efficient resource scheduling is crucial
to manage the limited computational resources and dynamic
workloads characteristic of edge environments. A compre-
hensive taxonomy of resource scheduling techniques is pre-
sented in [15], categorizing approaches based on application
scenarios, computational platforms, algorithm paradigms,
and optimization objectives. This taxonomy addresses chal-
lenges such as heterogeneity, workload dynamics, and the
need for real-time processing, providing a structured frame-
work for developing effective scheduling strategies. In addi-
tion, a multi-objective optimization algorithm is introduced
in [16], with the aim of minimizing latency and maximizing
resource utilization in edge systems. This algorithm consid-
ers factors such as task allocation, resource availability, and
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Tab. 1. Summary of related work and research gaps.

Ref. Focus area Methodology Research gap

[1] Traffic-aware
autoscaling

Incorporates traffic patterns into HPA for
Kubernetes

Lacks scalability for multi-cluster
deployments in edge computing

[2] LSTM-based
autoscaling

Analyzes real-time and historical metrics to
forecast resource demands, enabling

proactive scaling

Limited integration with scheduling
frameworks for task placement

[5] Proactive
autoscaling

Predicts workload demands using Bi-LSTM
models for preemptive scaling

Limited focus on heterogeneous resource
capacities in edge environments

[9] Federated
autoscaling

Leverages FL models to predict workload
variations across distributed edge nodes

High communication overhead and
synchronization challenges

[13] ILP-based
scheduling

Optimizes container task placement using
ILP models

Limited adaptability to dynamic workloads
in real-time systems

[14] Real-time
scheduling

Allocates tasks in KubeEdge environments,
focusing on real-time edge task execution

Does not incorporate latency-awareness in
multi-node edge deployments

[15] Resource-aware
scheduling

Proposes a taxonomy for scheduling
algorithms with a focus on adaptive

mechanisms

Absence of integration with predictive
autoscaling mechanisms

[16] Multi-objective
scheduling

Employs multi-objective optimization to
balance latency and resource usage in task

scheduling

Requires enhanced scalability for
large-scale edge systems

network conditions to ensure efficient processing and time-
ly responses to user demands. By integrating these heuristic
and taxonomy-based approaches, edge computing systems
can achieve improved performance, adaptability, and resource
management.
Energy efficiency is a critical concern in edge computing
scheduling algorithms. In [18] a workload scheduling ap-
proach based on deep reinforcement learning (DRL) has
been proposed to balance workloads, reduce service time,
and decrease task failure rates in edge environments. This
method utilizes deep Q-network (DQN) algorithms to ad-
dress the complexities of workload scheduling, with the aim
of improving virtual machine utilization and overall system
performance. Article [19] introduces energy-efficient schedul-
ing algorithms to minimize computational overhead while
maintaining performance in edge environments.
In the realm of edge computing, DRL has been used to im-
prove task scheduling efficiency. In [20] the DRL-based task
scheduling algorithm has been introduced to intelligently
manage tasks in edge computing settings, focusing on re-
ducing service delay and traffic load. This approach uses
reinforcement learning to optimize task assignments, thereby
enhancing the efficiency of edge computing systems.
ILP-based approaches have also been used to optimize re-
source allocation. The authors of [21] use ILP models to opti-
mize the placement of service function chains (SFC) in edge
cloud environments, integrating workload predictions from
LSTM models to improve efficiency. Similarly, paper [22]
proposes the combined predictive autoscaler (COPA), which
combines horizontal and vertical scaling to optimize resource
usage in Kubernetes clusters.

Research is summarized in the Tab. 1 highlights significant
advances in the fields of autoscaling and scheduling tech-
niques.

3. ILP Formulation for Joint Autoscaling
and Scheduling

To optimize resource allocation, task placement, and replica
scaling simultaneously in the Kubernetes-based edge-cloud
environment using a linear framework, we propose an ILP
model. This model uses predictions from the LSTM model
to make proactive decisions, with the aim of minimizing
a composite cost function reflecting task priorities, network
latency, and a linear cost for scaling, while adhering to node
resource constraints. The decision variables are the following.
• xp,n: binary decision variable, where xp,n = 1 if the task
p is assigned to node n and xp,n = 0 otherwise. This
represents the scheduling decision.

• R: non-negative integer decision variable representing the
total target number of container replicas to be maintained
across the cluster, as determined by the integrated opti-
mization. This represents the autoscaling decision.

Parameters used in the proposed model:
• cp: cost or inverse priority associated with placing task p. A

higher cp might represent a lower priority task or a higher
intrinsic cost of running it.

• RTTn: predicted round-trip time parameter for node n.
In this work, RTTn is defined as the predicted latency
between edge node n and a designated central point within
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the cluster, the Kubernetes API server. This serves as
a proxy for the general responsiveness and accessibility of
node n from a control or coordination perspective. This
value is forecasted using a dedicated LSTM model.
The inputs to this LSTM model to predict RTTn for a spe-
cific node n include its own historical RTTn values (to
the central point) from previous time intervals, the current
CPU and memory utilization of node n, and the current
network interface traffic statistics for node n (e.g., bytes
in/out, packets in/out).
These input metrics are collected through Prometheus. The
LSTM is trained offline on historical data to learn patterns
and predict RTTn for the subsequent operational interval.
This predicted RTTn is then fed as a constant parameter
into each instance of the ILP optimization problem.
• γ: non-negative penalty factor for network latency. Con-

trols the importance of minimizing latency during task
placement.
• β: non-negative linear scaling cost factor. This weight

represents the cost associated with the deployment and
maintenance of each replica. Penalize solutions linearly on
the basis of the total number of replicas R.
• CPUp, memoryp: resource requirements (CPU cores,

memory units) of a single instance/replica of task p.
• CPUn, memoryn: resource capacities (available CPU

cores, memory units) of edge node n.
• N : total number of edge nodes.
• P : total number of tasks to be scheduled.
The following constraints ensure valid scheduling and re-
source allocation. Each task must be assigned to exactly one
node. To achieve this, the following formula is applied:

N∑
n=1

xp,n = 1, ∀ p ∈ {1, . . . , P} . (1)

The total CPU usage of tasks assigned to a node must not
exceed the CPU capacity. To prevent over-commitment of
CPU resources on any node, we use:

P∑
p=1

xp,n · CPUp ¬ CPUn, ∀n ∈ {1, . . . , N} . (2)

Total memory usage of tasks assigned to a node must not
exceed the memory capacity:

P∑
p=1

xp,n ·Memoryp ¬ Memoryn, ∀n ∈ {1, . . . , N} . (3)

The task-to-node assignment must be binary:

xp,n ∈ {0, 1}, ∀ p ∈ {1, . . . , P}, n ∈ {1, . . . , N} . (4)

The total number of replicas must be non-negative:

R ­ 0, R ∈ Z . (5)

The goal is to minimize the combined linear cost of task
placement, network latency, and replica scaling:

min
P∑
p=1

N∑
n=1

(cp · xp,n + γ · RTTn · xp,n) + β ·R . (6)

The objective function (6) aims to find the optimal balance
between scheduling efficiency and resource scaling costs
using a purely linear formulation:
• The scheduling cost term (cp ·xp,n) accumulates the intrin-

sic cost cp of placing the task p on node n. Favors placing
low-cost (high-priority) tasks.

• The latency penalty term (γ ·RTTn · xp,n) adds a penalty
proportional to the predicted latency (RTTn) of node
n where the task p is placed. The factor γ weights the
importance of latency. Minimizing this drives tasks towards
low-latency nodes.

• The linear scaling cost term (β·R) adds a cost that increases
linearly with the total number of replicas R deployed. The
factor β represents the cost per replica. This encourages
resource efficiency by penalizing unnecessarily high replica
counts.

The ILP solver finds the optimal integer values for xp,n (task
placement) and R (total replicas) that minimize this linear
objective function while satisfying all constraints (1)–(5).
The integration with LSTM remains the same as for ILP. The
LSTM model provides predictive inputs:
• The predicted round-trip time RTTn is used directly in the

latency penalty term.
• Other LSTM predictions can inform the setting of parame-

ters like cp, CPUp, or memoryp before solving the ILP.
By integrating autoscaling and scheduling equations into the
ILP framework, the proposed model addresses the challenges
of dynamic workload management in edge-cloud environ-
ments. The Gurobi solver is used to solve the ILP, ensuring
efficient optimization of resources while maintaining low
response times.

4. Proposed Methodology

This section details the methodology of the proposed system,
covering system workflow, dataset preparation, scheduling
algorithm, auto-scaling mechanism, and mathematical mod-
eling using ILP for combined scheduling and autoscaling.

4.1. System Model

The system model, depicted in Fig. 1, integrates auto-scaling,
scheduling, and predictive modeling to achieve efficient re-
source management in Kubernetes-based edge-cloud envi-
ronments. At the core of the design depicted in Fig. 2 is
a seamless workflow that begins with collecting real-time re-
source metrics, such as CPU usage, memory consumption,
and RTT from all nodes within the cluster.
Metric server as the monitoring agent, providing an uninter-
rupted stream of data essential for decision-making processes.
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Fig. 2. Detailed system model.

The autoscaler processes these metrics and prepares them
to forecast future workloads for 5 s using an LSTM-based
prediction model. This predictive model utilizes historical
and real-time data to estimate future resource requirements,
including CPU and memory usage, network delays, and ap-
plication request rates. Predicted values are stored alongside
the actual metrics, creating a continuously updated dataset to
retrain the LSTM model. This approach ensures that the ac-
curacy of the prediction evolves with changes in workload
patterns, making the system highly adaptive.
When resource demands exceed predefined thresholds, the
autoscaler proactively scales resources by either increasing
replicas or reallocating workloads to mitigate performance
bottlenecks. Similarly, the scheduler evaluates all nodes within
the cluster to determine the most suitable deployment location
for new or pending pods. This evaluation is based on a scoring
mechanism that incorporates predicted CPU and memory
usage, task priority, pod affinity, and network parameters
such as RTT. The node with the highest score is selected for
pod deployment, ensuring efficient and balanced resource
allocation.
To further enhance system performance, the model is de-
signed to retrain the LSTM predictor at regular intervals
using a cron job. The updated data set collected during op-
erations allows the retraining process to adapt to evolving
workload behaviors, ensuring the system remains capable of
handling unpredictable and dynamic resource demands.

4.2. Dataset

The data set used in this investigation was created us-
ing Prometheus, a powerful open-source monitoring tool.
Prometheus collects real-time metrics related to resource us-
age from Kubernetes-based edge-cloud environments. The
dataset consists of two main components: pod-level data for
autoscaling and node-level data for scheduling. Each data set
contains features that help predict future resource utilization
and optimize resource allocation strategies.
The pod-level dataset focuses on metrics crucial to making
auto-scaling decisions. The data set includes information

Tab. 2. Description of the dataset at the pod level.

Feature Description

timestamp The timestamp indicating the time of
the measurement

cpu CPU usage of the pod
memory Memory usage of the pod

rtt Round-trip time or latency for the pod

next_rtt Round-trip time or latency 5 s after the
current time

next_memory Memory usage 5 s after the current time
next_cpu CPU usage 5 s after the current time

Tab. 3. Description of the node-level dataset.

Feature Description

timestamp The timestamp indicating the time of
the measurement

nodename The name of the node
cpu CPU usage of the node

memory Memory usage of the node
rtt Round-trip time or latency for the node

next_rtt Round-trip time or latency 5 s after the
current time

next_memory Memory usage 5 s after the current time
next_cpu CPU usage 5 s after the current time

on CPU usage, memory utilization, RTT, and future predic-
tions. The data is continuously monitored and collected by
Prometheus. A detailed description of the pod-level dataset
features is provided in the Tab. 2.
The node-level data set is designed to help schedule pods to
the most optimal nodes. It includes both current and predicted
metrics for nodes such as CPU usage, memory usage, and
RTT. This data set is essential to implement an efficient
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scheduling algorithm. Table 3 provides a detailed description
of the features of the node-level dataset.

4.3. The Algorithm Description

The proposed methodology, shown in Algorithm 1, adopts
a cyclical, multiphase strategy to integrate predictive insights
with optimization for resource management in Kubernetes-
based edge environments. This structure aims at both proac-
tive adjustments and refined decision-making. The process
involves the following phases:
1) Proactive autoscaling (lines 11–23). This phase leverages

LSTM predictions (PredictMetricValues), derived from
current Prometheus metrics, to forecast future resource
demands. Based on these predictions versus operational
thresholds, a preliminary target replica count (NoofRepli-
casHeuristic) is calculated heuristically (lines 20–21). An
initial scaling action (ScaleDeployment) might option-
ally be performed at this stage (line 22) if the heuristic
count differs significantly from the current state, allowing
a rapid response to predicted load shifts.

2) Heuristic scheduling (lines 24–29). Following autoscal-
ing considerations, this phase performs a quick heuristic
placement for pending tasks. Calculate a score (Scoren)
for each node using the function f , based on current or
predicted resources and latency RTTn (line 26). Each
task is then preliminarily assigned to the node identified
as having the best score (BestNode) (lines 28–29).

3) ILP optimization and refinement (lines 30–39): The final
phase employs ILP for comprehensive optimization. An
ILP problem is formulated using the revised model, i.e.
constraints (1)–(4) and objective (6) (lines 32–33). The
inputs include node states, task requirements, predicted
RTTn by LSTM, and tuning parameters γ, β, cp. The ILP
is solved using Gurobi (line 34) to determine both the
final optimal task placement xp,n and the final optimal
total replica count Roptimal. This ILP solution refines the
decisions of the previous phases. The resulting Roptimal
dictates the definitive scaling action (lines 36–37), and the
optimized xp,n determines the final task deployment (line
39).

This multiphase design allows the system to potentially re-
act quickly using predictive heuristics (phases 1 and 2) while
leveraging the comprehensive optimization power of ILP
(phase 3) for refinement and determining the definitive scal-
ing and placement actions. Practical considerations such as
prediction accuracy, interphase delays, and ILP solve time
remain relevant for real-world performance.

4.4. Cron Job for LSTM Retraining

To maintain prediction accuracy, the LSTM model is pe-
riodically re-trained using updated datasets. A cron job is
implemented to automate this process. The steps involved are
as follows:
• Fetch updated metrics (CPU, memory, RTT) from

Prometheus,

Tab. 4. Hardware and software configuration.

Component Specification

Processor Intel core i5 7th Gen
RAM 128 GB DDR4

Storage 30 GB SSD per node
Operating system Ubuntu 20.04 LTS

Kubernetes version 1.29
KubeEdge version 1.19

Nodes 11: 1 cloud node, 10 edge nodes
RAM per node 4 GB
Virtualization VMware workstation

Orchestration tool Kubectl
Programming

framework TensorFlow, Python

Deployed application Web App using Ngnix

Tab. 5. Configuration of the LSTM model.

Parameter Value

Number of LSTM layers 16
Number of epochs 50

Batch size 64
Optimizer Adam

Loss function Categorical cross entropy

• Update the training dataset with the latest metrics,
• Retrain the LSTM model with the updated dataset to im-

prove prediction accuracy,
• Deploy the updated model into the system for future pre-

dictions.

5. Results and Discussion

The data set was generated in a multinode KubeEdge set-
up, consisting of one cloud node and ten edge nodes, and
metrics were collected at both node and pod levels using
Prometheus and bash scripts over a 10-hour period, captur-
ing diverse workloads and resource utilization patterns. Table
4 summarizes the configuration used, while the LSTM model
configuration is summarized in Table 5. Workloads to evalu-
ate autoscaling mechanisms were generated using the Apache
Benchmark (ab) tool, which aims at the deployed web server
application.
For the evaluations focusing on fixed sustained load for re-
sponse time, CPU/memory utilization), a total of 100 000
HTTPS GET requests ab Apache tool with concurrency of
100. This configuration creates a closed-loop workload mod-
el. In this model, ab attempts to maintain 100 concurrent
active connections to the server. As soon as a request re-
ceives a response, ab immediately issues a new request on
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Algorithm 1 ILP optimized LSTM-based autoscaling and scheduling.
1: Input:
2: Historical metrics {CPUt,MEMt, RTTt}Tt=1 from metric server
3: Current replica count Rcurrent from Kubernetes
4: Threshold values for CPU, memory, and RTT: ThresholdCPU,Thresholdmemory,ThresholdRTT
5: Resource capacities limit of nodes: CPUn,Memoryn, and RTTn
6: Tasks and their resource requirements: {CPUp,MEMp}Pp=1
7: Output:
8: Final optimized replica count Roptimal deployed
9: Task-to-node mapping xp,n used for deployment

10: while true do
11: Phase 1. Autoscaling
12: DesiredReplicaHeuristic← 1
13: FetchedMetrics← FetchMetricsFromPrometheus()
14: CurrentReplicas← GetCurrentReplicas(Deployment)
15: for metric in FetchedMetrics do
16: PredictedMetricValue← PredictMetricValues(metric)
17: DesiredMetricValue← GetDesiredMetricValue(metric)
18: MetricDesiredReplicas← ⌈CurrentReplicas · (PredictedMetricValue / DesiredMetricValue)⌉
19: DesiredReplicaHeuristic← max(DesiredReplicaHeuristic, MetricDesiredReplicas)
20: end for
21: NoofReplicasHeuristic← DesiredReplicaHeuristic
22: if NoofReplicasHeuristic ̸= CurrentReplicas then
23: end if
24: Phase 2. Scheduling
25: For each task p calculate node scores using resource metrics:
26: Scoren ← f(CPUn,Memoryn,RTTn)
27: Identify the most suitable node for each task:
28: BestNode← argmaxn(Scoren)
29: Schedule tasks to nodes based on the highest scores
30: Phase 3. ILP Optimization
31: Define decision variables: xp,n (binary), Roptimal (integer)
32: Formulate constraints using Eqs. (1)–(4)
33: Reference objective function from Eq. (6)
34: Solve ILP using Gurobi solver to determine optimal xp,n and optimal replica count Roptimal
35: ▷ The solved Roptimal refines/overrides NoofReplicasHeuristic from phase 1
36: if Roptimal ̸= CurrentReplicas then
37: ScaleDeployment(Roptimal)
38: end if
39: Deploy tasks to nodes based on the optimized xp,n
40: end while

that connection, continuing until 100 000 total requests are
completed. The request arrival process throughput measure-
ments obtained using ab tool are based on a deterministic
arrival process, where new requests are initiated as soon as
existing ones complete, constrained by the specified concur-
rency level. This approach subjects the system to continuous
high stress.

The Apache Benchmark (ab) tool was used with different total
request counts (-n parameter), specifically 10 000, 30 000,
50 000, 75 000, and 100 000 requests. The concurrency level
was kept constant at 100 (-c 100) for all of these runs. This
variation in the total number of requests, while maintaining
the same concurrency, effectively changes the duration of
the sustained load test. The nature of the request generation

remained a closed-loop model (100 concurrent connections
sending requests as fast as the server responds), allowing for
the measurement of sustained throughput under different total
work performed.
For the context of these experiments, throughput is defined as
the average rate at which the system successfully processes
requests over the entire duration of a given test run. It is
calculated as follows:

Throughput =
Total successfully completed requests

Total time taken for the test run [s]
. (7)

This value is directly reported by the ab tool upon completion
of each test. During the experiments, it was ensured that
the server did not explicitly reject requests due to overload;
thus, the measured throughput primarily reflects the sustained
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Tab. 6. Evaluation metrics for scheduling predictions.

Model Evaluation metric CPU Memory

LSTM
MSE 0.28 0.45
MAE 0.22 0.39

Tab. 7. Optimized LSTM predictions with ILP.

Evaluation metric CPU Memory

MSE 0.166 0.304
MAE 0.210 0.445

Tab. 8. Evaluation metrics for autoscaling predictions.

Model Evaluation metric CPU Memory

LSTM
MSE 0.156 0.104
MAE 0.247 0.195

service capacity of the autoscaled application deployment
rather than being affected by significant request loss.

5.1. Scheduling Predictions (Nodes)

Evaluation of models to predict CPU and memory usage
revealed that the LSTM model provides highly accurate
predictions. The evaluation metrics for the CPU and memory
usage predictions are presented in Table 6. One may notice
that the LSTM model achieved an MSE of 0.28 (CPU) and
0.45 (memory), with MAE values of 0.22 (CPU) and 0.39
(memory).
Table 7 demonstrates the impact of optimization using ILP.
The MSE and MAE values for CPU and memory predictions
are reduced. This improvement is achieved because ILP
minimizes the prediction error by systematically adjusting
the task allocations, ensuring greater accuracy.

5.2. Autoscaling Prediction (Pods)

The LSTM model is also employed to predict CPU and mem-
ory usage for the auto-scaling mechanism. The evaluation
metrics for autoscaling predictions are detailed in the Tab.
8. The values obtained show the performance of the LSTM
model for auto-scaling predictions across CPU and memo-
ry usage. The model achieved a mean squared error (MSE)
of 0.156 for the CPU and 0.104 for memory, indicating high
precision in predicting resource requirements. Similarly, the
mean absolute error (MAE) values were 0.247 for the CPU
and 0.195 for memory, demonstrating the reliability in mini-
mizing prediction deviations.
Table 9 highlights the improved prediction metrics after
optimizing LSTM predictions with ILP. By reducing errors
in resource estimation, the system achieves a better alignment
between predicted and actual usage, leading to improved
resource allocation efficiency.

Tab. 9. Optimized LSTM predictions with ILP for autoscaling.

Evaluation metric CPU Memory

MSE 0.135 0.089
MAE 0.356 0.202
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Fig. 3. Response time comparison: HPA vs. LSTM autoscaling.

5.3. Autoscaling Results

The evaluation of CPU and memory utilization, as well as re-
sponse time, was performed under a fixed workload of 50 000
HTTPS requests using the ab tool with 100 concurrent re-
quests at a time. This workload level was selected to simulate
medium to high resource utilization scenarios, providing in-
sight into system behavior under significant demand. The
metrics obtained offer a detailed view of resource consump-
tion and autoscaling efficiency under real conditions.
Response time refers to the end-to-end duration measured
by the Apache Benchmark client for each individual HTTPS
request, capturing the total time from request initiation to
the reception of the complete response from the application
server. This metric reflects the perceived latency under the
applied load. This measured application response time should
be distinguished from the predicted network latency parameter
RTTn used within the ILP objective function, which serves as
an internal factor optimized to influence this overall externally
measured response time.
Figure 3 presents a comparative analysis of the response times
between the default autoscaling mechanisms over time. The
graph reveals that the LSTM-based autoscaler consistently
maintains lower response times throughout the observation
period, with values ranging between 0.15 and 0.5 s. The
LSTM model demonstrates superior performance by achiev-
ing a 12.5% reduction in response time compared to the
default autoscaler.
The default autoscaler exhibits more pronounced fluctuations
and generally higher response times, with peaks reaching
approximately 0.4 s. In contrast, the LSTM-based autoscaler
maintains more stable performance with an average response
time of 0.262 s, compared to 0.298 s. This improvement can
be attributed to the ability of the LSTM model to predict
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Tab. 10. Response time metrics: HPA vs. LSTM autoscaling.

Metric HPA RT LSTM autoscaling RT

Minimum 0.201 s 0.161 s
Average 0.298 s 0.262 s

Maximum 0.398 s 0.373 s
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Fig. 4. Throughput comparison: HPA vs. LSTM autoscaling.

resource requirements and proactively adjust allocations,
resulting in more efficient resource utilization and reduced
latency.
The temporal pattern shows that while both autoscalers experi-
ence periodic fluctuations in response times, the LSTM-based
approach maintains better consistency and lower overall la-
tency. This improved stability and reduced response time
demonstrate the effectiveness of the LSTM model in dynamic
resource allocation, particularly in handling varying workload
conditions in edge cloud environments.
Table 10 highlights the statistical metrics for response time.
LSTM autoscaling consistently achieves better minimum,
average, and maximum response times compared to HPA,
ensuring faster response to workload fluctuations.
Figure 4 presents a comparison of throughput performance be-
tween the LSTM-based autoscaler and the default autoscaler
(HPA) across varying request loads from 10 000 to 100 000
requests. The LSTM autoscaler consistently demonstrates
superior performance, achieving a 29.2% improvement in
throughput compared to HPA. The graph illustrates the pro-
gressive increase in throughput as the request volume in-
creases. The LSTM autoscaler maintains a steeper growth
trajectory, starting at approximately 564.52 req/sec at 10 000
requests and reaching 913.54 req/s at 100 000 requests. On
the contrary, the default autoscaler shows a more modest pro-
gression from 490.89 req/s to 794.39 req/s over the same
range.
Figure 4 also provides a visualization of the performance gap
between the two approaches at specific request intervals. The
LSTM autoscaler achieves an average throughput of 744.36
req/s, outperforming the default autoscaler’s 647.18 req/s.
This performance differential becomes more pronounced with
higher request volumes, demonstrating superior capability in
handling increased workload demands.

Tab. 11. Summary of performance metrics.

Metric HPA LSTM autoscaling

Minimum 490.888 req/s 564.521 req/s
Average 647.169 req/s 744.644 req/s

Maximum 794.385 req/s 913.543 req/s

This improvement in performance can be attributed to the
ability of the LSTM model to predict resource requirements
and proactively adjust scaling decisions, resulting in more
efficient resource utilization and better handling of varying
workload patterns in edge cloud environments.
Table 11 presents a summary of the performance for HPA and
LSTM autoscaling. The LSTM autoscaling model consistently
delivers higher throughput, with a minimum of 564.52 req/s,
exceeding HPA’s 490.89 req/s.
The average throughput for LSTM autoscaling is 744.644
req/s, while HPA achieves 647.169 req/s, indicating an im-
provement. At peak load, LSTM autoscaling reaches a maxi-
mum throughput of 913.543 req/s compared to HPA’s 794.385
req/s. These results highlight the scalability and efficiency of
LSTM-based autoscaling over HPA.

5.4. Combined Autoscaling and Scheduling Results

Integrating LSTM-based autoscaling and scheduling ensures
a coordinated approach, improving workload distribution
and resource management. Evaluation of CPU and memo-
ry utilization, as well as response time, was performed using
a fixed workload of 50 000 requests generated with the Apache
Benchmark (ab) tool. This workload level was selected to
represent a realistic medium-load scenario, providing a com-
prehensive view of system performance under consistent
demand.
Figure 5 illustrates the response time comparison between
LSTM autoscaling with default scheduler and LSTM-based
autoscaling and scheduling over time. The LSTM autoscal-
ing with default scheduler exhibits higher response times
throughout the observation period, fluctuating between 0.201
and 0.397 s. The response time pattern shows notable varia-
tions, particularly between the 2040 s interval, indicating less
stable performance. On the contrary, the LSTM-based au-
toscaling and scheduling approach demonstrates consistently
lower response times across the entire timeline.
This combined approach maintains response times between
0.158 and 0.368 s, achieving a 12% improvement in the me-
dian response time (0.259 s vs. 0.294 s). The graph shows
more stable performance with fewer fluctuations, particu-
larly evident in the 30–50 s range, where the response time
variations are notably smaller than the default approach.
The improved stability and lower response times can be at-
tributed to the combined effect of auto-scaling with schedul-
ing. The integrated approach demonstrates superior resource
allocation efficiency, with the LSTM models working in tan-
dem to predict resource requirements and optimize pod place-
ment. This coordinated decision-making results in more pre-
dictable performance patterns and reduced latency, as ev-
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Fig. 5. Response time vs. time for combined scheduling and au-
toscaling.

Tab. 12. Comparison of response time for combined scheduling and
autoscaling.

Metric
LSTM based

autoscaling with
default scheduler

LSTM autoscaling
and scheduling

Minimum 0.201 s 0.158 s
Average 0.294 s 0.259 s

Maximum 0.397 s 0.368 s

idenced by the 21.4% improvement in minimum response
time (from 0.201 to 0.158 s) and the 7.3% reduction in max-
imum response time (from 0.397 to 0.368 s). Performance
improvements in all metrics underscore the effectiveness of
the combined LSTM-based approach in maintaining optimal
system responsiveness under varying workload conditions.
Figure 6 presents a comparison of throughput performance be-
tween LSTM autoscaling with the default Kubernetes sched-
uler and the combined LSTM-based autoscaling and schedul-
ing approach. The analysis reveals several significant perfor-
mance patterns across varying request loads. At the lower
end of the request spectrum (10 000 requests), the combined
LSTM-based approach demonstrates an initial throughput
advantage of 628.14 req/s compared to 611.33 req/s for the
default scheduler, that is, a 2.75% improvement. This perfor-
mance gap widens with load level.
The throughput enhancement becomes pronounced at high-
er request volumes, reaching 930.42 req/s vs. 907.78 req/s
at 100 000 requests, maintaining a 2.49% performance gain.
The system shows excellent scalability, with both approach-
es maintaining near-linear throughput growth from 10 000
to 100 000 requests. The LSTM-based combined approach
maintains a consistent performance improvement of average
2.61% at all test points. At medium load (50 000 requests),
the LSTM-based system processes 758.99 req/s compared to
739.73 req/s for the default scheduler, demonstrating robust
performance under typical operating conditions. The highest
absolute performance gain is observed at 100 000 requests,
where the LSTM-based system processes an additional 22.64
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Fig. 6. Comparison of performance for combined scheduling and
autoscaling.

Tab. 13. Summary of performance metrics: HPA vs. LSTM au-
toscaling.

Metric HPA LSTM autoscaling

Minimum 611.331 req/s 628.14 req/s
Average 747.0824 req/s 766.217 req/s

Maximum 907.778 req/s 930.416 req/s

req/s. This sustained performance improvement across all
request levels demonstrates the effectiveness of integrating
LSTM-based decision-making in both the scheduling and
autoscaling components. Table 13 summarizes the through-
put performance of HPA and LSTM autoscaling on different
request loads. LSTM-based autoscaling consistently outper-
forms HPA in all scenarios.

5.5. Combined Autoscaling and Scheduling with and
without ILP

Here a comparative analysis of the combined autoscaling and
scheduling approach with and without ILP optimization is
provided. The evaluation focuses on response time as the key
performance metric and data collected under a fixed workload
of 50 000 HTTPS requests using the ab tool. This workload
level provides a realistic scenario to assess the efficiency of
ILP optimization in minimizing latency.
The response time analysis reveals distinct performance char-
acteristics between the two approaches (Fig. 7). The combined
autoscaling and scheduling without ILP exhibits response
times fluctuating between 0.21 and 0.40 s, with variations par-
ticularly in the 20–30 s interval. In contrast, the ILP-enhanced
approach demonstrates superior stability, maintaining re-
sponse times between 0.15 and 0.33 s with reduced variance.
The throughput comparison across varying request loads
shows consistent performance advantages for the LSTM-
based approach. Starting at 10 000 requests, it achieves 628.14
req/s compared to 611.33 req/s for the default scheduler, i.e.
a 2.75% improvement. This performance differential persists
through higher loads, reaching 930.42 req/s versus 907.78
req/s at 100 000 requests.
The system demonstrates excellent scalability with near-linear
throughput growth throughout the test range, maintaining
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Fig. 7. Comparison of response times for combined autoscaling and
scheduling with and without ILP.

Tab. 14. Comparison of response time for combined scheduling and
autoscaling.

Metric
LSTM

autoscaling and
scheduling

ILP-enhanced LSTM
autoscaling and

scheduling

Minimum 0.210 s 0.152 s
Median 0.315 s 0.262 s

Maximum 0.397 s 0.348 s

an average improvement of 2.61% across all test points. At
medium load (50 000 requests), the LSTM-based system
processes 758.99 req/s compared to 739.73 req/s for the
default scheduler, while the highest absolute performance
gain is observed at 100 000 requests with an additional 22.64
req/s. The impact of ILP optimization is particularly evident
in maintaining more consistent performance levels, especially
during the 40–60 s period, where it stabilizes around 0.30 s,
demonstrating enhanced efficiency in resource allocation and
workload distribution.
The metrics in the Tab. 14 highlight the improvements
achieved by the ILP-enhanced LSTM autoscaling and schedul-
ing approach. Compared to the non-ILP method, the median
response time was reduced from 0.315 to 0.263 s, demon-
strating enhanced efficiency, particularly in handling dynamic
workloads with lower latency.
Figure 8 illustrates an analysis of throughput performance
between the ILP-enhanced and standard LSTM approaches
for combined autoscaling and scheduling. The ILP-enhanced
solution demonstrates superior performance across all request
volumes, with the average throughput increasing from 756.34
req/s to 815.50 req/s, representing a 7.8% improvement.
The performance advantage becomes more pronounced un-
der higher workloads, with maximum throughput reaching
1 010.75 req/s compared to 929.68 req/s in the non-ILP ap-
proach, showing an 8.7% increase. Even at lower request
volumes, the ILP-enhanced method maintains better efficien-
cy, with minimum throughput improving from 581.02 req/s
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Fig. 8. Performance comparison for combined LSTM autoscaling
and scheduling with and without ILP.

Tab. 15. Performance metrics: combined LSTM autoscaling and
scheduling vs. ILP-enhanced approach.

Metric
LSTM

autoscaling and
scheduling

ILP-enhanced LSTM
autoscaling and

scheduling

Minimum 581.02 req/s 610.88 req/s
Average 756.34 req/s 815.50 req/s
Maximum 929.68 req/s 1010.75 req/s

to 610.88 req/s. The graph highlights consistent performance
gains across all request volumes, particularly in the 75 000–
100 000 request range, where the system demonstrates optimal
resource utilization and workload management capabilities.
Table 15 provides detailed comparison of throughput metrics.

6. Conclusions

This study addresses the limitations of default Kubernetes re-
source management by proposing an integrated framework
that combines LSTM-based autoscaling and scheduling with
ILP-based optimization. Using predictive modeling in con-
junction with intelligent resource allocation, the ILP and
LSTM-based system improves overall efficiency. A com-
parative evaluation between the LSTM-based autoscaling
and scheduling system and the ILP- and LSTM-based sys-
tem demonstrated a 12.34% reduction in response time and
a 7.85% increase in throughput.
Despite the improvement in results, several limitations must
be considered. The experiments were conducted in a virtual-
ized environment using a stateless Web application. While
efforts were made to approximate real-world conditions, the
controlled nature of the testbed may not fully reflect the com-
plexities encountered in practical deployments. Furthermore,
the LSTM model was specifically trained and fine-tuned for
the given use case. Applying the framework to other ap-
plications would likely require retraining the model with
domain-specific historical data and adjusting parameters to
suit different system dynamics.
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Abstract  The process of sensing and transmitting acoustic sig-
nals by pervasive acoustic wireless sensor networks (PAWSNs)
poses considerable energy challenges. These problems may be
mitigated by filtering only relevant acoustic events from the sen-
sor network. By reducing the number of acoustic events, the
frequency of communication may be decreased, thereby enhanc-
ing energy efficiency. Although traditional machine learning
models are capable of predicting relevant acoustic events by
being trained on suitable data sets, they are impractical for di-
rect implementation on resource-limited acoustic sensor nodes.
To address this issue, this research introduces TinyML-based
acoustic event detection (AED) models which facilitate efficient
real-time processing on microcontrollers with scarce hardware
resources. The study develops several TinyML models using an
environmental dataset and evaluates their accuracy. These mod-
els are then deployed in hardware to assess their performance
in terms of AED. Thanks to such an approach, only predicted
events that exceed a certain threshold are transmitted to the base
station via router nodes, which reduces the transmission burden,
thus improving energy efficiency of PAWSNs. Real-time experi-
ments confirm that the proposed method significantly improves
energy efficiency and boosts node lifetime.

Keywords  acoustic event detection, energy efficiency, pervasive
acoustic WSN, TinyML

1. Introduction

Pervasive acoustic wireless sensor networks (PAWSNs) [1],
[2] are composed of ubiquitous sensors dedicated to mon-
itoring various environmental settings. Such networks are
essential in real-time applications, such as underwater moni-
toring, detection of anomalies in industrial devices, smart city
infrastructure, and observation of wildlife. However, spatially
distributed battery-operated acoustic sensors continuously
capture, process and transmit acoustic signals, raising con-
cerns about excessive energy consumption and reducing the
overall lifespan of the network. The conventional approach
relying on central processing of the sensed data is inefficient
for large volumes of data produced by PAWSNs. Typically,
each detected acoustic event is sent to a base station (BS)
through router nodes using traditional routing algorithms.
This results in significant amounts of energy being consumed
to conduct the transmissions and causes network congestion.

It also needs to be borne in mind that PAWSNs, which operate
in various environments, are faced with distinctive acoustic
conditions.
Although traditional ML models could address this diversity
by predicting or filtering acoustic events to lower transmission
costs, they require large amounts of computing resources
which are often unavailable in battery-powered leaf nodes
that offer limited processing power. Therefore, this study
introduces a lightweight, decentralized method that reduces
data transmission while preserving high AED prediction
accuracy.
This work proposes a TinyML-powered AED model that
enables lightweight ML models to run on battery-operated
microcontrollers with limited hardware, as a low-power real-
time solution. Due to this, such devices as the Raspberry Pi
platform are capable of predicting specific acoustic events
at leaf nodes and only send, to the base station, the detected
filtered events, thus significantly lowering energy use by re-
ducing the amount of data exchanged between leaf and router
nodes. This decentralized method addresses the challenge
posed by the pervasive acoustic environment, as it decreas-
es transmission loads, extends the useful life of the network,
and improves the overall effectiveness of the system.
This work also employs a context-aware TinyML model
selection strategy, in which models are deployed and tested for
optimal performance on leaf nodes, based on environmental
conditions. By selecting models with the highest level of
accuracy for AED, each leaf node effectively detects relevant
acoustic events in its specific acoustic zone. Moreover, due to
security concerns, such as intruders mimicking environmental
sounds, TinyML models must be updated regularly based
on newly collected data, reaching beyond the initial dataset.
The base station periodically updates the models and re-
sends them to specific leaf nodes to maintain long-term event
detection accuracy.
The primary advantages of the proposed work include in-
corporating TinyML-driven AED models into leaf nodes,
optimization of PAWSN efficiency by minimizing the trans-
mission of unnecessary acoustic data and decreasing storage
needs, all while preserving high accuracy and ensuring se-
cure environmental monitoring. This study helps improve
AI-driven lightweight TinyML models, with the aim of en-
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Fig. 1. PAWSN system architecture.

suring energy-efficient real-time detection of acoustic events
with the use of resource-limited battery-powered acoustic
sensors within PAWSN settings. The framework facilitates
the prolonged deployment of PAWSNs across diverse moni-
toring applications by enabling nodes to dynamically adjust
and update their models in response to changing acoustic
environments, while simultaneously minimizing energy con-
sumption.

2. Literature Review

Incorporating TinyML-based models into PAWSNs is crucial,
as it allows real-time on-device processing in battery-operated,
resource-limited acoustic sensor nodes [3]–[10]. Since the
process of monitoring environmental conditions in real time
requires acoustic data to be transmitted on a continuous basis,
an activity that results in significant energy consumption
[11]–[13], viable solutions must incorporate mechanisms to
filter irrelevant data. Traditional ML models, which require
considerable computational capabilities, are incompatible
with resource-limited sensor nodes. In contrast, TinyML is
designed to operate efficiently on such sensor nodes, using
minimal computational resources and energy, especially to
detect acoustic events with a high accuracy rate at the sensor
node level [11].
Optimizing and selecting models, such as quantifying and
deploying neural networks, is crucial for sensor nodes with
limited resources. These models aim to balance computation-
al efficiency with improved precision [13]. The challenges
posed by the dynamic nature of acoustic environments require
periodic updating of ML models to ensure long-term viability.
Various learning methodologies are used to update TinyML

models at the base station, improving PAWSN’s ability to
adapt effectively to changing environmental conditions [14].
Furthermore, the choice of low-power hardware is crucial for
implementation in real-time environmental or industrial set-
tings, such as detecting accidents involving workers through
audio classification [15].

Although numerous studies [11], [13]–[15] focus on resolving
issues such as achieving high accuracy and energy efficiency,
many problems caused by challenging environmental condi-
tions and noise still exist in practical applications. To address
these challenges, future research should emphasize the de-
velopment of TinyML model architectures by investigating
supervised and unsupervised learning approaches.

Multiple studies have explored energy efficiency in PAWSNs
by optimizing data collection, improving routing protocols,
and incorporating ML-based techniques for data integration
in BS. In [16], the authors introduced an energy efficient data
aggregation algorithm that effectively collected data for un-
manned aerial vehicles (UAVs). The authors of [17] presented
an energy efficient data collection approach using autonomous
underwater vehicles (AUVs) for underwater acoustic sen-
sor networks, highlighting the progress in optimizing data
transmission strategies.

In [18], the authors introduced a single-relay selective method
for WSNs aimed at reducing energy use while maintaining
reliable communication. Similarly, [19] explored energy ef-
ficiency in the industrial monitoring of WSNs with limited
energy, highlighting the advantages of a cooperative com-
munication protocol. The strategies implemented by these
researchers promote more sustainable and durable sensor net-
works by reducing transmission overhead and optimizing
resource use.
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Fig. 2. PAWSN workflow with TinyML-driven sensor.

Incorporation of TinyML-based AED models into sensor
nodes is becoming a trend for energy-efficient PAWSNs.
Study [11] explored the use of RNN-based ML models in
low-power sensor devices for AED, achieving real-time pro-
cessing. In [14], the researchers presented a versatile and
unsupervised TinyML framework designed to identify anoma-
lies in industrial settings, incorporating on-device learning
and training capabilities.
Although technological advancements have been introduced
to sensors, communications, data processing, integration, and
ML-based prediction, PAWSNs still face challenges related to
energy efficiency and security surveillance during continuous
environmental monitoring. Furthermore, complex processing
of acoustic signals and handling of large amounts of acoustic
data can negatively impact the accuracy of event detection
processes.

3. Proposed Technique

Figure 1 illustrates the proposed TinyML-based PAWSN ar-
chitecture which consists of three primary components: leaf
nodes, a router zone, and a base station. The leaf nodes, lo-
cated at the sensing edge, contain microcontrollers integrated
with acoustic sensors and a radio module. Each leaf node per-
forms local acoustic processing, including feature extraction
(e.g. MFCC, chroma, MEL), TinyML model inference, and
acoustic-type prediction. If the prediction aligns with a pre-
defined target event, the node generates a digitized packet and
transmits it to the base station through the router zone. These
nodes are battery operated, and due to the use of compact

TinyML models (with a code size of 200 KB, their power con-
sumption remains low at 0.25 ... 0.45 W), allowing extended
operational lifetimes depending on the duty cycle.
The router zone enables multihop or range-extended wire-
less communication using such platforms as ESP-Now or
XBee. The BS acts as the central intelligence hub, typically
a high-end GPU-based computer, as it integrates and labels
the acoustic dataset, extracts contextual features (temporal,
spatial, device type), splits the data for training and testing,
and generates optimized TinyML models.
Although the PC is essential during model development and
training, it can also be employed in field deployments for
real-time integration and reconfiguration, although it can be
replaced with lightweight embedded computing platforms in
resource-constrained environments.
TinyML model development [20], [21] frequently favors the
use of SVM, KNN, random forest, and dense neural networks
(DNN) due to their empirical performance in acoustic classifi-
cation tasks and their compatibility with microcontroller-class
hardware constraints. These models are effective in classi-
fying structured, low-dimensional acoustic features such as
MFCCs, chroma, and MEL spectrograms, which are essential
for identifying diverse environmental sound categories, as
found in the ESC-50 dataset. Each algorithm was configured
through preliminary tuning to balance inference accuracy and
computational efficiency on resource-constrained hardware.
Specifically, we used an RBF kernel for SVM, KNN with
k = 5, a random forest with 40 trees, and a DNN with two
hidden layers (64 and 32 neurons, respectively). Classical
models, such as decision trees and naive Bayes classifiers,
although computationally lightweight, underperformed in
generalization during initial evaluations. Random forest was
selected over single decision trees for its ensemble robustness,
while naive Bayes was excluded due to its strong independence
assumptions, which are not well suited to the correlated nature
of time-frequency audio features. The selected models strike
an optimal trade-off between expressiveness and resource
use, making them suitable for quantization and deployment
on devices like the Seed XIAO ESP32S3 for energy-efficient,
real-time inference in edge-based acoustic wireless sensor
networks.
The data analysis begins by categorically separating vari-
ous acoustic classes from 40 different environmental sounds,
such as animal, urban, and human noises, using the ESC-50
dataset, complete with the appropriate labeling and target
naming. Then, several TinyML models are trained using dif-
ferent classification algorithms such as K-nearest neighbors
(KNN), support vector machine (SVM), random forest (RF),
and DNN to handle the specific acoustic data present in the
dataset. These models employ Mel-frequency cepstral coeffi-
cients (MFCCs) and chroma features to extract information
from each category of environmental data. Next, the differ-
ent TinyML models tailored for various environments are
deployed to detect specific events. Upon sensing an acous-
tic event, the model forecasts its type. If the prediction score
exceeds a predetermined threshold, only then is the detected

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025 71



Bibek B. Roy, Sushovan Das, and Uttam Kr. Mondal

High level architecture APIs Low level architecture APIs

Accoustic 
data set

Model deployment

Lite flat buffferLite converter Tiny model performance

Feature extraction (MFCC, chroma, MEL)

Choose targeted embedded device (hardware model)

Keras 
model

Concrete 
class

High level training APIs

Customized step-by-step loop

Functional API

Sequential model

Full subclassing

Training/evaluation loops

Random forest

Dense NN

Saved models
KNN

SVM

Built in training evaluation

Fig. 3. Generation and deployment of the TinyML model for acoustic sensor nodes.

acoustic signal forwarded to router nodes for transmission to
the BS.
Figure 2 illustrates the operational flow of the processes
associated with the proposed system. Sensor nodes capture
and preprocess raw audio data before transmitting filtered
events to router nodes. The event detection module ensures
accurate sound classification, while the data transmission
optimization module reduces redundancy by aggregating and
filtering events. The router nodes forward the filtered events
to the BS which manages network operations, collects data
for model updates, and optimizes the system’s performance.
The TinyML model is responsible for audio classification,
with additional modules handling feature extraction, model
training, and retraining to improve accuracy and adaptability
over time.
The process of creating a TinyML model, as depicted in Fig.
3, begins with an acoustic dataset, where the raw audio data
undergoes feature extraction using techniques such as MFCC,
chroma, and MEL spectrograms. These extracted features
serve as numerical representations of the sound data, which
are then processed to train machine learning (ML) models.
The architecture leverages TensorFlow and Keras, provid-
ing multiple abstraction levels for model development. In
high-level architectures, models can be structured using either
the functional API or sequential model, offering flexibili-
ty in defining deep learning networks. For more advanced
customization, the low-level API allows for full subclass-
ing, where users can define custom layers and training loops.
Training is facilitated through high-level training APIs, which
include built-in evaluation methods and customized step-by-
step loops for model optimization.
Once models are trained, they are saved for evaluation, where
multiple algorithms such as SVM, KNN, RF and DNN are
tested for performance. After selecting the best-performing
model, the next step is to prepare it for embedded deployment.

The model is optimized by choosing a targeted embedded
device, with the next step consisting in converting it into
a TensorFlow Lite (TFLite) model using the TFLite converter.
To ensure that the model remains lightweight and efficient,
the TFLite Flat buffer is used, facilitating model compression
and quantization for tiny model’s performance.
The final model is then deployed on edge devices, enabling
low-power, real-time inference for applications such as IoT,
smart devices, and real-time acoustic analysis. This process
ensures that TinyML models are optimized to run on mi-
crocontrollers and embedded hardware while maintaining
accuracy and efficiency.

3.1. TinyML-based Acoustic Event Detection

Algorithm 1 defines TinyML-based acoustic event detec-
tion with network simulation for efficient real-time sound
classification and data transmission. Audio signals are pro-
cessed in a loop over a predefined sensing period, classifying
each captured sound using a TinyML model adapted to the
sensor’s zone. A confidence score is computed, and only
high-confidence classifications are transmitted via XBee to
the router nodes, which forward the data to the BS.

4. Mathematical Model

To quantify the energy efficiency of the proposed TinyML-
driven acoustic event detection framework, this work devel-
ops a mathematical model considering event sensing, data
transmission, and model retraining. Energy consumption is
estimated using power specifications and operating durations
derived from the Grove sensor, the XBee module, and the
XIAO ESP32S3 microcontroller. Total energy is calculated
as a weighted sum of the energy used during the sensing, pro-
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Algorithm 1 TinyML-based AED for PAWSN.
1: Input: Acoustic signals from pervasive sensor zone
2: Output: Transmission of detected signals to BS
3: Parameters: Ttotal = total sensing duration, Tinterval =

sensing interval, Sthreshold = prediction score threshold
4: procedure NetworkSimulation-TinyML( )
5: Deploy acoustic sensor nodes in pervasive zones
6: Establish wireless communication using XBEE
7: Sense acoustic signals and preprocess (noise

reduction, normalization, feature extraction)
8: Train ML models using suitable dataset with various

ML algorithms at BS
9: Convert trained models to TinyML-compatible

formats (TensorFlow Lite or pickle)
10: Deploy models onto leaf nodes
11: t = 0
12: while t < Ttotal do
13: Sense acoustic signal from sensor zone
14: Preprocess and extract MFCC features
15: for each TinyML model do
16: Perform AED using respective model
17: Compute confidence score S
18: if S < Sthreshold then
19: Discard acoustic signal
20: else
21: Transmit detected event to routers
22: Router node forwards data to the BS
23: end if
24: end for
25: Wait for Tinterval before next sensing cycle
26: t = t+ Tinterval
27: end while
28: BS collects, stores and integrates acoustic data
29: Retrain TinyML models periodically
30: Redeploy updated models to sensor nodes
31: end procedure

cessing, and communication phases, based on realistic task
durations.
The total energy consumption of the PAWSN can be expressed
as:

Etotal = Eleaf + Erouter , (1)

where Eleaf is the total energy consumed by all leaf nodes
andErouter stands for the total energy consumed by all router
nodes.

4.1. Energy Model for Leaf Nodes

The energy consumed by a single leaf node is given by:

Eleaf =
Tobs/Tevent∑

i=1

(
Psense Tsense,i + Pprocess Tprocess,i

)
+
Tobs/Tevent∑

i=1

(
Ptx Ttx,i

)
,

(2)

where: Psense, Pprocess, and Ptx are the power consump-
tion rates for sensing, processing, and transmission. Tsense,i,
Tprocess,i, Ttx,i are the corresponding time durations at in-
terval i.
Since TinyML reduces transmission data volume, the effective
energy consumption for a single-leaf node with TinyML can
be expressed as:

ETinyMLleaf =
Tobs/Tevent∑

i=1

(Psense Tsense,i + Pprocess Tprocess,i)

+
Tobs/Tevent∑

i=1

(Ptx Ttx,i πdetect,i) ,

(3)

where πdetect,i accounts for the probability of a transmission-
triggering event being detected.
The probability of detecting an acoustic event in time interval
i is as follows:

πdetect,i =
SNRi
SNRi + θ

· Φ(Fi,M) , (4)

where SNRi is the signal-to-noise ratio in time interval i, θ
is the detection threshold, a system-defined parameter that
determines the sensitivity to acoustic events, and Φ(Fi,M) is
the TinyML model classification confidence function, which
depends on:
• Fi – feature vector extracted from the acoustic signal at

interval i,
• M – TinyML model used for event classification.

4.2. Energy Model for Router Nodes

The router nodes are responsible for receiving and forwarding
data to the BS. The energy consumption per router node is
given by:

Erouter =
Tobs/Tevent∑

i=1

(Prx Trx,i + Ptx Ttx,i) , (5)

where Prx, Ptx are the power consumption rates for receiving
and transmitting data, while Trx,i, Ttx,i are the corresponding
time durations at interval i.
With TinyML-based event detection, fewer events are trans-
mitted from leaf nodes, reducing the forwarding burden on
router nodes represented by:

ETinyMLrouter =
Tobs/Tevent∑

i=1

(Prx Trx,iPdetect,i+Ptx Ttx,iPdetect,i) ,

(6)

4.3. Total Energy Consumption and Efficiency

The total energy consumption of the network is represented
by:

Etotal =
∑

n∈Nleaf

Eleaf,n +
∑

m∈Nrouter

Erouter,m , (7)

where Nleaf and Nrouter are the total numbers of leaf and
router nodes, respectively.
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With the proposed TinyML-based approach, the total energy
consumption is:

ETinyMLtotal =
∑

n∈Nleaf

ETinyMLleaf,n +
∑

m∈Nrouter

ETinyMLrouter,m , (8)

Energy efficiency improvement can be quantified as:

η =
Etotal − ETinyMLtotal

Etotal
× 100% , (9)

where higher values of η indicate greater energy savings using
the proposed model.

5. Experimental Results
To assess the effectiveness of the proposed system, this work
sets up an acoustic wireless sensor network consisting of
four sensor nodes, each equipped with a different training
model for detecting various types of acoustic events. The
network also includes four router nodes and a central BS.
This study evaluates and compares different TinyML models
with standard ML models in terms of hardware requirements
and energy efficiency.
To establish a wireless acoustic sensor network, we use four
Seeed XIAO ESP32S3 microcontrollers, each integrated with
Grove sound sensors (LM358) and XBee radio modules as
battery-operated leaf nodes. Four additional XBee modules
serve as router nodes to enable multi-hop communication. A
high-performance BS PC computer handles model training
and evaluation.
The complete software stack is implemented in Python 3.10,
using TensorFlow, Keras, scikit-learn, and Librosa for pre-
processing, feature extraction, and model inference. Feature
extraction (e.g., MFCCs) and model training are performed
entirely on the BS, not on the sensor nodes. On the other
hand, feature extraction for sensed audio signals is performed
within the leaf nodes. The work deploys the trained TinyML
models, quantized and memory-optimized (e.g., tflite, pkl)
to the microcontrollers, which execute MicroPython-based
scripts to perform real-time inference on acoustic inputs. Each
node is configured to detect a specific class of sound events
and transmits data only when a detection exceeds a confi-
dence threshold, thus minimizing power consumption and
communication overhead.
Table 1 summarizes hardware-related requirements for run-
ning TinyML and standard ML models on the proposed net-
work.

5.1. System Output

Figures 4–5 describe the output for a single listening of the
PAWSN for four different pervasive zones with different types
of acoustic events at a specific time instant using TinyML
models. The TinyML model is based on the RF algorithm,
chosen for its performance, as shown in Figure 8.
Figure 4 illustrates that only high-confidence acoustic events
are transmitted, reducing unnecessary transmissions and im-
proving energy efficiency, although some lower-confidence

Sensor_Node_1 is capturing and processing acoustic event from pervasive Zone...1 
Sensor_Node_1 detected 'dog' with confidence 0.71, forwarding to Router_2 
Router_2 received 'dog' with confidence 0.71, forwarding to Base_Station 
Base_Station received final event: 'dog' with confidence 0.71, logging data. 
--------------------------------------------------------------------------------
Sensor_Node_2 is capturing and processing acoustic event from pervasive Zone...2 
Sensor_Node_2 discarded low-confidence detection (0.64) 
Sensor_Node_3 is capturing and processing acoustic event from pervasive Zone...3 
Sensor_Node_3 detected 'clapping' with confidence 0.81, forwarding to Router_1 
Router_l received 'clapping' with confidence 0.81, forwarding to Base_Station 
Base_Station received final event: 'clapping' with confidence 0.81, logging data. 
--------------------------------------------------------------------------------
Sensor_Node_4 is capturing and processing acoustic event from pervasive Zone...4 
Sensor_Node_4 discarded low-confidence detection (0.70)

Fig. 4. Sensor node output during filtering of acoustic events ac-
cording to the accuracy level (> 0.75).

Sensor_Node_l is capturing and processing acoustic event from pervasive Zone...1 
Sensor_Node_l detected 'dog' with confidence 0.71 (All Events Mode), forwarding to Router_4 
Router_4 received 'dog' with confidence 0.71, forwarding to Base_Station 
Base_Station received final event: 'dog' with confidence 0.71, logging data. 
-----------------------------------------------------------------------------------
Sensor_Node_2 is capturing and processing acoustic event from pervasive Zone...1 
Sensor_Node_2 detected 'frog' with confidence 0.64 (All Events Mode), forwarding to Router_4 
Router_4 received 'frog' with confidence 0.64, forwarding to Base_Station 
Base_Station received final event: 'frog' with confidence 0.64, logging data. 
-----------------------------------------------------------------------------------
Sensor_Node_3 is capturing and processing acoustic event from pervasive Zone...1 
Sensor_Node_3 detected 'clapping' with confidence 0.81 (All Events Mode), forwarding to 
Router_4 Router_4 received 'clapping' with confidence 0.81, forwarding to Base_Station 
Base_Station received final event: 'clapping' with confidence 0.81, logging data. 
-----------------------------------------------------------------------------------
Sensor_Node 4 is capturing and processing acoustic event from pervasive Zone...1 
Sensor_Node 4 detected 'rain' with confidence 0.70 (All Events Mode), forwarding to Router_l 
Router_1 received 'rain' with confidence 0.70, forwarding to Base_Station 
Base_Station received final event: 'rain' with confidence 0.70, logging data.

Fig. 5. Sensor node output during acoustic event processing without
filtering.

Energy Consumption@Seeed XIAO ESP32S3 Microcontroller: 
------------------------------------------------------
| Model Type | Total Energy Consumption (J) |
------------------------------------------------------
| Proposed Model | 3.08  |
| All Events Detected | 5.19  |
------------------------------------------------------
Energy Efficiency Improvement: 40.56%

Fig. 6. Energy consumption with and without filtering at a leaf node.

detections are discarded. In contrast, Fig. 5 shows that all
detected events, regardless of the confidence level, are trans-
mitted to the BS, ensuring a higher number of detections but
potentially leading to incorrect detections due to the perva-
sive nature of the environment. This results in security threats
and increased power consumption.
Figure 6 shows how the proposed model optimizes energy
usage by reducing transmission overhead. The comparison
of energy consumption shown in Fig. 6 further validates the
effectiveness of the proposed model in optimizing power us-
age within a PAWSN framework. The energy consumption is
calculated on the basis of the parameter values provided in
Tab. 2. The figure illustrates that, for this particular instance
of listening to a single event, the proposed model consumes
only 3.08 J of energy, while a model without TinyML-based
or context-aware filtering expends 5.19 J. This specific in-
stance of PAWSN operation demonstrates a significant energy
efficiency improvement of 40.56%, confirming that filter-
ing low-confidence events effectively reduces unnecessary
processing and transmission costs.
These results highlight the trade-off between comprehensive
event detection and energy conservation, reinforcing the
advantages of the proposed model for resource-constrained
WSNs.
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Tab. 1. Minimum hardware requirements for running TinyML and standard ML models.

Model CPU Memory Power Seeed XIAO ESP32S3 specification

TinyML models (~200 KB)
Tiny-DNN 240 MHz 300 – 500 KB 0.25 – 0.35 W 240 MHz, 8 MB PSRAM, low power MCU
Tiny-KNN 240 MHz 300 KB 0.30 – 0.40 W Suitable for small dataset classification
Tiny-RF 240 MHz 400 – 600 KB 0.35 – 0.45 W Works with small tree depth

Tiny-SVM 240 MHz 200 – 300 KB 0.30 – 0.40 W Efficient with linear kernel
Standard ML models (for PC/GPU)

DNN 2 GHz 2 GB 50 W Not supported
KNN 2 GHz 2 GB 60 W Not supported
RF 3.5 GHz 4 GB 70 W Not supported

SVM 2 GHz 2 GB 60 W Not supported

Tab. 2. Hardware specifications and timing parameters.

Parameter Description Value

Hardware specifications
PSENSE Power consumption for sensing (Grove acoustic sensor) 0.035 W
PPROCESS Power consumption for processing (XIAO ESP32S3 ) 0.35 W
PTX Power consumption for transmission (XBee) 1.25 W
PRX Power consumption for receiving (XBee) 1.2 W

Timing parameters
TSENSE Sensing time (duration of audio file) 5.0 s

TPROCESS_SENSOR Processing time (XIAO ESP32S3 ) 0.2 s
TPROCESS_ROUTER Processing time (router node – XBee) 0.1 s

TTX Transmission time (XBee, 431 KB file) 0.275 s
TRX Receiving time (XBee, 431 KB file) 0.275 s

5.2. Performance Evaluation and Comparative Analysis

Figure 7 presents a comparative analysis of five consecutive
event listening instances in four pervasive sensor zones, fo-
cusing on the detection of four specific acoustic events with
a detection accuracy rate exceeding 0.7. The analysis includes
four different TinyML models and a baseline scenario with-
out TinyML, where all events are detected and forwarded to
the base station. In all cases, the figure demonstrates ener-
gy efficiency gains while maintaining a good event detection
accuracy rate. Furthermore, it compares energy efficiency
across different TinyML models to identify the most optimal
model for the ESC-50 dataset. The results indicate that the
RF algorithm achieves the best performance, with an energy
efficiency of approximately 40%.
Performance evaluation and comparative analysis were al-
so performed to assess the effectiveness of different TinyML
models deployed at sensor nodes and to compare it with the ef-
fectiveness of standard models running on high-performance
computers. Figures 8 and 9 illustrate that TinyML models, de-
spite operating in resource-constrained environments, achieve
performance levels comparable to those of standard models
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Fig. 7. Energy efficiency of different TinyML models on Seeed
XIAO ESP32S3.

used in advanced systems. The evaluation considered mul-
tiple classifications of acoustic events, with models such as
SVM, RF, KNN and DNN being tested at the sensor nodes.
The results demonstrate that among the TinyML models eval-
uated, the RF model exhibits superior performance in terms
of classification accuracy, while simultaneously maintaining
good energy efficiency. Based on these findings, the RF mod-
el is recommended for implementation at the sensor nodes, as

JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 2/2025 75



Bibek B. Roy, Sushovan Das, and Uttam Kr. Mondal

DNN SVM RF KNN
F

ir
ew

or
ks

F
ir

ew
or

ksD
og

D
og

D
og Frog Clapping Rain

D
oo

r 
w

oo
d 

kn
oc

k
D

oo
r 

w
oo

d 
kn

oc
k

D
oo

r 
w

oo
d 

kn
oc

k0

0.2

0.4

0.6

0.8

1.0

C
o

nfi
d

en
ce

 s
co

re

Events

Fig. 8. Event detection accuracy for different TinyML models on
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Fig. 9. Event detection accuracy for different standard ML models
at the base station.
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Fig. 10. Comparison of energy efficiency with context-aware model.

it ensures reliable and accurate event detection with minimal
computational overhead.
Performance is also compared with the findings of the work on
blockchain-based acoustic data integration for PAWSN [10],
where the context-aware event detection technique was used
to reduce transmission cost by decreasing the number of
receiving and transmitting operations. This technique replaces
these context-sensitive semantic sensor nodes with TinyML-
based AED sensor nodes, enabling more accurate detection of
acoustic events while simultaneously reducing the significant
amount of acoustic data transmission, and thus contributing

to greater energy efficiency. Figure 10 shows that energy
efficiency performance of the two models remains almost
the same, while the event prediction threshold is set to 0.5
in [10] and 0.7 in the present model, highlighting the more
accurate event detection process of the proposed model. The
comparison also includes a blockchain-enhanced context-
aware technique [12] and a traditional WSN-based approach,
further demonstrating the trade-offs between energy efficiency
and event detection accuracy.

6. Conclusion and Future Scope
This work demonstrates the effectiveness of TinyML-driven
sensor nodes for energy-efficient acoustic event detection in
pervasive wireless sensor networks (PAWSNs). By relying on
lightweight machine learning models, the proposed approach
significantly reduces data transmission, optimizes energy
consumption and maintains a high classification accuracy
level.
Comparative analysis confirms that TinyML models achieve
performance levels comparable to those of standard high-
performance computing models, making them a viable alter-
native for real-time edge computing applications. Among the
models evaluated, the random forest algorithm is efficient,
achieving approximately 40% energy savings while ensuring
reliable event detection.
The findings highlight the potential of TinyML to improve the
longevity and sustainability of sensor networks deployed in
resource-constrained environments. Future work can improve
TinyML adaptability with real-time updates and self-learning
while ensuring scalability across industries, wildlife, and
smart cities, with energy harvesting deployed to extend net-
work longevity.
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Abstract  This paper presents a 180 × 180 × 1 mm reconfig-
urable reflector array structure based on an optimized unit cell
for wireless communication applications. The reflector array
contains 144 unit cells placed on the FR4 substrate, and each
unit cell structure uses a single layer based on multi-concentric
square rings. The single layer is used to obtain negative εr and
µr values, while multiple rings provide a wide reflection band-
width. The proposed structure is characterized by dual reflection
bandwidth. The first band (2.6 GHz) ranges from 1.98 GHz to
4.6 GHz, while the other band (1.71 GHz), ranging from 7.41
GHz to 9.1 GHz. The reconfigurability of the structure is re-
alized by using PIN diodes connected to each unit cell. Phase
distribution in the proposed reflector structure changes accord-
ing to state of the diodes, resulting in the reflection of the wave at
different angles. The proposed solution was simulated in terms
of S parameters, constitutive parameters and refractive index
based on a full-wave analysis performed using CST Microwave
Studio.

Keywords  constitutive parameters, metamaterial, reconfigurable
reflectarray, unit cell

1. Introduction

Reflectarray structures are currently receiving a great deal of
interest when it comes to their use in wireless systems, due
to their feature-rich capabilities. Compared with traditional
reflectors, reflectarrays are characterized by light weight, low
profile, flat surface and small volume. They are also easy and
cheap to fabricate [1], [2]. Such features make reflectarray
structures a preferred solution for satellite, radar, and long-
distance wireless communication applications [3].

Recently, reflectarray structures with unit cells of a new
geometrical shape have been developed to overcome their
inherent disadvantage consisting in a limited phase variation
range [4]. In [5], a reflector structure based on nine elements of
different sizes is introduced for the purpose of reducing RCS
level, while in [6] a reflectarray structure based on a stepped
impedance resonator (SIR) supported on a frequency selective
surface (FSS) is proposed for the purpose of lowering its radar
cross-section. A compact reflectarray structure is introduced
in [7] for performance enhancement, with the required phase
delay compensated for by variable-size unit cell elements.
Such elements are used to reflect/scatter the incident waves

within the phase delay to achieve a desired shape of the beam,
as presented in papers [8]–[12].
In this work, a reflectarray structure based on a single negative
metamaterial, designed to achive a reconfigurable behavior,
is presented. Metamaterials (MTMs) are substances based
on properties not found in nature. Their parameters – such
as µr and εr – depend on the structure, shape, arrangement,
orientation, and size of the unit cell, and may also assume
negative values [13]–[16]. Materials with negative µr and
εr parameters are called left-handed materials (LH MTM).
Their phase velocity is antiparallel to the Poynting vector and
opposite to the propagation of waves in natural materials [17]–
[20].
In this design, the unit cell utilizes a single layer-based,
multi-concentric square-ring structure. A single layer is used
to achieve a negative εr or µr, while multiple rings are
used to provide wide reflective bands for sub-6 GHz band
5G applications. First, the reflectarray size is designed and
optimized using the trust region algorithm. Then, a full-wave
analysis is conducted and the obtained results are discussed.
The CST Microwave software package is used to design and
analyze the proposed structures [21].

2. Unit Cell Design

The optimized single negative metamaterial unit cell based on
the reflectarray behavior is shown in Fig. 1. The dimensions
of the unit cell are 15 × 15 × 1 mm and as the base substrate,
the FR-4 material with εr = 4.3 and tan δ = 0.02 is used.
For reconfigurable behavior, two PIN diodes are inserted at
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Fig. 1. Reconfigurable metamaterial structure: a) unit cell design
and b) equivalent circuit.
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Tab. 1. Dimensions of the unit cell.

Parameter Value Parameter Value

L 15 mm L3 4.8 mm
W 15 mm ST 1.19 mm
L1 13.2 mm SL 0.9 mm
L2 13.2 mm CL 0.636 mm
h 1 mm t 0.035 mm

Port 2

Port 1

Fig. 2. Fictual waveguide with port excitation entries and boundary
conditions settings.
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each unit cell, with a rectangular strip used as the PIN diode
switches between on and off states. The equivalent circuit
of the proposed unit cell is presented in Fig. 1b, while other
geometric details are shown in Tab. 1.
A full-wave analysis technique was applied to analyze the
single unit cell. As illustrated in Fig. 2, the unit cell structure
is placed in the center of a fictual waveguide. To mimic the
wave’s propagation through an infinite unit cell array, two
ports are inserted, in addition to the boundary conditions
provided by perfect electrical conductors (PECs) and perfect
magnetic conductors (PMCs). In Fig. 3, the S parameters of
such a unit cell are introduced in a set of magnitude and phase
curves vs. frequency.
Figure 4 presents the constitutive parameters (µr and εr) of
the proposed unit cell. One may notice that it has negative
permittivity and permeability in multifrequency bands. A
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negative εr has been achieved in the range of 2.51 to 4.56
GHz, with its maximum value reaching 2.73 GHz. A negative
µr has been achieved in the frequency range of 7.91 to 10
GHz, with a maximum value of 8.25 GHz. Figure 4c illustrates
the refraction index n = √εr µr with passing and reflecting
frequency ranges of the designed unit cell.

2.1. Modified Antenna Design

In the next step, a modified Vivaldi antenna (MVA) was
designed to generate the electromagnetic waves that will be
incident on the reflectarray structure. The dimensions of MVA
are 45 × 35 mm with a substrate thickness of 1 mm. Slit lines
are etched along the outer edges to reduce surface current
values. As a result, the antenna’s performance is enhanced.
Geometric details of the MVA structure may be found in Tab.
2, while Fig. 5 shows the proposed layout.
The S11 of the designed antenna (Fig. 6) shows that the
antenna covers a range of frequencies from 3 to 12 GHz
with S11 < −10 dB, as seen in Fig. 6a. Furthermore, the
MVA antenna shows endfire radiation with its maximum gain
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Tab. 2. Dimensions of the unit cell.

Parameter Value Parameter Value

LA 45 mm Lstub 4 mm
WA 35 mm LS 1.5 mm
LF 17.86 mm WS 15.5 mm
WF 1.945 mm r 2 mm
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Fig. 6. Performance of the MVA antenna: a) reflection coefficient,
b) gain value at different operating frequencies, and c) radiating
pattern.

equal to 8.55 dB, varying from 4.29 to 8.55 dB in the desired
band, as seen in Fig. 6b-c.

2.2. Reconfigurable Reflectarray Based on Optimized Unit
Cell

In the third step, an array of optimized unit cells was designed,
as illustrated in Fig. 7. It was of the reflectarray variety
and consisted of 12 × 12 unit cells, with an overall size of
180 ×180 × 1 mm. The dimensions were optimized based on
separation distance d. A trust region algorithm was applied
and used to achieve the best result. As seen in Fig. 8, the best
separation distance d was found to be equal to 0 mm in terms
of a wider reflected band with the minimum size of the array
compared to the other distance.
The proposed reflectarry solution was then reconfigured, with
the unit placed parallel to the direction of propagated waves
in order to prevent the propagation of electromagnetic waves
through the proposed reflectarry structure, which has led to the
most efficient reflection of radiation power. The reconfigurable
unit cells based on the PIN diode in the reflectarray structure
were divided into 4-groups, as seen in Fig. 9, with each group

n

n

n

d

Fig. 7. Optimized unit cell-based array.
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Fig. 8. Real εr component at different separation distances.
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Fig. 9. Proposed final reflectarray structure.

of unit cells being responsible for different reflection direction
angles.

In the “on” state, the radiation pattern of the proposed struc-
ture is presented in Fig. 10a. One may notice that the incident
waves will be reflected from the reflectarray and no waves
will be passed through the array.

The radiation pattern of the proposed array, where the diodes
are on in group A, is introduced in Fig. 10b. It is found that
the incident wave is reflected from the reflectarray structure at
an angle of 20° to the left-hand side. With diodes in group B
switched on (Fig. 10c), it is noticed that the incident waves are
reflected to the right-hand side, at an angle of 21°. Moreover,
when group C is activated, as seen in Fig. 10d, the waves
are reflected at an angle of 30° upwards. The reflected waves
are redirected at an angle of 37° downwards when group
D diodes are on, as seen in Fig. 10e. Depending on which
group of diodes is switched on, the waves will be reflected
in different directions and at different angles. Finally, 2D
radiation patterns are introduced in Fig. 11, for different states
of the diodes.
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Fig. 10. Radiation pattern of the proposed structure in the case of: a) all diodes in on state, b) group A being in the on state, c) group B being
in the on state, d) group C being in the on state, and e) group D being in the on state.

x – z plane, all diodes on

x – z plane, group A in on state

x – z plane, group C in on state

y – z plane, all diodes on

y – z plane, group A in on state

y – z plane, group C in on state

x – z plane, all diodes off

x – z plane, group B in on state

x – z plane, group D in on state

y – z plane, all diodes off

y – z plane, group B in on state

y – z plane, group D in on state

Fig. 11. 2D projection of radiation patterns of the proposed structure for different states of the diodes.

3. Conclusions

In this paper, an optimized reconfigurable reflectarry structure
based on single negative unit cell metamaterials is proposed.
A single negative metamaterial is used to reflect the waves. For

reconfigurable behavior, two PIN diodes were used in the unit
cell to manipulate its constitutive parameters (εr, µr). A trust
region algorithm was employed to optimize the reflectarry
size area. By switching the PIN diodes, various reflection
angles of the incident wave were achieved.
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Abstract  This paper presents an improved approach for
facial expression recognition (FER), which incorporates the
Coordinate Attention (CAM) mechanism into MobileNetV3,
a lightweight CNN widely used for its real-time applications
on low-power devices. The CA mechanism greatly improves the
ability of the model to focus on face regions of interest, as it
incorporates positional information, making feature extraction
more accurate. Additionally, dynamic kernel adaptation (DKA)
and SoftSwish are incorporated into the model to enhance
the flexibility and computational efficiency of MobileNetV3.
The proposed model was tested in three sets of JAFFE, CK+,
and FER2013, where accuracy improvements were reported
of 98.84% in the JAFFE dataset, 99.56% on the CK+ dataset,
and 88.50% on the FER2013 dataset. These results support
the viability and utility of the proposed approach to improve
FER, especially in applications that favor higher numerical
performance.

Keywords  coordinate attention mechanism, dynamic kernel
adaptation, facial expression recognition, MobileNetV3, SoftSwish
activation function

1. Introduction

Facial expression recognition (FER) has made great progress
in recent years, mainly due to the use of neural networks
and especially attention mechanisms [1], [2]. These achieve-
ments have allowed us to develop accurate, efficient, or even
real-time recognition systems, mainly needed in human-
computer interaction (HCI), security, and healthcare [3], [4].
A new approach in this direction is MobileNetV3, which is
a lightweight CNN optimized for high accuracy with minimal
computational resources. MobileNetV3, adopts some of the
most modern approaches such as depthwise separable convo-
lutions and a unique activation function called hard swish [5].
These elements allow MobileNetV3 to be used in vision sys-
tems of portable and embedded devices, which require high
power efficiency and speed.
Another significant change in improving the functionality of
a neural network is the attention mechanisms. Such mecha-

nisms keep the attention of the network on important parts
of an image and enhance the capability of the network to
identify features. In this context, attention techniques can be
distinguished, such as the latest and most innovative coordi-
nate attention (CA) mechanism [6]. The present proposal of
CA also incorporates position information, which other types
of attention often isolate and consider individually by loca-
tion or channel. It allows the network to concentrate more
accurately on important sections of the image. This paper
concerns an investigation of how to improve FER systems by
incorporating CA into MobileNetV3 to achieve a more effec-
tive FER system. Specifically, our research seeks to answer
the following question: What enhancements are given by the
combination of CA with MobileNetV3 for facial expression
recognition compared to existing methods?
This research contribution can be summarized in two folds.
First, we present an improved FER framework that incorpo-
rates MobileNetV3 and the benefits of CA. Second, we give
a comparative analysis of this framework on standard FER
datasets, including JAFFE, CK+, and FER2013, which il-
lustrates the advantages in terms of performance and time
complexity.
The paper is organized as follows. Section 2 presents the
background and related work in the field of FER and the at-
tention mechanism. In Section 3, we proposed an approach to
MobileNetV3 and the incorporation of CA. In Section 4, we
provide experimental results and discuss the efficacy of the
proposed method on multiple FER datasets. Section 5 pro-
vides an in-depth review of the proposed model. Section 6
presents a comparison with other state-of-the-art FER ap-
proaches that utilize attention mechanisms. Lastly, Section 7
provides a conclusion to the paper and future research.

2. Related Work
Recent advances in facial expression recognition (FER) have
emphasized the integration of attention mechanisms with var-
ious neural network architectures to improve accuracy and
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precision. Still, these approaches have their problems and
have diverse rates according to the specific methodologies
and datasets chosen. In [7] a lightweight FER framework was
proposed using MobileNetV1 with attention mechanisms.
The effectiveness of this approach was observed when tested
on CK+, RAF-DB, and FER2013 with evaluation that high-
lighted the performance when the face images were captured
under different lighting conditions or partially occluded.

However, compared with work [8] which used DeeplabV3+
in combination with the MobileNetV2 with attention mech-
anism, although the method proposed in [7] was much less
computationally expensive, it proved to be more generalized,
especially in more complex feature extraction tasks. The in-
tegration of attention mechanisms in these studies has been
found to be useful, but this must be done without overlooking
limitations.

For example, the authors of [9] successfully used a multi-
attention network to learn discriminative characteristics from
important facial areas. However, this method could be sen-
sitive to overfitting, particularly when working with small
data like CK+. Also, it is crucial to note that these deemed
attention mechanisms have high computational costs that re-
duce the real-time applicability of attention mechanisms in
low-power devices.

This factor is particularly relevant to the study in [10] that
demonstrates that, while building a lightweight FER model
for mobile devices is a priority, the reduction in computational
processes could be detrimental to the high accuracy of fea-
ture extraction. It is also important to note that the discussed
studies are primarily related to CNNs with attention mech-
anisms, but there are other promising streams in FER. For
instance, graph-based models and transformers are increas-
ingly being adopted in FER tasks because of their capability
to handle relationships between facial landmarks and address
the temporal aspect in video-based FER tasks.

The absence of these other forms of prediction methods, along
with the distinction between model types, including ensemble
methods that amalgamate different models to produce a more
balanced and accurate model, is a research gap. Extending
the study to these angles would give opportunities to study
possible developments in FER.

Another important aspect that these works do not normally
address concerns the generalizability of FER models to unseen
data or different populations. Most of the works cited, such
as [11] and [12], offer promising results in popular datasets.
However, the data sets could not be rich enough to ensure the
transfer of learned representations across a wide diversity of
real-world scenarios or across different cultures, age groups,
or variability in emotional expressions.

In addition, attention is drawn to the potential biases of these
models when trained on limited or homogenized data and
ways of correction. A detailed investigation of the type of
attention mechanisms applied in these works would be useful
to understand which mechanisms are driving performance
improvements.

For example, the utilization of self-attention, spatial attention,
or channel attention may be important in explaining why
models vary in their efficiency. In the case of article [13],
combining a ResNet with such an architecture of attention and
deformable convolutions, a more detailed breakdown of their
interaction could help in understanding their contribution to
the model’s better accuracy under varying conditions.
Finally, these methods must be compared consistently with
thoroughness based on standard evaluation metrics to deter-
mine relative performance measures. Although accuracy is
commonly reported, other important key measures in the lit-
erature include precision, recall, F1 score, and computational
efficiency.
A systematic comparison of these metrics would allow a more
objective assessment of the strengths and weaknesses of the
different models. For example, the authors of [14] are con-
cerned with the computational efficiency of their lightweight
facial expression recognition network; it would be beneficial
that these requirements were directly compared against accu-
racy and robustness reports by other models under equivalent
constraints.

3. Methodology

3.1. MobileNetV3

Further developments in computer vision are also driven
by the architecture of CNNs that provide, at a time, very
high-speed processing while being compact. Examples are
architectures such as NASNet [15], MobileNets [16], Effi-
cientNet [17], MnasNet [18], and ShuffleNets [19]. All of
these architectures have substantial depth-wise convolution
for speeding up training through reduction of computational
complexity. In depthwise convolutions, the learned convolu-
tion weights are applied to each input channel individually
with a shared kernel across all channels, thereby preserving
computational resources and reducing overall cost.
However, resolution of the optimal kernel size in such con-
volutions might be tricky, and it could add complexity in
the training phase. Based on the success of MobileNetV1
and MobileNetV2, the authors of [5] recently proposed Mo-
bileNetV3 through network architecture search (NAS) with
the NetAdapt algorithm to optimize architectures targeting
low-resource hardware platforms while balancing size, per-
formance, and latency. This is based on the inverted residual
block, which incorporates depth-wise separable convolution
and an SE mechanism to improve feature representation while
also reducing memory usage.
We further push the capabilities of MobileNetV3 with two
key improvements: dynamic kernel adaptation and SoftSwish.

3.2. Dynamic Kernel Adaptation (DKA) and Soft Swish

Dynamic kernel adaptation allows the model to dynamically
change the kernel size of the convolution according to the
particular characteristics of the input data. Unlike the common
approach that uses a fixed kernel size, DKA helps the model
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for feature_map in input:
  complexity = compute_entropy(feature_map)
     attention_weights = softmax(linear_layer(complexity))
  output = 0
  for k in [3, 5, 7]:
  conv_out = depthwise_conv(feature_map, kernel_size=k)
  output += attention_weights[k] * conv_out

Fig. 1. Simplified pseudocode of the feature capture mechanism.

adapt to changing kernel sizes to better handle different image
complexities. For example, in complex scenes, DKA can
adjust the kernel size to include details, including fine ones,
while in simpler contexts, one can get away with a smaller
kernel size for efficiency [20]. The flexibility enhances the
capability of the model for generalization on different datasets
and lessens overfitting risks, therefore making MobileNetV3
powerful, more versatile, especially for application in low
resource devices.
We further replace the original activation function with
SoftSwish. The transitions of SoftSwish are even more gentle
during backpropagation through gradients, making training
much more stable and efficient, needed in larger networks [21].
We have defined the SoftSwish function as:

SoftSwish(x) = x
1

1 + e−x
. (1)

This function blends the advantages of Swish and ReLU,
improving model stability and reducing the number of pa-
rameters required during training, thus enhancing overall effi-
ciency. Integrating dynamic kernel adaptation and SoftSwish
inside MobileNetV3 makes it much more flexible and efficient
in addressing a wide range of visual recognition tasks with
much better accuracies while keeping lower computation-
al demands. These enhancements are estimated to increase
accuracy by 3 – 5%, reduce latency by 10 – 15%, and reduce
training time by 5 – 10%. With minimal training changes,
MobileNetV3 improvements will prove to serve as a signif-
icant advantage for modern applications, particularly those
that demand efficient operation on low-resource hardware
platforms.
DKA allows the convolutional kernel size to be dynamically
adjusted on the input complexity. Specifically, a lightweight
gating mechanism evaluates an entropy-based complexity
score C(x) for each input feature map. A soft-attention func-
tion:

αk = softmax
(
fk(C)

)
, (2)

selects between kernel sizes k ∈ {3, 5, 7} during forward
propagation. This mechanism enables the network to cap-
ture both local and global features adaptively. A simplified
pseudocode is provided in Fig. 1.

3.3. MobileNetV3 for Feature Extraction

Feature extraction is one of the important processes in FER
to make classifications from an image robust and precise. The
outstanding performance of the improved state-of-the-art of
MobileNetV3, with the modifications that have been made by
us, offers a superb platform for the said activity. We used the

MobileNetV3-Large model pre-trained on the ImageNet for
feature extraction. This is because MobileNetV3, in general,
has already been known for its efficiency and flexibility,
especially when combined with our dynamic kernel adaptation
and the SoftSwish activation function – both aspects increase
model flexibility and training stability.
We retrain MobileNetV3 for FER, by transfer learning retrain-
ing on the already fine-tuned MobileNet, where the original
fully connected layers designed for general image classifi-
cation were replaced. Instead, we introduce a series of 1 × 1
point-wise convolutional layers that further refine the repre-
sentations in those features that are highly specific to facial
expressions. More specifically, these layers can use the adap-
tively resized kernels of DKA, so the model can change its
receptive field with the complexity of the input image. This
architecture ensures that the extracted features are relevant
and discriminative, considering the unique challenges of the
given datasets for facial expressions.
After the pointwise convolutional layers had been implement-
ed, we further embedded the SoftSwish activation function
at every layer within the network. In this case, SoftSwish
can provide smoother gradient transitions, hence providing
better backpropagation efficiency, especially with deeper net-
work layers, which helps the generalization across different
datasets with diverse FER. During fine-tuning, we train the
model for 160 epochs with ten separate runs, each initiated
with random parameters to ensure robustness.
Instead of relying on traditional data augmentation methods,
the training process incorporated speckle noise augmentation,
random rotation, random zoom, and color jitter augmentation.
These techniques are designed to simulate real-world condi-
tions and further enhance the model’s accuracy by allowing it
to recognize facial expressions under varying conditions. This
extensive training and fine-tuning process allows the model
to produce high-quality image embeddings, each represent-
ed as a 128-dimensional vector, encapsulating the essential
features necessary for accurate FER.
The result is a highly efficient feature extraction process that
benefits from the enhanced capabilities of MobileNetV3,
making it particularly well suited for deployment in resource-
constrained environments where both performance and com-
putational efficiency are paramount (see Fig. 2).

3.4. Coordinate Attention Module

The coordinate attention module (CAM) represents a signifi-
cant advance in attention mechanisms within neural network
architectures, particularly by enhancing spatial awareness and
focus. Although integrated into models like MobileNetV3,
CAM offers substantial improvements in tasks such as facial
expression recognition, where precise spatial information is
crucial.
Coordinate attention diverges from traditional attention mech-
anisms by incorporating positional encodings directly into the
attention process. For an image I with dimensionsW ×H ,
each pixel coordinate (x, y) contributes to the attention mech-
anism through a function f(x, y) that encodes positional
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Depthwise separable convolution

Inverted residual block (bottleneck)

Adaptive average pooling

1×1  point-wise convolution

Output

Feature
extraction

Classification
Transfer learning + fine tuning

Stage 4
Stage 5 Convol. 1 Convol. 2

Initial stage

Stage 2

Stage 1

Stage 3

224×224×3

112×112×16

56×56×24
28×28×40

14×14×80 14×14×112 7×7×960

1×1×128

7×7×160

Fig. 2. The architecture of MobileNetV3 used for feature extraction.

information. This can be represented as:

Attention(x, y) = f(x, y) . (3)

This formulation allows the network to assign attention scores
or weights to specific pixel coordinates, highlighting areas
of the image that are most relevant for feature extraction.
By leveraging these positional encodings, CAM enables the
network to focus on critical spatial relationships within the im-
age, thereby enhancing the model’s ability to capture detailed

Input

Residual

Sigmoid Sigmoid

BatchNorm  + non-linear

Concat + conv2d

X avg
pool

X avg
pool

Re-weight

Output

Conv2d Conv2d

Split
C*H*1

C*1*W

C*1*W

C*1*W

C*1*W

C/R*1*(W+H)

C/R*1*(W+H)

Fig. 3. Integration of the coordinate attention module (CAM) into
the MobileNetV3 architecture.

and contextually relevant features, especially in complex tasks
like facial expression recognition.
When applied to MobileNetV3, CAM integrates seamless-
ly with the existing structure, working in tandem with our
proposed DKA and SoftSwish activation function. This com-
bination ensures that the network not only adapts to varying
image complexities but also focuses its computational re-
sources on the most significant areas of the image, thereby
improving both accuracy and efficiency.

3.5. Integration of CAM into MobileNetV3

The MobileNetV3 architecture also integrated the CAM
to further improve feature extraction. CAM is integrated
with MobileNetV3’s inverted residual blocks, which creates
a more explicit level of spatial focus and greatly increases the
performance of the model in facial expression recognition.
This integration enables MobileNetV3 to make better use of
dependencies over space in facial images. The network is more
capable of creating a more discriminative and accurate feature
representation because the location of the key coordinates
on the face in the image is dynamically updated. CAM can
selectively emphasize important regions of the face, so that
the network pays closer attention to the most informative
aspects of facial expressions and neglects the non-critical
areas.
The result is a model that takes advantage of both the efficien-
cy and flexibility provided by MobileNetV3, further enhanced
by DKA and SoftSwish, in a fashion that gains even more
insight into spatial relationships using CAM. As such, this
combination will bring about much improved both accura-
cy and robustness in the recognition of facial expressions,
making this updated MobileNetV3 architecture particular-
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Input image Extraction using 
MobileNet

Dynamic kernel 
adaptation

Output: facial 
expression 

classification

Coordinate 
attention 
module

SoftSwish 
activation 
function

Fig. 4. Methodology framework for FER using enhanced Mo-
bileNetV3 with CA and DKA.

ly suitable for applications requiring high performance with
very resource-constrained devices. The integrated CAM Mo-
bileNetV3 architecture is presented in Fig. 3.
To improve facial expression recognition, we propose an
improved methodology using MobileNetV3, augmented with
activation of CAM, DKA, and SoftSwish activation. Figure
4 illustrates this integrated framework, showing how these
components work together to improve focus, adaptability, and
training stability.
Figure 4 presents a simplified view of the proposed method-
ology, which integrates three key components within the Mo-
bileNetV3 framework: the CAM, DKA, and the SoftSwish ac-
tivation function. These components are designed to enhance
the focus on relevant facial features, adaptively optimize ker-
nel sizes for varying image complexities, and improve training
stability, respectively. This combination aims to increase both
the accuracy and computational efficiency of facial expression
recognition systems in resource-constrained environments.

4. Results and Discussion

As for the execution of our experiments we used a personal
computer with a 64-bit operating system and an Intel Core
i7-3.0 GHz and 16 GB of RAM. Experimentation of all of
the above approaches was performed using Python.

4.1. The JAFFE Database

The JAFFE database is made up of faces of Japanese women
and includes both profile and frontal views of these women’s
faces. The images are in grayscale and have a resolution
of 256 × 256 pixels [22]. The database shown in Fig. 5 is
widely familiar with image processing and facial expression
analysis. It is extensively used in research and is often used in
the creation and assessment of machine learning algorithms
commonly used in facial expression recognition. Within the
database, there are several pictures of facial expressions of
different emotions such as happy, sad, angry, and disgusting
emotions, which makes it more useful in training of the FER
algorithms.

4.2. The CK+ Database

The CK+ database, also known as the extended Cohn-Kanade
database, can become a helpful tool in the field of facial
expression analysis and computer vision. This database was
created as an expansion of the original Cohn-Kanade database

with the goal of increasing the variability and richness of
captured expression [23].
The key technical aspects of the CK+ database are as follows:
• Image size – the images used in the CK+ database on

average are of 256 × 256 pixels, meaning that the dimension
of the images maintained was homogeneous.
• Facial expressions – the facial expressions covered by the

database comprise, but are not limited to, happy, sad, angry,
surprised, disgusted, and afraid. This diversity enables
researchers to assess models through the wide range of
emotions.
• Controlled environment – the images are taken in a con-

trolled environment which is very important in standardized
environment and scaling out environmental factors that
may influence facial expression analysis.
• Subjects – this is a factor that breaks the homogeneity of the

data, and several subjects make entries into the database.
This variety is useful for testing the extent of generalization
of developed facial expression recognition models.
• Annotations – the CK+ images are frequently provided

with facial landmarks and emotion labels in addition to the
geometric ones. This annotation is useful for both teach-
ing and testing machine learning algorithms, especially
for recognizing facial expressions. An illustration of the
database is provided in Fig. 6.

4.3. The FER2013 Dataset

The FER2013 dataset contains grayscale images of faces,
which are 48 pixels × 48 pixels. It encompasses seven facial
expressions: happiness, anger, disgust, fear, sadness, surprise,

Fig. 5. A partial image of the JAFEE database was used to carry out
the analysis.

Fig. 6. A sample of the images in the CK+ database.
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Fig. 7. Subset of the image from the FER2013 database.

and none/neutral. This is acted data set that can be used in
training and testing facial expression recognition models, as
it provides realistic challenges. It is most often divided into
training, validation, and testing set to create a standard for
the comparison of the different methods. This is particularly
because the network is tiny in size, and thus ideal for deep
learning. Scientists apply FER2013 to design and evaluate
models to mitigate problems with lighting, head orientation,
and different emotions [24]. An example of the proposed
database is depicted in Fig. 7.

4.4. Dataset Overview and Scalability Consideration

The computational realm of this study needs to be clarified
better through understanding of the data sets that we used dur-
ing experiments. The JAFFE dataset includes 213 grayscale
images depicting ten subjects with posed facial expressions.
The CK+ dataset contains 593 image sequences acquired from
123 different subjects, although expression labels are provid-
ed only in the final frames of each sequence. The FER2013
dataset is significantly larger, comprising more than 35 000
grayscale images divided into training, validation, and testing
sets, with each image sized at 48 × 48 pixels.
The different scales of our datasets enabled the evaluation
of the MobileNetV3 + CAM + DKA model in terms of both
efficiency and scalability. The model demonstrated consistent
accuracy and maintained a similar inference speed, even
when handling a large volume of FER2013 data, confirming
its suitability for real-time applications in diverse resource-
constrained environments.

4.5. Data Augmentation

Data augmentation is a critical step in FER, especially when
using a complex model such as MobileNetV3 with CAM and
DKA. This essential strategy involves generating additional
samples by applying various transformations to the training
set, ensuring that the model becomes more effective and
robust. Several augmentation methods can be used to improve
the accuracy of facial expression recognition, including the
following.
• Speckle noise augmentation – this method superimposes

speckle noise on the face image by multiplying it by some
random numbers, which are helpful in mimicking natural
conditions and improving the model’s ability to discern
noise.
• Random rotation enhancement – this method involves

rotating images containing faces around the vertical or

Tab. 1. Data augmentation techniques with the parameters used.

Augmentation technique Parameters

Speckle noise
augmentation Noise factor: 0.1

Random rotation Random angle: –20° to +20°
Random zoom Zoom range: 0.8 to 1.2

Random crop Crop ratio: 80% of original
image size

Color jitter
Saturation range: 0.5 to 1.5

Brightness range: –0.3 to 0.3

horizontal axis in a random manner and thus, it improves the
model’s capability to identify different human expressions.
• Random zoom augmentation – this one zooms in and out

on the images randomly – the idea being that the model
has to be able to learn about the faces and the expressions
on them at random sizes.
• Random crop augmentation – this involves tear and shear

where the method entails taking a part of the image and
discarding the other part leaving the neural network to
recognize parts of the face.
• Color jitter augmentation – this technique adds random

variation in the hue, saturation, and brightness; adds varia-
tions that the model did not receive in the training phase.

These parameters have been chosen to allow proper augmen-
tation without compromising the validity of the data on facial
expressions. By integrating these methods, the model is ex-
pected to benefit from adaptation to different changes in the
environment. Executing them enables the enhancement of
facial expression recognition in real-world settings.

5. Experimental Steps

All aspects of the experimental setup were carefully designed
for facial expression recognition, and we specifically designed
a scenario to provide an in-depth review of the proposed mod-
el, based on MobileNetV3 combined with CAM and DKA.
This effort helped to analyze the capabilities of the proposed
model for more complex real-world facial expressions.
The training set was the largest part of the data, representing
approximately 70% that was essential to develop the deep
neural network model to learn. Its size allowed the model to
discern intricate patterns, distill complex correlatives, and
finally trace fine nuances linked to various forms of facial
expression.
A 15% size validation set was particularly important to fur-
ther the model intricacies. It allowed for addressing matters
with hyperparameters and improvements in the general perfor-
mance and was a credible line of defense against overfitting.
Consequently, the other 15% of the data set was kept for the
purpose of the validation test. The validation set was therefore
set apart for the sole testing of the model. Its goal was to
shine on a model, evaluating or testing its performance in
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recognizing unknown facial expressions that were previously
known to confirm the efficient operating mode.

5.1. Subject-independent Data Splitting

To ensure fair evaluation and prevent data leakage, a subject-
independent splitting strategy was used for the CK+ and
JAFFE datasets. Specifically, individuals appearing in the
training set were excluded from both the validation and the
testing sets. For CK+, we used image sequences from ap-
proximately 80% of the subjects for training and reserved the
remaining 20% for testing and validation. For JAFFE, images
from 7 subjects were used for training and 3 subjects for test-
ing and validation. This ensures that the performance reflects
its ability to generalize to unseen individuals.

5.2. Enhanced Model Architecture

MobileNetV3 is the backbone network for the proposed model
that provides the ability to extract features from facial images.
It is relatively lightweight and even more appropriate for use
with mobile devices, making it ideal for real-time use. The
latest MobileNetV3 is integrated into this model to ensure
that the model obtains the desired characteristics of being
light and at the same time capable of producing high-level
features.
The coordinate attention module is another improvement that
gives our model the ability of the spatial awareness layer. This
module works on the basis of variations in the weightage of
various parts of the image, as depicted by the geographical
coordinates. In the context of facial expression recognition,
CAM opens the possibility of letting the model concentrate
on important face areas, since it assigns different weights
to the regions. The adaptation mechanism coping strategy
increases the efficiency of feature extraction and the precision
of capturing facial alterations. In this way, CAM improves
the ability to space examination of facial images in space
compared to the initial model.
Dynamic kernel adaptation (DKA) is an essential improve-
ment to the adaptability and performance of our facial expres-
sion recognition model. In contrast to standard networks that
have kernels of a fixed size, within DKA there is an option
for the kernel size to be modified in the course of training.
This flexibility is advantageous in dealing with the essential-
ly different levels of difficulty in facial images. For example,
when there is emotion in the face and the concerns are subtle,
DKA allows a larger kernel, which means that features are
extracted with a better accuracy.
On the other hand, in simple scenes, the size can be reduced
to ensure cost savings and be better optimized to increase
its predictive power. Such a dynamic adjustment mechanism
ensures that the model is robust across various datasets but is
also more efficient in terms of consumption of computational
resources. Integration of DKA with MobileNetV3 along with
CAM greatly improves the broad applicability of the model in
various datasets involving different facial expressions, while
boosting the real-time performance of the model.

5.3. Training Details

The training process was optimized to ensure peak perfor-
mance, with particular emphasis on integrating the DKA
technique. The training was carried out over 160 epochs,
which allowed the model to effectively identify hierarchical
structures and representations of the given facial expression
data with the help of DKA, which also made it more versatile.
The batch size of 32 has been chosen intentionally as it allows
one to achieve rather efficient training without overloading
the system with computations. This option was most useful
when combined with DKA, which modulated the kernel pa-
rameters during the training phase. The ranger optimizer was
used with a learning rate of 0.001.

By combining two methods known as the RAdam or rectified
Adam and LookAhead methods, RAdam fixes problems with
fluctuating step size with the better adjustment of the learning
rate for adjusting the step size feature, while LookAhead
accelerates optimization by coming up with better solutions
to improve convergence. Combined with DKA, it was possible
to achieve good and stable convergence in this setup. This
dynamic adjustment of the learning rate enabled the various
phases of training to make optimal use of the learning rate,
thereby improving the model performance as well as stability.

To avoid overfitting and improve the ability to generalize, an
improved early stopping technique was used. The validation
technique continued to update the accuracy of the chosen
model on another set of never-before-seen data. Training
was, in fact, stopped if no enhancement was observed in the
subsequent epochs up to a prescribed number of epochs. This
active approach also protected from overfitting with the help of
DKA and adjusted the stopping criteria in response to changes
in the kernel adjustments and the validation performance trend
to make sure the model would perform well in response to
a new data set.

To ensure a robust evaluation, all training experiments were
repeated over 10 independent runs with random initialization.
The accuracy results represent the mean ± standard deviation
(std) of these runs for each dataset. The activation function
used throughout was SoftSwish, defined in Eq. (1). Early
stop was employed based on validation accuracy to prevent
overfitting. The detailed hyperparameter settings used during
training are presented in the Tab. 2.

Tab. 2. Training hyperparameters and settings.

Hyperparameter Value

Optimizer Ranger (RAdam + LookAhead)
Learning rate 0.001

Batch size 32
Epochs 160

Activation function SoftSwish
Repetitions 10 runs (mean ± std reported)

Early stopping Patience = 10 epochs
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Tab. 3. Model complexity and inference speed comparison.

Model Parameters [M] FLOPs [M] Inference time [ms/sample]

MobileNetV3 (baseline) 2.9 219 21.3
MobileNetV3 + DKA 3.1 232 19.6

MobileNetV3 + DKA + CAM 3.5 245 18.7

5.4. Computational Efficiency Analysis

To support our claims regarding computational efficiency, we
evaluated and compared the parameter count, FLOPs, and
inference latency of the baseline MobileNetV3 model and its
enhanced versions with DKA and CAM. These values were
obtained using the PyTorch profiler and averaged over 100
runs (Tab. 3).
These results show that the addition of DKA and CAM leads
to only a modest increase in parameter count and FLOPs,
while achieving a significant reduction in latency of approxi-
mately 12.2% faster inference, demonstrating suitability for
deployment in low-resource environments.

5.5. Performance Comparison of FER Models Across
Multiple Datasets

This section explores the performance of various facial ex-
pression recognition models across three widely used datasets.
FER2013, CK+, and JAFFE. By comparing accuracies, re-
calls, precisions, and F1 scores, we intend to show the ad-
vantages and disadvantages of given models while visually
proving the applicability of the presented approach. Exam-
ples of performance measures for each data set are shown in
Figs. 8–10.
The proposed model stands out with the highest performance
metrics across all criteria evaluated in FER2013 dataset anal-
ysis. It achieves an accuracy of 87.1%, recall of 81.8%, preci-
sion of 83.9%, and an F1 score of 82.8%. This is a significant
improvement over other models, which shows its superi-
or capability to recognize facial expressions accurately and
consistently. MobileNetV3 follows, showing respectable per-
formance with an accuracy of 84.8% and an F1 score of
80.5%. This means that it is relatively good, though some-
what less so than the model proposed here. LCNet ranks next,
ranked by progressively worsening metrics, followed by FB-
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Fig. 8. Performance metrics for different models in the FER2013
dataset.

Net and ShuffleNet V2. Although they are equally relevant,
these models have relatively less accuracy than our model
and therefore suggest that even more complex architectures
may be helpful for this dataset.
The results in the CK+ dataset showed great performance
with a precision of 95.8% and a good F1 score of 94.1%. It
surpasses all other models, and thus it is suggested that it is
perfectly suited to the task of facial expression analysis within
this dataset. MobileNetV3 also performs well with a given
accuracy of about 91.1% and an F1 score of about 90.3%.
This clearly depicts the strength of the model, though it is
not as efficient as our model. The results of FBNet, LCNet
and ShuffleNet V2 are also acceptable, but the difference
in metrics can be observed. This implies that the advanced
features of the proposed model improve the performance on
this data set to a large extent.
For the JAFFE data set, it is significant when we note that our
model offered an accuracy of 96.6% and an F1 score of 94.1%.
This data set also validates the effectiveness and generality of
the model identified in this study with other related data sets.
It can be seen that both FBNet and MobileNetV3 have good
accuracy and F1 scores considering the fashion data set and
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Fig. 9. Performance metrics for the models evaluated in the CK+
dataset.
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Fig. 10. Performance metrics for the models evaluated in the JAFFE
dataset.
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Fig. 11. Comparative analysis on the JAFEE dataset for: a) SoftSwish
and b) h_swish activation functions.

are still lower than the designed model. LCNet and ShuffleNet
V2 have good results. However, they are not very efficient
compared to the proposed model. Thus, the high stability of
the performance of our model on all four sets proves that it is
reliable and efficient for facial expression recognition.

5.6. Comparative Analysis of Loss Functions

In the next step, we study a comparative study of the applied
h_swish and SoftSwish activation functions in models of
facial expression recognition using different sets of data:
JAFEE, CK+, and FER2013 was conducted. Its purpose is to
evaluate these activation functions to improve the performance
and regularization of facial expression recognition. This is
demonstrated in Figs. 11–13 and denotes how these functions
work before and after DKA, revealing the effects on the model
prediction capability in the different datasets.
Looking at the results obtained on the JAFEE dataset, the
SoftSwish model should be noticed, which demonstrates
rather high indicators both before and after the application of
the DKA. Before DKA, SoftSwish was as accurate as 0.939
and after DKA it was 0.966. This implies that the intervention
of DKA leads to a drastic improvement in the performance of
SoftSwish. In the same way as with h_swish, the accuracy
was higher after DKA as well: 0.920 before DKA and 0.939
after DKA.
The same was the case in the CK+ dataset, where SoftSwish
averaged a 0.9369 before DKA and a 0.9580 at the end of
DKA. h_swish also showed nearly equally good results as
the latter, with an accuracy improvement from 0.9173 before
DKA to 0.9375 after DKA.
SoftSwish was found to have an improvement on the FER2013
data set with an increase in precision from (0.8559 to 0.8710)
after applying DKA. For the part of h_swish, there was an
improvement in the level of accuracy from (0.8413) before
the use of DKA to (0.8585) after the implementation of DKA.
From these results, it can be concluded that, for h_swish and
SoftSwish, the application of DKA has a considerable impact
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Fig. 12. Comparative analysis on the CK+ dataset: a) SoftSwish and
b) h_swish activation functions.
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Fig. 13. Comparative analysis of the FER2013 data set for a)
SoftSwish and b) activation functions.

on the enhancement of the accuracy of facial expression
recognition on various datasets.

5.7. Comparative Analysis of Enhanced FER Models
Across Datasets

To check the general performance of the FER models, it is
important to compare the results of their assessment across
various data sets. The appearance of the datasets is different
and the main problems associated with them are the vari-
ability in poses, illumination, and the acquisition of facial
images for FER2013, CK+, and JAFFE. In Fig. 14, we pro-
vide a comprehensive comparison analysis of the improved
MobileNetV3 model with DKA and CA added compared to
the baseline MobileNetV3 and the MobileNetV3 model that
was improved only with DKA. This will help in the focus of
the paper to present the enhancements that have been made
as a result of the use of proposed approaches and hence es-
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Fig. 14. Comparative analysis of the FER2013 data set for a)
SoftSwish and b) activation functions.

tablish the effectiveness of the model in detecting emotions
from faces with high accuracy in similar datasets.

From the analysis of the performance in all the evaluated
dataset; FER2013, CK+ and JAFFE as presented in Fig. 14,
incorporating DKA and CA in the MobileNetV3 platform
has boosted the performance of the model.

On the FER2013 dataset, which is known for its challenging
real-world images with varying lighting conditions and facial
expressions, our enhanced model achieved a notable accuracy
of 88.5%. This represents an improvement of 3.7% over
the baseline MobileNetV3. The inclusion of DKA allows
the model to dynamically adapt its convolutional kernels,
thus improving its ability to capture finer details in complex
scenes. Meanwhile, CA enhances the model’s focus on crucial
facial regions, ensuring that the most relevant features are
emphasized during the recognition process.

The CK+ dataset, characterized by its controlled environment
and a wide range of emotional expressions, further highlights
the advantages of these enhancements. Here, the proposed
model achieved an accuracy of 97.17%, significantly exceed-
ing the accuracy of 91.1% of the baseline model.

This remarkable improvement to the effectiveness of CA in
refining the model’s attention to spatial details, particularly in
distinguishing subtle differences in expressions. Additionally,
DKA contributes to the model’s flexibility in processing var-
ied facial expressions, thereby boosting its overall accuracy.

In the JAFFE dataset, which includes images of Japanese
female subjects displaying different emotions, our model
achieved an impressive precision of 97.84%. This result fur-
ther underscores the model’s robustness in handling diverse
populations and expression intensities. The combined effect
of DKA and CA allows the model to generalize well across
different demographic groups, ensuring consistent perfor-
mance even in data sets with specific cultural or gender-related
characteristics.

Overall, the integration of DKA and CA techniques into Mo-
bileNetV3 has proven to be a powerful approach to enhance
facial expression recognition. These techniques not only im-
prove accuracy but also ensure its reliability and adaptability
across various challenging scenarios.
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Fig. 15. Confusion matrix for: a) FER2013, b) CK+, and c) JAFFE
datasets.

5.8. Confusion Matrix for all Datasets

To evaluate the model’s performance in more detail across dif-
ferent datasets, confusion matrices were employed to analyze
the accuracy of the model in classifying facial expressions.
These matrices are a powerful tool for understanding how
well the model distinguishes between different classes and
accurately identifies the correct expressions. Figure 15 illus-
trates the confusion matrices obtained for the CK+, FER2013,
and JAFFE datasets.
The confusion matrices for the three datasets (CK+, FER2013,
and JAFFE) demonstrate the outstanding performance of the
proposed model in FER. The model exhibits exceptionally
high accuracy on both the CK+ and JAFFE datasets, with di-
agonal values ranging from 99.2% to 99.8%, indicating its
ability to accurately distinguish between different expressions
in controlled environments. In contrast, despite the complex-
ity of the FER2013 dataset, which includes images under
various real-world conditions, the model still achieves de-
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Tab. 4. Comparison of the performance of different FER methods using attention mechanisms for the JAFFE, CK+, and FER2013 datasets.

Method JAFFE CK+ FER2013

MobileNetV3 + CAM + DKA (proposed method) 98.84% 99.56% 88.50%
MobileNetV3 + DKA 97.84% 97.17% 87.10%
Baseline MobileNetV3 96.60% 91.10% 84.80%

Attention mechanism-based CNN for FER [25] 88.81% 82.16% 79.33%
FER using LBP and CNN networks that integrate the attention

mechanism [26] 90.70% 99.48% 71.29%

FER method combined with the attention mechanism [27] 82.16% 88.81% 79.33%
Auto-fernet – fer network with architecture search [28] 97.14% 98.89% 73.78%

Lightweight FER with key region fusion [29] 82.16% 88.81% 79.33%

cent accuracy, reaching up to 89.2% in the best cases, with
relatively low misclassification rates. Overall, these results
underscore the model’s reliability and efficiency in handling
facial expressions across various datasets, proving its effec-
tiveness in delivering precise and consistent performance
even in challenging scenarios.

5.9. Evaluation of MobileNetV3 + CAM + DKA Across
Datasets

From the analysis, it is evident that the MobileNetV3 + CAM
+ DKA model produces high accuracy in facial expression
recognition test trials. Thus, for the JAFFE dataset, the pro-
posed model yields a high accuracy of (98.84%), which means
that it can work efficiently on experiments, including a va-
riety of facial expressions. These findings are reflected in
the confusion matrix, which shows the ability of the chosen
model to correctly recognize each of the expressions with an
emphasis on the neutral one.

In the CK+ dataset, the model maintains a notably high
accuracy, achieving a rate of 99.56%, this further reaffirms the
strength of the model as there is consistency in its performance
across the three datasets. Furthermore, when tested in the
FER2013 database, the precision is equal to 88.5%, which
means that even under realistic conditions, it successfully
identifies different expressions.

The inclusion of CAM and DKA partly enhances the effective-
ness and general accuracy of the model based on all defined
sets. CAM improves feature capture by optimally directing
focus, and DKA enhances the model’s ability to general-
ize, making it more adaptable and effective in real-world
scenarios.

Despite the high accuracy observed on the CK+ and JAFFE
datasets (more than 99%), we acknowledge that such small
and homogeneous datasets carry a risk of overfitting. To mit-
igate this, we adopted strict subject-independent evaluation
protocols, ensuring no identity overlap across training, valida-
tion, or test sets. Furthermore, we conducted multiple training
runs and reported mean ± std results to verify consistency.
Future work will extend our evaluation to larger and more

diverse datasets, such as AffectNet and Occlusion-FER, to
validate generalization under real-world conditions.

6. Comparison with Different Approaches

Table 4 compares the performance of the proposed method
with other state-of-the-art FER approaches that use attention
mechanisms on the JAFFE, CK+ and FER2013 datasets.
The proposed MobileNetV3 + CAM + DKA model demon-
strates improved performance because its three integrated
enhancements include CA for spatial awareness, DKA for
flexibility, and improved training stability using the SoftSwish
activation function. The complete proposed model delivers
better accuracy results than both the baseline MobileNetV3
and its DKA-only variant when evaluated on all datasets.
Performance gain requires accepting a more complex model
structure together with additional parameters. With the addi-
tion of the CAM, the parameter count increases slightly, but
the feature detection accuracy improves significantly under
challenging lighting conditions and facial obstructions. With
adaptive computation implemented through DKA, the model
can dynamically modify kernel sizes, leading to better gener-
alization performance without negatively affecting inference
speed.
The performance strength of the LBP + CNN and Auto-
FERNet methods in controlled datasets proves insufficient to
address the diverse conditions of FER2013, due to limited
spatial feature encoding or dependence on handcrafted fea-
tures. Our method strikes a balance between performance and
computational efficiency, making it more suitable for edge
deployment compared to heavier models such as those based
on ResNet architecture for FER tasks.
The comparison of results is presented in the Tab. 4 high-
light the effectiveness of the proposed method, which inte-
grates CA with MobileNetV3, across the JAFFE, CK+, and
FER2013 datasets. Our method achieved an impressive ac-
curacy of 98.84% in the JAFFE dataset, 99.56% in the CK+
dataset, and 88.50% on the FER2013 dataset, outperforming
most other state-of-the-art methods that incorporate attention
mechanisms.
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Specifically, the proposed method shows a significant im-
provement over CNN based on the attention mechanism pre-
sented in [25], which reported precisions of 88.81%, 82.16%
and 79.33% on the JAFFE, CK+, and FER2013 datasets, re-
spectively. This substantial performance gap highlights the
superiority of the coordinate attention mechanism in effec-
tively capturing and utilizing spatial information within facial
images.
Similarly, the method that involves the integration of LBP
as a feature extractor and CNN network by incorporating an
attention mechanism as suggested in [26] yielded slightly
higher precision in the CK+ benchmark dataset at 99.48%.
However, its performance drastically dropped on the FER2013
dataset with an accuracy of only 71.29%. This means that
the method proposed in this work is more generalizable in
different datasets while retaining a high level of accuracy, as
demonstrated in the FER2013 dataset.
Furthermore, the FER method combined with the attention
mechanism in [27] that produced the accuracies of 82.16%,
88.81% and 79.33% in the JAFFE, CK+ and FER2013
datasets, respectively, are relatively low compared to the huge
improvements recorded by our method. The CA mechanism
when combined with MobileNetV3 offers superior results in
terms of spatial patterns while also outperforming other work
in terms of adaptability to various datasets.
Finally, the lightweight FER with key region fusion method
matches the performance of our proposed method on all
three datasets. This close competition indicates that, while
both methods are highly effective, the CA mechanism, when
combined with MobileNetV3, provides a competitive edge,
particularly in scenarios that require a balance of accuracy
and computational efficiency.

7. Conclusions

In this work, we achieved a significant advancement in FER
by incorporating the coordinate attention mechanism into the
MobileNetV3 CNN architecture, further enhanced with dy-
namic kernel adaptation and SoftSwish activation. This novel
combination leverages the strength of each of its constituents
and, therefore, provides up-to-date, substantial improvements
over the existing FER methodologies.
The approach introduced is very strong and accurate; it es-
tablishes itself as a state-of-the-art solution in the field. The
proposed CA mechanism finely embeds the positional in-
formation to sharpen the model’s attention on the important
facial features, while MobileNetV3, with the help of DKA and
SoftSwish, contributed toward high computational efficiency
and adaptability to varying image complexities.
However, this study also recognized some limitations. The
major limitation is that it depends on a relatively small set
of experimental data and may not capture much diversity
in real-world tasks. Furthermore, behavior under different
lighting conditions, occlusions, and other challenging envi-
ronments has not fully investigated. These drawbacks will be
covered in further research by extending the evaluation with

datasets that present a large diversity of lighting conditions
and occlusions, as well as deepening the further contextual en-
hancements to make the model stronger in terms of reliability
and generalization.
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