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Abstract — The rapid growth of cloud services has led secu-
rity monitoring to rely mainly on limited telemetry data fur-
nished by cloud service providers. Flow logs, such as VPC Flow
Logs in Amazon Web Services, are one of the key sources of in-
formation about network traffic in IaaS environments. In this
study, a fully automated experimental environment was de-
signed and deployed in the AWS cloud using the infrastructure-
as-a-code approach with Terraform. The environment includes
a virtual network, flow logging mechanisms, and controlled at-
tack scenarios generating characteristic traffic patterns, such
as port scanning, brute-force authentication attempts, and data
exfiltration. The collected data was analyzed using cloud-native
tools, in particular Amazon Athena, which enabled a detailed
investigation of anomaly detection based on flow-level metrics.
The results confirm that selected threats can be effectively de-
tected using traffic metadata, including the number of unique
destination ports, the repetition of communication attempts,
the volume of transferred data and the temporal regularity of
flows. The analysis demonstrates that flow logs alone are not
sufficient to clearly distinguish between malicious activity and
legitimate operations with similar characteristics, highlighting
inherent limitations of telemetry in the IaaS model. The paper
outlines directions for future work, including correlation with
additional log sources and integration with ML models to im-
prove detection accuracy and reduce false positives.
Keywords — AWS, cloud security, IaaS, intrusion detection, net-
work traffic analysis

1. Introduction

The rapid growth of cloud computing services has led to an
increasing number of information systems operating based
on the IaaS model. Despite their numerous advantages, such
as scalability and flexibility, these environments are exposed
to a wide range of security threats, particularly at the network
level. Network traffic analysis is one of the key techniques
for identifying malicious activities and assessing the overall
security posture of an infrastructure. The complexity of mod-
ern cloud environments makes monitoring a key component
in ensuring security, reliability, and compliance with orga-
nizational policies. Observability of distributed and dynam-
ically changing cloud resources remains a key challenge [1].
In the context of cloud environments, especially within the
IaaS model, network traffic analysis is critical given the high-
ly dynamic nature of resources and the limited visibility pro-
vided by traditional network inspection mechanisms. The
ephemeral lifecycle of cloud resources and the abstraction

layers introduced by cloud providers restrict direct access to
network-level telemetry, thereby increasing the complexity
of effective security monitoring.

Cloud services can be delivered through various service
models that differ in the division of responsibilities between
the service provider and the end user. The most commonly
adopted models include IaaS, Platform-as-a-Service (PaaS),
and Software-as-a-Service (SaaS).

The IaaS model provides users with access to fundamental
infrastructure resources, including virtual machines, virtual
networks, and data storage systems. The responsibility for
configuring operating systems, implementing network secu-
rity controls, and securing deployed applications depends,
largely, on the user. Although this model offers great flexi-
bility, it also requires a systematic and conscious approach
to security management [2].

From a security perspective, the concept of shared responsi-
bility is paramount. According to this model, the cloud ser-
vice provider is responsible for securing the underlying phys-
ical infrastructure, while the user is responsible for securing
the resources deployed within the service. In the IaaS mod-
el, this responsibility includes, among other things, setting
network security rules, implementing access control mecha-
nisms, and continuously monitoring network traffic.

Network traffic in cloud environments differs significantly
from that observed in traditional data centers. This distinc-
tion arises primarily from resource virtualization, dynamic
infrastructure scaling, and software-level network segmen-
tation. As a result, traffic patterns in cloud-based systems
are more fluid and less predictable than those in static on-
premises environments. In cloud environments, two funda-
mental types of network traffic can be distinguished: external
traffic, which occurs between cloud-based resources and the
public network, and internal traffic, which occurs within the
cloud infrastructure between individual virtual resources [3].

Despite the increasing adoption of flow log–based telemetry
mechanisms, relatively few research papers analyze the de-
tection of multiple threat categories exclusively using such
data sources. The existing literature focuses primarily on
ML-based approaches for specific attack scenarios, such as
distributed denial-of-service (DDoS) attacks or port scan-
ning, while paying considerably less attention to the simulta-
neous analysis of port scanning, brute force attacks, beacon-
ing, and data exfiltration within a unified IaaS environment.
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Survey papers on IaaS security focus on general aspects of
infrastructure layer security, such as cryptography and insid-
er threats, rather than on the limitations of network telemetry
and their impact on the detection of network-based threats.
Furthermore, research on anomaly detection using VPC
Flow Logs has gained momentum only in recent years, pre-
dominantly in the context of Internet of Things (IoT) envi-
ronments or machine learning (ML) detection techniques.
However, there remains a lack of systematic analysis that ad-
dresses multiple classes of network attacks within a cohesive
AWS IaaS architecture [4].
In this work, an experimental approach was adopted to eval-
uate the feasibility of using network flow logs – a primary
source of threat intelligence in IaaS environments. In con-
trast to existing research, which typically focuses on individ-
ual attack types or relies on advanced ML models, the anal-
ysis in this study emphasizes the identification of network
traffic patterns characteristic of different threat classes, by
relying on analytical methods.
The main contribution of this work is the design of a fully
controlled experimental environment in the AWS cloud and
the demonstration of the extent to which anomaly detection is
possible using network traffic metadata only, without access
to full packet payloads.

2. Related Works

Research on threat detection in IaaS cloud environments in-
creasingly focuses on network traffic objects, such as flow
logs. The growing adoption of this approach is driven by
technical limitations associated with full packet inspection,
as well as by the scale and dynamic nature of modern cloud
infrastructures. Numerous studies emphasize that flow logs
provide a lightweight, scalable means of monitoring network
traffic in the cloud, which differs significantly from tradition-
al methods based on packet capture (PCAP) or NetFlow.
For example, studies conducted in IoT environments clearly
demonstrate that VPC Flow Logs provide only basic meta-
data, such as packet and byte counts, source, destination ad-
dresses, and protocol information. Additionally, the flow logs
are segmented according to time-based windows, thus hin-
dering session reconstruction and comprehensive communi-
cation analysis. Despite these limitations, appropriate aggre-
gation and transformation of flow logs, such as bidirection-
al flow reconstruction, can significantly improve the effec-
tiveness of anomaly detection in cloud environments. Cloud
service providers recommend using flow log-based monitor-
ing for analyzing unauthorized traffic, detecting anomalies,
and correlating events within security information and event
management (SIEM) systems.
Despite the growing number of publications on threat detec-
tion in cloud environments, there remains a noticeable lack
of studies that systematically analyze the limitations of rely-
ing solely on network flow logs for detecting multiple classes
of attacks simultaneously in IaaS environments.

Existing research primarily focuses on improving detec-
tion performance through ML models. However, the inter-
pretability of the results and the feasibility of applying sim-
pler analytical approaches in production environments are
rarely examined.
Therefore, a justified need exists for an analysis that relies
on an experimental approach using real cloud infrastructure
and focuses on the practical aspects of threat detection under
conditions of limited data visibility.

2.1. Anomaly Detection Using ML Models

The vast majority of contemporary research focuses on the
automatic detection of threats using ML algorithms that an-
alyze network metadata only. However, the literature al-
so presents more advanced approaches that leverage net-
work flows and native cloud observability services to design
autonomous threat detection systems. Particularly notewor-
thy are studies that concentrate on combining system-level
telemetry with network metadata and on applying ML mod-
els to enhance attack detection effectiveness.
An example of such an approach is an incident detection
system based on AWS services, which integrates data from
CloudWatch and VPC Flow Logs with an analytical pipeline
that uses Amazon SageMaker and serverless services such
as AWS Lambda and SNS. The system is designed to be ful-
ly autonomous and adaptive, addressing the limitations of
traditional rule-based monitoring systems, including static
CloudWatch alarms and signature-based mechanisms, which
struggle to detect complex and evolving threats.
These studies demonstrate that enriching flow log analy-
sis with ML techniques – such as isolation forest, deep au-
toencoders, random forest, and XGBoost – significantly im-
proves detection effectiveness, even for attacks that are dif-
ficult to capture while relying on classical methods. This in-
cludes brute-force attempts, port scanning, data exfiltration,
and DDoS attacks.
The experimental evaluation was conducted using a hybrid
dataset comprising more than 2.8 million records collected
during both regular operation and simulated attack scenar-
ios, enabling a reliable assessment of model performance.
Among the evaluated models, XGBoost proved to be the
most effective, achieving high classification accuracy and
low detection latency, while substantially reducing false pos-
itives. Feature importance analysis revealed that key indica-
tors for anomaly detection include flow characteristics such
as traffic volume, flow duration, and destination port en-
tropy. The findings of these studies are highly relevant to
the present work, as they show that despite the limited in-
formational scope of flow logs, their integration with data
processing techniques and ML models can enable effective,
scalable and cost-efficient threat detection. At the same time,
they highlight the growing role of automation and ML-based
approaches in monitoring cloud environments, providing an
important complement to the research on classical methods
used for analyzing anomalous traffic patterns in IaaS infras-
tructures [5]. The authors of [4] presented a survey of in-
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trusion detection methods based exclusively on data derived
from VPC Flow Logs. The work indicates that analyzing net-
work traffic metadata can be an effective means of identify-
ing security incidents, even in environments where packet in-
spection is not feasible or is significantly constrained. Flow-
based security analysis has also been investigated in foren-
sic contexts. In [6], the concept of “superflows” is proposed,
which aggregates related network flows to facilitate threat
searches, incident investigations and traffic pattern analysis.
The work demonstrates that higher-level aggregation of flow
metadata may significantly improve the efficiency of securi-
ty analysis in large-scale network environments.
Recent studies have also demonstrated the effectiveness of
flow-based approaches for anomaly detection in large-scale
data centers and cloud environments. Such approaches can
provide scalable threat detection capabilities without requir-
ing deep packet inspection [6], [7]. The growing scale of
modern cloud infrastructures has also motivated research
into large-scale anomaly detection and diagnosis mecha-
nisms relying on network telemetry collected from produc-
tion cloud environments. Such approaches enable the iden-
tification of network- and application-level anomalies across
millions of cloud resources [8].

2.2. Security in the Infrastructure-as-a-Service Model

Security in the IaaS model has been extensively studied by
researchers in cloud computing, particularly those who focus
on the infrastructure layer. In [9], an industry-driven case
study is presented accompanied by a large, real telemetry
dataset aimed at enabling research on anomaly detection in
complex cloud environments. The authors emphasize that
contemporary large-scale cloud systems (LCSs) are becom-
ing increasingly complex and that their reliability largely de-
pends on effective early anomaly detection. Unfortunately,
the scientific literature lacks large and realistic datasets that
could serve as benchmarks for evaluating anomaly detection
methods.
To address this research gap, the authors of [9] released
a comprehensive data set collected from IBM Cloud over
a period of 4.5 months. The data set comprises 39 365
records and 117 448 features, spanning various types of
telemetry data and operational metrics. This data set enables
analysis of cloud behavior under both normal operating con-
ditions and during system failures and anomalies. In their
work, the authors also demonstrated the application of ML
models for anomaly detection in their proprietary dataset.
They discussed the data preprocessing pipeline, challenges
arising from the high dimensionality and complexity of the
data, and issues typical of telemetry analysis in distributed
environments.
The applied ML models are intended to support system
health monitoring and improve the effectiveness of early de-
tection of abnormal system behaviors. In the context of IaaS
environments, it is essential to recognize that cloud telemetry
is subject to inherent limitations. Article [10] discusses the
lack of complete control over the underlying cloud infras-
tructure, the constraints resulting from access to only partial

datasets, and the influence of the cloud service provider’s
architecture, all of which significantly affect the ability to
perform a precise and comprehensive analysis of security
events.
Previous work [11] emphasized that the IaaS architecture in-
herently introduces significant security limitations, includ-
ing those resulting from tenant isolation, limited visibility in-
to network traffic, and dependence on the hypervisor. These
factors collectively translate into substantial constraints re-
garding the telemetry available to cloud users.
Previous studies have shown that visibility into network
communications remains one of the key challenges in na-
tive cloud environments. The growing reliance on virtualiza-
tion mechanisms and software-defined networking can sig-
nificantly limit the availability of security-relevant teleme-
try, making network traffic metadata an extremely impor-
tant source of information for anomaly detection and security
monitoring [12].
The challenges associated with securing cloud environments
are not limited exclusively to the network layer. Recent re-
search on managed Kubernetes services in public cloud en-
vironments [13] demonstrates that effective protection of na-
tive cloud applications requires integrating multiple secu-
rity mechanisms, including identity management, compli-
ance assessment, auditing, system hardening, and continu-
ous monitoring. These findings further emphasize the im-
portance of telemetry and security visibility as fundamental
components of cloud security architectures.
The scientific literature also describes solutions that leverage
native cloud provider security services. An example is the
integration of AWS Security Hub and Amazon GuardDuty,
which centralizes threat intelligence, event correlation, and
the automation of security incident detection processes [14].
Such solutions leverage multiple telemetry sources available
in cloud environments and serve as an important reference
point for analysis that relies exclusively on AWS VPC Flow
Logs data.

3. Environment Architecture
The objective of this research was to create a cloud-based
infrastructure capable of generating, collecting and analyz-
ing network traffic to detect selected security threats. The
environment architecture was designed to support both the
reproduction of realistic attack scenarios and the analysis of
network traffic based on flow log data. The environment was
implemented using the IaaS model and consists of a logi-
cally isolated virtual network, compute instances that serve
as test resources, and components responsible for monitor-
ing, security event detection, and data analysis. The overall
architecture is illustrated in Fig. 1.
The core component has the form of a logically isolated
virtual network within which all compute resources are de-
ployed. This network constitutes an isolated address space
that enables controlled observation of network traffic both
within the infrastructure and in communication with the pub-
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Fig. 1. Research environment architecture in AWS Cloud.

lic network. Within the virtual network, a subnet was created
to host the compute instances. Access to the public network
is provided through an Internet gateway, enabling inbound
and outbound traffic. Network communication between re-
sources, as well as communication with external networks,
is governed by firewall mechanisms implemented as securi-
ty groups.
Figure 1 illustrates two compute instances serving different
roles. One instance generates network traffic, while the oth-
er serves as the target resource for executing the test scenar-
ios. This separation of roles enables unambiguous analysis of
both the direction and the characteristics of the observed net-
work traffic. The experimental environment enables the re-
production of realistic threat scenarios while maintaining full
control over the generated network traffic. This, in turn, en-
ables consistent and comparable input data for further analy-
sis, which is critical to evaluating the effectiveness of anoma-
ly detection.

3.1. Network Traffic Generation, Logging Mechanism,
and Threat Detection

Network traffic generated within the research environment
includes internal communication between compute instances
and connections established via the public network. Ev-
ery connection that traverses the network infrastructure is
recorded in flow logs. The flow log metadata describe net-
work connections, such as source and destination IP address-
es, ports, protocols, packet counts, and data volumes. These
data do not include packet payloads; however, they enable
the identification of characteristic communication patterns.
The collected flow logs are stored in a centralized data repos-
itory, enabling further analysis using analytical tools. This
approach supports both retrospective network traffic analysis
and the correlation of events across different time intervals.
Within the architecture of the research environment, a threat

detection mechanism is implemented based on the analysis
of network and behavioral signals. Events indicating poten-
tial security breaches can be generated based on observed
network traffic patterns as well as other environmental pa-
rameters.
The collected network flow logs are analyzed using a tool
that supports the execution of analytical queries. Analysis is
performed using SQL-based queries, allowing data filtering,
aggregation, and correlation across different time intervals.
This approach enables the identification of anomalies in net-
work traffic, such as an unusually high number of connec-
tions, unexpected data volumes, or recurring communication
patterns. The results of the analysis provide a basis for further
investigation and evaluation of the effectiveness of network
flow logs for threat detection.

4. Implementation

The infrastructure was deployed using an Infrastructure-as-
Code (IaC) approach, which enabled repeatable resource
provisioning, change version control, and reduced errors
resulting from manual configuration. The implementation
leveraged HashiCorp Terraform, with the configuration
structured into an environment layer and a set of modular
components corresponding to the individual elements. IaC
makes it possible to manage the entire infrastructure (e.g.,
virtual machines, load balancers, virtual networks, and other
services) by writing source code [15], [16].
HashiCorp Terraform is a tool that enables the declarative
definition of an infrastructure in which the desired state of re-
sources is described using configuration files (Fig. 2). Based
on these definitions, the tool generates an execution plan and
subsequently applies it to the target cloud environment.
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terraform {
  required_version = ">= 1.6.0"
  required_providers {
    aws = {
      source  = "hashicorp/aws"
      version = ">= 5.0.0"
    }
  }
}

Fig. 2. Version and provider definition.

This approach makes it possible to recreate infrastructure in
a controlled and repeatable manner. Within the project, Ter-
raform was used to deploy key components of the environ-
ment, including the network layer, compute resources, net-
work traffic logging mechanisms, and elements supporting
incident response. This approach enabled consistent configu-
ration management throughout the architecture and facilitat-
ed modifications during the project implementation [17]. To
ensure environmental consistency and version control, ex-
plicit declarations of the required Terraform version and the
cloud provider version were applied.
The environment layer serves as the entry point for infras-
tructure deployment and is responsible for integrating in-
dividual modules into a cohesive architecture. Within the
envs/dev directory, the provider configuration, environ-
ment variables, and module invocations are defined that im-
plement specific components of the research environment.
The use of a separate environment layer enables straightfor-
ward adaptation of the infrastructure to different run-time
contexts by modifying variable values, without the need to
alter module definitions.
This approach also improves the readability of the configura-
tion and simplifies the management of dependencies between
resources. The configuration of the cloud provider and the re-
quired tool versions was defined in dedicated configuration
files within the environment layer. Environment-specific pa-
rameters, such as the deployment region and network set-
tings, were declared as input variables, allowing them to be
easily modified without affecting the overall structure of the
project.

4.1. Implementation of the Network Layer

The network module is responsible for provisioning the foun-
dational network layer of the experimental environment. As
part of the implementation, a virtual private cloud (VPC) was
defined together with two subnets: a public subnet and a pri-
vate subnet. This separation enables explicit control over net-
work traffic direction and improves resource isolation, which
is essential both from a security perspective and for conduct-
ing controlled network traffic experiments.
The network layer was designed to provide Internet access
for resources deployed in the public subnet while preserving
the isolation of the private subnet, which has no direct con-
nection with the Internet. This design reflects a typical ar-
chitecture commonly observed in production cloud environ-

ments, where publicly accessible components are separated
from internal resources.
The virtual network was created using the awsvpc re-
source with DNS support enabled, allowing proper name
resolution and simplifying the instance configuration.
The VPC and subnet address spaces were parameter-
ized using variables vpccidr, publicsubnetcidr and
privatesubnetcidr variables, allowing for easy modifica-
tion of the network topology without altering the module’s
internal logic.
To simplify deployment, a single availability zone (AZ) was
used, dynamically selected from those available within the
target region. Within the module, two subnets with distinct
roles were defined. The public subnet was configured to al-
low instances launched within it to receive public IP address-
es, thereby enabling inbound and outbound Internet connec-
tivity. The private subnet serves as an internal segment in-
tended for resources that should not be directly exposed to
the public network.
This network segmentation supports the testing of attack sce-
narios originating from external traffic and the observation of
internal traffic flows between resources within the infrastruc-
ture. The overall design aligns with common best practices
employed in cloud environments such as Amazon Web Ser-
vices, while remaining sufficiently flexible for experimental
and research-oriented use cases.

4.2. Computing Instance Definition and Log Access
Controlling

As part of the module, two EC2 instances were provisioned,
each serving a distinct functional role. The attacker instance
is used to generate network traffic in accordance with prede-
fined test scenarios, while the victim instance represents the
target resource against which the effects of network activities
are observed. The use of role-based instance tags facilitates
automation in subsequent stages of the project, particularly
with respect to incident response mechanisms.
A key aspect of the configuration is the assignment of in-
stances to appropriate subnets and security groups. The at-
tacker instance is deployed within a public subnet, ensuring
its ability to communicate with external networks. The vic-
tim instance is launched according to the module configu-
ration, with its placement in a public or private subnet de-
termined by the adopted architectural assumptions. In this
study, the placement is aligned with the architecture diagram
of the experimental environment to ensure consistency.
Access to write data to the S3 storage resource is restricted
exclusively to the service responsible for delivering network
flow logs. To achieve this, a dedicated resource policy was
defined, allowing object-write operations only for the appro-
priate system service and enforcing the use of required access
control attributes.
This approach ensures that log data cannot be modified or
written by unauthorized entities while simultaneously satis-
fying the technical requirements of the network traffic log-
ging mechanism.

38
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 3/2026



Network Threat Detection in IaaS Environments Based on Flow Log Data

4.3. Test Scenarios and Network Traffic Generation

The test scenarios were designed to generate characteristic
traffic patterns that can be identified using data derived from
network flow logs. All scenarios were executed in a con-
trolled experimental environment using the previously de-
ployed computing instances assigned the roles of attacker
and victim. Each scenario was conducted in a repeatable
manner while maintaining constant environmental parame-
ters, thus allowing for a reliable comparison of the results
between individual tests.
To establish a baseline for analysis, network traffic generat-
ed during normal instance operation was first recorded. This
reference traffic includes standard administrative communi-
cation, as well as connections initiated by the operating sys-
tem. Such traffic is characterized by a low number of con-
nections, a stable data volume, and the absence of abrupt
temporal variations. The recorded baseline traffic served as
a reference point for subsequent analyses of scenarios that
introduce anomalous network behavior.
One of the scenarios analyzed involved port scanning of the
target instance. This activity generates a large number of
short-lived connections initiated within a narrow time win-
dow, often directed to multiple destination ports. In network
flow logs, port scanning manifests itself as an increased num-
ber of connection attempts, low data transfer volumes, and
short session durations. A distinguishing feature of this sce-
nario is the repetition of source IP addresses combined with
varying destination ports.
Another test scenario consisted of repeated authentication at-
tempts against a network service running on the target in-
stance.
This type of activity produces a sequence of connections to
the same destination port, typically occurring at regular time
intervals. In flow log data, such traffic is characterized by
a high number of connections targeting a single port, moder-
ate session durations, and recurring communication patterns.
All experimental evaluations were conducted in the con-
trolled AWS cloud environment described in the previous
sections. The analysis was based on data collected from AWS
VPC Flow Logs, which were aggregated and stored in a cen-
tralized data repository. The stored flow records were subse-
quently queried and analyzed using Amazon Athena.
Each experimental scenario was executed under identical in-
frastructure conditions to ensure comparability of observed
network traffic patterns. Additionally, baseline traffic reflect-
ing the normal operation was captured to serve as a refer-
ence point. This baseline enabled the identification of the
differences between legitimate network communication and
anomalous traffic.
The objective of this study was not to evaluate the detection
performance of a specific algorithm. Instead, it focused on
identifying network traffic characteristics that may serve as
reliable indicators of cyber threats using solely metadata ex-
tracted from network flow records.

CREATE EXTERNAL TABLE IF NOT EXISTS vpc_flow_logs (
  version INT,
  account_id STRING,
  interface_id STRING,
  srcaddr STRING,
  dstaddr STRING,
  srcport INT,
  dstport INT,
  protocol INT,
  packets BIGINT,
  bytes BIGINT,
  start_time BIGINT,
  end_time BIGINT,
  action STRING,
  log_status STRING
)
ROW FORMAT DELIMITED
FIELDS TERMINATED BY ' '
LOCATION 's3://network-analysis-dev-flowlogs-260905331134/';

Fig. 3. Definition of an external table for network flow logs.

5. Network Traffic Analysis

The network traffic analysis was conducted on data collected
in the form of network flow logs. AWS Athena was used as
the analytical tool, enabling the execution of SQL-based ana-
lytical queries without the need for prior data preprocessing.
The objective of the analysis was to identify characteristic
network traffic patterns generated by individual test scenar-
ios and to evaluate the feasibility of anomaly detection based
solely on traffic metadata.

5.1. Data Pre-processing for Analysis

The first step of the analysis involved defining the data struc-
ture that represents the flow logs. For this purpose, an ex-
ternal table was created, pointing to the location of the data
stored in the S3 resource (Fig. 3). The table reflects the core
fields of the flow logs, including source and destination IP
addresses, ports, data transfer volumes, and timestamps.

The anomaly analysis was performed by examining specif-
ic traffic characteristics for each attack scenario using AWS
VPC FlowLogs. In the port scanning scenario, the primary
indicator was a high number of connection attempts originat-
ing from the same source IP address to multiple destination
ports. For the repeated authentication scenario, the analysis
focused on the frequency and temporal distribution of con-
nections that target the SSH service.

In the potential data exfiltration scenario, the primary met-
ric was the volume of data transferred. Detection was based
on identifying unusually large data transfers relative to the
baseline network communication observed within the envi-
ronment. Given the exploratory nature of this study, no de-
tection thresholds were defined. Instead, the evaluation relied
on comparing network traffic patterns recorded during nor-
mal system operation with those generated by experimental
attack scenarios.
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5.2. Port Scanning Analysis

To identify port scanning, an aggregation-based analysis was
performed, focusing on the number of connections and the
number of unique destination ports observed for all source–
destination IP address pairs, without prior knowledge of the
communication origin or target.

Based on the query results, a list of IP address pairs that
exhibit the highest number of unique destination ports was
drawn up, serving as a key indicator of potential port scan-
ning activity (Tab. 1).

The results indicate the presence of several IP address pairs
generating traffic with a clearly anomalous pattern. In par-
ticular, one pair stands out, exhibiting more than one hun-
dred unique destination ports, which distinctly distinguishes
it from typical application traffic, which is usually limited to
a small number of ports.

Based on the query results, a list of IP address pairs gener-
ating the highest number of connections to the SSH service
was compiled (Tab. 2).

The results indicate a significant variation in the intensity of
SSH traffic between individual IP address pairs. The high-
est number of connections was observed for an internal ad-
dress pair, with 240 connections recorded to port 22. This
volume by far exceeds typical administrative traffic and may
indicate repeated authentication attempts occurring within
a short time window.

The remaining records include both traffic between internal
resources and connections initiated from an external IP ad-
dress. In these cases, the number of connections is relatively
low and can be interpreted as either isolated access attempts
or elements of automated scanning of publicly available ser-
vices.

Traffic on ports 443 and 80 corresponds to standard network
communication over HTTPS and HTTP protocols, respec-
tively. Their presence is typical for cloud environments and
does not show the regular patterns characteristic of beacon-
type communication. Port 8080, despite a relatively low
number of connections, was identified as a potential candi-
date for further analysis due to its atypical usage and pre-
vious observations suggesting its involvement in automated
communication. Unlike standard system ports, non-standard
ports are more frequently used as communication channels
in beaconing scenarios.

A high number of repeated connections to a single port with-
in a short period of time is a characteristic indicator of brute-
force authentication attempts. The case analyzed demon-
strates a clear deviation from standard administrative traffic,
which is typically characterized by a limited number of ses-
sions of longer duration. However, in cloud environments,
similar traffic patterns may also be generated by automation
systems or infrastructure management tools, which further
complicates the unambiguous interpretation of the results.

Tab. 1. Results of port scanning analysis.

SRC IP DST IP Connections Dst.
Ports

10.0.1.254 10.0.1.180 257 122
185.125.190.58 10.0.1.254 51 51
91.189.91.157 10.0.1.254 45 45
185.125.190.57 10.0.1.254 43 43
185.125.190.56 10.0.1.180 42 42
91.189.91.157 10.0.1.180 32 32
194.58.204.20 10.0.1.180 31 31
172.232.146.46 10.0.1.254 31 31
45.83.221.52 10.0.1.180 30 30

185.125.190.56 10.0.1.180 29 29

Tab. 2. Analysis of SSH connection counts.

SRC IP DST IP SSH connections

10.0.1.180 10.0.1.254 240
83.27.3.170 10.0.1.254 12
83.27.3.170 10.0.1.180 11
10.0.1.254 10.0.1.180 7

5.3. Data Exfiltration Analysis

Data exfiltration is characterized by an increased volume of
outbound traffic from the analyzed resource, often occurring
in a manner that deviates from the typical communication
profile. Unlike port scanning or beaconing-type communi-
cation, the primary indicator of potential exfiltration is not
the number of connections but the total amount of data trans-
ferred in a given direction. To identify potential data trans-
fers, an analysis was performed aggregating the total number
of bytes transferred and the number of flows for each desti-
nation port, without any prior knowledge of the roles of the
source and destination in the communication.
In analyzing data exfiltration, the critical factor is the total
volume of transmitted data, rather than the number of con-
nections. Elevated outbound traffic can indicate a potential
security breach. However, its interpretation requires consid-
ering the operational context of the system.
In practice, detecting such events solely from network traffic
metadata may yield ambiguous conclusions, particularly in
environments with highly variable workload profiles. How-
ever, it is important to note that an increased volume of trans-
mitted data does not necessarily indicate a security incident.
Similar traffic patterns may also occur during legitimate op-
erations such as backup processes, system updates, or admin-
istrative file transfers. Consequently, analyses based solely
on network flow metadata may yield ambiguous results and
should be supplemented with context from other data sources
to improve detection accuracy.
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6. Summary and Future Work

The objective of this study was to design an analytical proce-
dure and to analyze network traffic in an IaaS cloud environ-
ment using network flow logs. Within the scope of the work,
a research environment was created in the cloud, data col-
lection mechanisms were configured, and selected scenarios
generating characteristic network traffic patterns were ana-
lyzed.
The experiments conducted in this study were qualitative in
nature and focused on identifying network traffic patterns as-
sociated with selected categories of security threats. Conse-
quently, classification metrics such as precision, recall, and
false positive rate were not evaluated, as these measures are
more appropriate for approaches based on formal classifica-
tion techniques or ML models.
Nevertheless, the findings clearly demonstrate that AWS
VPC Flow Logs serve as a valuable source of information
for the preliminary detection of anomalous activities in IaaS
environments. Furthermore, the results confirm that events
identified through flow log analysis should be further inves-
tigated using additional telemetry sources to allow accurate
incident assessment and validation.
The analysis conducted confirmed that network flow logs
enable effective anomaly detection based on traffic meta-
data, such as the number of connections, the number of
unique destination ports, the volume of transferred data, and
the number of flows. In particular, patterns characteristic
of port scanning, repeated SSH connections, and potential
high-volume data transfers were observed. The analysis also
revealed that publicly exposed resources are subject to au-
tomated scanning by external systems almost immediately
after deployment.
This phenomenon underscores the necessity of continuous
network traffic monitoring, even in small and relatively sim-
ple cloud environments. Furthermore, the study highlighted
the limitations of relying solely on network traffic metadata.
Based solely on flow logs, it is not possible to unambigu-
ously distinguish between legitimate operations, such as sys-
tem updates or administrative file transfers, and potential
attempts at data exfiltration. This underlines the need to
treat network traffic analysis as an early warning mechanism
that requires further correlation with additional information
sources.
Overall, the work demonstrated that the proposed approach
allows for the effective detection of atypical communication
patterns and provides a solid foundation for the further de-
velopment of security monitoring systems. In the future, the
analysis could be extended to include automatic event classi-
fication, correlation with system logs, and application of ML
techniques to reduce false positives.
The analysis indicates that even under limited data visibility,
it is possible to identify significant deviations from normal
network behavior. The results highlight the need to adopt
a multisource approach, in which the analysis of network

flow logs is only one component of a broader security mon-
itoring system.
Future work will extend this research by incorporating
a quantitative evaluation of detection performance, includ-
ing metrics such as detection rate, false positive rate, and
detection time. Another promising direction is the compara-
tive evaluation of anomaly detection using AWS VPC Flow
Logs against the native security capabilities within the AWS
ecosystem.
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