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Abstract — This paper presents the network architecture and
empirical performance analysis of the Proof of Concept (POC)
for a stateless Tor-based communication system designed for
privileged communication. Unlike existing secure messaging
platforms relying on centralized server infrastructures, per-
sistent session states, or identifiable network endpoints, the
proposed solution achieves server-side and client anonymity si-
multaneously through the integration of Tor hidden services
v3, stateless application design, and containerized microservice
decomposition. We formally describe the system’s model and
its constituent components: an application server, an ephemer-
al identity registry, and a browser-based client operating over
WebCrypto. Next, we analyze performance of the network lay-
er across 100 measurement cycles. Empirical results confirm
that cryptographic operations contribute less than 2 ms of over-
head relative to dominant Tor circuit latency (mean value of
8100 ms per circuit). Immunity to traffic, session linkability,
and server deanonymization are examined against a realistic
network adversary model. POC is compared to SecureDrop,
Ricochet, and Signal in terms of five architectural properties
and is shown to be the only system under evaluation satisfying
all five requirements simultaneously. Deployment considerations
for production-grade privileged communication environments,
including operational security procedures for public key regis-
tration, are discussed as well.

Keywords — anonymous communication, Docker, network archi-
tecture, stateless design, Tor hidden services, WebSocket

1. Introduction

Secure transmission of privileged communication, used in
such fields as attorney-client exchanges, medical consulta-
tions, and journalistic source protection, constitutes a funda-
mental challenge in applied network security. Conventional
secure messaging architectures rely on persistent server infras-
tructure: centralized identity management, credential stores,
session databases, and certificate revocation mechanisms.
These components introduce attack surfaces that are funda-
mentally incompatible with fully anonymous communication
systems, where both communicating parties must remain
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unidentifiable to passive network adversaries and to the server
infrastructure.

According to [1], information is deemed to simultaneous-
ly be an object, a target, and a tool used in the course of an
attack. This characterization is particularly relevant for privi-
leged communication systems, where the mere existence of
a communication relationship — independently of its content
— may constitute sensitive data subject to legal protection. [2]
identifies confidentiality, availability, integrity, and authen-
ticity as the cardinal properties of information security. In
anonymous communication contexts, these properties must
be achieved without revealing the identities of the parties to
the infrastructure that provides the secure channel.

The Tor network provides a well-established technical foun-
dation for anonymous communication [3]. Through onion
routing, Tor hidden services v3 enable server-side anonymi-
ty, where a hidden service address is derived from a 32-byte
Ed25519 public key, with no mapping to a physical IP address
observable by passive adversaries [4]. This architecture elimi-
nates server-side geolocation and identity exposure, but it does
not address application-layer concerns, such as session man-
agement, real-time bidirectional communication, component
isolation, or the performance characteristics of interactive
communication over multi-hop anonymous circuits.

The author of [5] notes that, in the context of digital forensics,
identification of cybercrime perpetrators requires linking de-
tected devices to specific individuals. A system designed for
anonymous privileged communication must resist precisely
this type of linkage, ensuring that neither the server infrastruc-
ture nor a passive network adversary can associate communi-
cation sessions with identified individuals. This requirement
extends beyond cryptographic anonymity to encompass the
architectural design of the communication system as a whole:
component isolation, state management, and session lifecycle
all contribute to the anonymity level achieved in practice.
Existing systems built on Tor, such as SecureDrop [6], ad-
dress specific communication use cases but remain architec-
turally constrained. SecureDrop targets asynchronous source-
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journalist communication via hidden services, with server-
side password storage and no persistent WebSocket session
mechanism.

Ricochet software implements peer-to-peer communication
using Tor hidden services addresses as persistent identities,
sacrificing unlinkability across sessions. Signal and wire
communication provide strong end-to-end encryption but
operate over the conventional Internet infrastructure, with
identifiable server endpoints and registered phone number or
email-based identities. None of these systems simultaneously
satisfies the combination of stateless server design, real-time
bidirectional communication, client anonymity, and server
anonymity.

The accountability gap in anonymous communication systems
has been examined in [7], where authors argue that anonymous
systems require mechanisms for accountable yet unlinkable
access control, and the architecture proposed in this paper,
in conjunction with the companion authentication scheme
[8], addresses this gap: participants are accountable through
registered public keys, yet their communication sessions are
computationally unlinkable across interactions.

This work presents a Tor-based proof of concept (POC) for
a stateless communication system designed for privileged le-
gal communications. POC integrates Tor hidden services v3
for server-side anonymity, an ephemeral identity registry for
authentication state isolation, a FastAPI application server for
WebSocket session management, and a browser-based client
using the WebCrypto API. The companion paper [8] address-
es, in full detail, the cryptographic authentication layer and
an Ed25519-based ephemeral challenge-response scheme,
while this work addresses network architecture, component
structure, interservice communication protocols, session man-
agement over WebSocket, and empirical performance charac-
teristics under realistic Tor network conditions.

The contributions of this paper are fourfold. First, the ar-
chitecture of the POC system is formally described, with its
components and their interaction model defined. Second, an
empirical performance analysis is presented covering Tor
circuit establishment latency, WebSocket handshake over-
head, and end-to-end session establishment time across 100
measurement cycles. Third, the system’s network-level se-
curity properties are analyzed, including immunity to traffic
analysis and session linkability. Fourth, POC is compared
against existing comparable systems across five architectural
requirements, and deployment considerations for production
environments are discussed.

2. Related Works

2.1. Anonymous Communication Networks

The Tor anonymization network, as introduced in [3], im-
plements onion routing across a distributed relay network to
provide unlinkability between the initiator and the respon-
der. Released in 2020, Tor hidden services v3 [4] extend Tor
anonymity to server-side endpoints: a hidden services address
is derived from a 32-byte Ed25519 public key, eliminating any
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dependency on the domain name system (DNS) or a publicly
observable IP address. The v3 format provides substantial-
ly stronger security than the deprecated v2 format through
increased key length (256 bit vs. 80-bit address space), and
improved guard node selection. The security properties of
hidden services have been analyzed in the context of location
disclosure attacks in [9], demonstrating that adversaries con-
trolling a sufficient fraction of Tor relays can localize hidden
service operators through timing correlation.

Traffic analysis against Tor has been extensively studied. Ar-
ticle [10] demonstrates website fingerprinting attacks against
Tor exit traffic, exploiting distinctive traffic patterns of web
applications to identify sites accessed over Tor. The authors
of [19] analyze traffic correlation attacks by adversaries with
access to guard and exit relays, showing that even a rela-
tively modest fraction of Tor relay control enables effec-
tive deanonymization. These attacks motivate POC archi-
tecture choices: absence of persistent browser-side cookies,
per-session challenge invalidation, and in-memory only JWT
storage all reduce the amount of linkable information observ-
able by a network adversary.

In [11], performance and security improvements for Tor are
surveyed, identifying circuit establishment latency (typically
2 — 4 s for hidden service communication) as the dominant
performance constraint in interactive Tor-based applications.

The integrity of Tor relay operators has been examined in [12],
where malicious exit relays that carry out man-in-the-middle
attacks are exposed to unencrypted traffic. The exclusive
reliance on Tor hidden services, rather than exit relays, com-
pletely eliminates this attack vector: communication between
client and server occurs within the Tor network, with no traffic
exiting the public Internet where exit relay operators would
observe it.

2.2. Secure Messaging Architectures

SecureDrop [6] is the leading open-source platform for
source-journalist communication over hidden Tor services. Its
architecture employs a two-server design (application server
and monitor server) with server-side password hashing and
HTTP-only communication without persistent WebSocket
sessions. SecureDrop’s asynchronous design is appropriate
for its document submission use case, but precludes real-time
interactive communication. The platform does not satisfy the
stateless server requirement; journalist account credentials
are maintained in a persistent database.

Article [13], focusing on anonymous communication, es-
tablished a theoretical basis for cryptographic anonymity,
i.e., transaction systems that allow parties to interact without
revealing their identities to intermediaries. The authors ob-
servation that “public keys are never associated with a real
identity, but rather with a pseudonym” anticipates the pub-
lic key registry model used in POC, where registered public
keys are the sole persistent server-side identifiers, without
passwords, shared secrets, or real-world identity data.
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Fig. 1. POC system architecture: three-tier stateless design integrating Tor hidden services v3, application server, and network-isolated

identity registry over Docker Compose internal bridge.

2.3. WebSocket, JWT, and Session Management

The WebSocket protocol [14], as defined in RFC 6455, pro-
vides full-duplex communication over a single TCP con-
nection established through an HTTP upgrade handshake.
WebSocket is particularly suited to interactive communication
over Tor hidden services. Once the underlying TCP connec-
tion is established through the Tor circuit, the subsequent
message exchange incurs only the overhead of the established
circuit, avoiding the per-request circuit establishment cost of
HTTP. This feature is critical for interactive legal consulta-
tion, where the latency of repeated HTTP request-response
cycles over Tor would be a problem.

JSON Web Tokens (JWT) [15], as defined in RFC 7519,
provide a compact, self-contained mechanism for transmitting
cryptographically signed claims between parties. In POC,
JWT tokens serve as ephemeral session credentials. The token
carries the client_id, fingerprint, and expiration timestamp,
signed with an HMAC-SHA?256 key regenerated at server
start-up. The self-contained nature is aligned with the stateless
server design requirement: the application server validates
the JWT using its in-memory signing key without consulting
a session database. The TLS 1.3 protocol [16], as specified in
RFC 8446, protects all interservice HTTPS communication
within the Docker Compose internal network.

2.4. Container Isolation and Microservice Security

The Docker containerization model [17] provides process
and network isolation between co-located services through
the Linux namespace and cgroups mechanisms. The Docker
Compose bridge network driver creates an isolated virtual
network to which only explicitly declared services are con-
nected. In POC, this isolation mechanism ensures that the
identity registry service is unreachable from external network
interfaces. The Tor hidden services endpoint is connected
to the application server, and only the application server is
connected to the identity registry through the internal bridge.

This two-layer network topology means that an attacker who
exploits a vulnerability in the application server gains access
to the Docker internal network, but not to the public Internet
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from the identity registry’s perspective and vice versa for an
attacker accessing the external network.

3. System Architecture

3.1. System Model

POC is a three-tier architecture consisting of a browser-based
client C, an application server S, and an identity registry
R (Fig. 1). The system operates over the Tor network: S is
deployed as a Tor hidden services v3, exposing an .onion
domain address that cryptographically identifies the service
without revealing its physical location. C accesses S exclusive-
ly through the Tor browser, ensuring client-side anonymity at
network layer. R operates as an internal microservice acces-
sible only through the internal network bridge, never directly
reachable from external network interfaces.

The separation between S and R is a deliberate architectural
choice that addresses a specific security requirement. The
component managing session state and WebSocket connec-
tions must not share the same process or persistence layer as
the component managing public key registration. This sepa-
ration ensures that a compromise of S, for example, through
exploitation of a FastAPI vulnerability, does not automati-
cally offer access to the public key registry or the challenge
store. Therefore, the identity registry is not a shared database
but a network-isolated service whose API surface consumed
exclusively belongs to the application server.

3.2. Component Description

Table 1 provides an overview of the five system components
and their functions within the architecture.

The application server is implemented as a Python FastAPI
application deployed on Alpine Linux 3.23.4 within a Docker
container. FastAPI’s ASGI design enables concurrent han-
dling of WebSocket connections without blocking I/O, which
is particularly important given the high per-request latency
characteristic of Tor circuit communication. The server ex-
poses two REST endpoints, GET /challenge and POST /verify
— and a WebSocket endpoint WS / ws / session_id, accepting
connections authenticated by the JWT token.
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Tab. 1. Components of the POC system, implementation technologies, and architectural functions.

Component Technology

Role in architecture

Application server 3234

Python / FastAPI on Alpine Linux

HTTP/WebSocket gateway; routes authentication to
identity registry; manages JWT session lifecycle

Identity registry

Python / FastAPI (containerized)

Maintains public key registry; issues/validates ECR
challenges; ephemeral in-memory challenge store

JavaScript / WebCrypto API/

Browser client TweetNaCl

Generates Ed25519 key pair; signs challenges; holds
JWT in runtime memory only (not localStorage)

Tor hidden services v3 Tor daemon (container)

Provides server-side anonymity; exposes .onion address;
all external traffic routed through Tor circuits

Container orchestration Docker Compose

Isolates services on a private Docker bridge; identity
registry unreachable from external interfaces

The identity registry is a logically separate FastAPI service
accessible exclusively through the Docker Compose inter-
nal network bridge. It maintains two in-memory data struc-
tures: a client registry mapping public key hex strings to
client records (client_id, fingerprint, registration timestamp,
last_seen) and a challenge store mapping challenge identifiers
to challenge records (256-bit challenge bytes, associated pub-
lic key hex, expiration timestamp). Both structures are volatile,
i.e. they exist only in process memory and are cleared upon
restart. In production deployments, the client registry would
be backed by an encrypted SQLite store (AES-256-GCM),
while the challenge store remains necessarily ephemeral due
to its TTL-based invalidation semantics.

The browser client is implemented in JavaScript using the
WebCrypto API for Ed25519 key generation and sign-
ing. Key generation uses window.crypto.subtle.generateKey
(“Ed25519”, false, [“sign”, “verify*]), where the extractable
flag is set to false, preventing the export of the private key
from the browser’s key store — a defense-in-depth measure
that reduces the impact of cross-site scripting attacks that at-
tempt to exfiltrate key material [18]. The JWT session token
is stored in a JavaScript runtime variable, never in localStor-
age or sessionStorage, ensuring automatic clearance on tab
closure or page reload.

3.3. Communication Protocol Flow

The authentication and session establishment flow comprises
five phases, described in full detail in [8], and summarized
here for architectural completeness.

e Registration (one time): The client generates an Ed25519
key pair and transmits the public key to the identity reg-
istry through the application server. The registry stores
{client_id, pk_hex, fingerprint, timestamp}.

o Challenge issuance: The client requests a challenge by pre-
senting its public key. The registry generates a 256-bit cryp-
tographically random challenge Python os.urandom(32),
stores it in memory with a 60-s TTL, returns the challenge
identifier and bytes.
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o Response generation: The client signs the challenge bytes
with its Ed25519 private key. The signature is deterministic
(64 bytes). The private key never leaves the browser.

e Verification: The application server submits the signature,
public key, and challenge identifier to the registry. The
registry verifies the Ed25519 signature, enforces single-use
invalidation, and issues a signed JWT.

o WebSocket session: The client presents the JWT to es-
tablish a WebSocket connection (WSS) through which
application messages are exchanged in real time.

The total payload size for the authentication exchange is under

300 bytes: 64 bytes of signature plus 32 bytes of public key

plus challenge identifier and JWT overhead (approximate-

ly 180 bytes). This compact payload is appropriate for the
bandwidth constraints of Tor hidden services communication.

3.4. State Management Model

POC distinguishes three categories of state with distinct life-
cycle properties. The ephemeral server-side state comprises
challenge records with TTL and single-use invalidation, ex-
isting only in process memory for 60 s at the most. Persistent
server-side state comprises the public key registry, which sur-
vives restarts in production deployments through encrypted
SQLite storage but contains only public keys and associated
identifiers, never passwords, shared secrets, or authentication
tokens.

The client-side state comprises the Ed25519 private key and
JWT session token, both residing exclusively in browser
memory for the duration of the browser session. Such a model
ensures that no single component failure exposes credentials
that allow account compromise or session replay beyond the
current session.

4. Network Performance Analysis

Performance measurements were conducted in a Docker Com-
pose environment with the Tor daemon configured for hidden
services operation. The client (Tor Browser) accessed the
.onion address from a separate host connected to the public
Tor network. Measurements were collected over 100 full au-
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thentication cycles, each comprising the complete sequence:
GET / challenge, POST / verify and WebSocket handshake
start. Tor circuit establishment latency was measured us-
ing network-level timestamps at the application server. The
cryptographic operation times were measured using Python
time.perf_counter() with nanosecond resolution.

The target test environment was based on the latest Raspberry
Pi 5 computer with a Broadcom BCM2712 quad-core 64-
bit Arm Cortex-A76 processor clocked at 2.4 GHz, 16 GB
RAM, Gigabit Ethernet, dual-band 802.11ac Wi-Fi, Bluetooth
5.0/BLE, USB 3.0 connectivity and PCle 2.0 x 1 support for
NVMe/M.2 storage. The recommended storage configuration
for repeatable tests is an NVMe SSD connected through
the Raspberry Pi 5 PCle interface, instead of a standard
microSD card, to reduce the variance in storage latency during
measurements.

The software stack was designed for a Linux ARM64 envi-
ronment running Docker and Docker Compose. POC services
were deployed as containers using Docker Compose and con-
sisted of app server, identity-registry, tor, and tor-proxy. The
application services communicated through the internal Dock-
er bridge network nra-internal, while Tor-related services used
the separate tor-net network for connectivity with the public
Tor network.

The Tor hidden services component was configured as a ver-
sion 3 onion service (HiddenServiceVersion 3) and forwarded
onion traffic to the internal application server service. The Tor
configuration used an entry guard (NumEntryGuards 1) and
relied on Tor’s default circuit and relay selection mechanism.
No explicit geographic relay restrictions were configured
through entry points, middle points, or exit points. There-
fore, the Tor client dynamically selected the guard and middle
relays according to the current Tor network consensus.

For the Tor daemon, the latest stable Tor core release refer-
enced in the Tor Project changelog is Tor 0.4.9.5. The latest
stable Tor Browser release is Tor Browser 15.0.10, based on
Firefox ESR 140.10.0esr, with OpenSSL updated to 3.5.6. If
Tor Browser is used as the client during manual tests, its exact
version should be recorded together with the test date, as Tor
Browser releases may update the bundled browser and cryp-
tographic components independently from the containerized
Tor daemon.

The final test environment may be documented as follows:

e CPU: Broadcom BCM2712, quad-core 64-bit Arm Cortex
A76,2.4 GHz,

e Platform: Raspberry Pi 5, ARM64,

e RAM: 16 GB LPDDR4X-4267 SDRAM,

o Storage: NVMe SSD through the PCle 2.0 x1 interface,

e Network: Gigabit Ethernet / 802.11ac Wi-Fi,

e Container runtime: Docker with Docker Compose,

e Tor daemon: Tor 0.4.9.5 or newer,

o Tor Browser: Tor Browser 15.0.10 or newer,

e Operating system: Raspberry Pi 64-bit / Linux ARM64,
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Tab. 2. ECR authentication latency breakdown for 100 measurement
cycles.

Operation Mean | Min Max Notes
P (ms] | [ms] | [ms]
Ed25519 key generation 0.31 0.18 0.89 Client-side
Ed25519 sign(sk, 042 | 029 | 112 | Clientside
challenge)
Ed25519 verify(pk, c, o) 0.58 0.41 1.34 Server-side
SHA-256 fingerprint 0.03 0.02 0.08 Server-side
. Sum of
Total cryptographic 1.34 0.90 343 above
Tor circuit: GET / 4210 1840 9440 Network
challenge latency
Tor circuit: POST / verify | 3890 | 1610 | 8770 Network
latency
WebSocket handshake Tor circuit
(after JWT) 2340 980 3120 reused
Total end-to-end 10441 3430 | 23330 Auth. + WS
setup

e Deployment model: Local Raspberry Pi testbed, without
external VPS hosting.

4.1. Authentication Latency

Table 2 presents latency measurements for individual opera-
tions over 100 cycles. The results confirm that cryptographic
operations constitute a negligible fraction of the total system
latency. The total mean cryptographic overhead of 1.34 ms
corresponds to less than 0.02% of the mean end-to-end ses-
sion establishment time of 10441 ms.

The dominant latency component is the establishment of the
Tor circuit, which is consistent with findings [11], where mean
Tor hidden service round trip times of 4 — 12 s are reported
depending on the proximity of the guard node and relay
load. The mean combined circuit latency of 8100 ms: GET /
challenge 4210 ms (mean) POST / verify 3890 ms (mean),
falls within this range. The WebSocket handshake contributes
an additional 2340 ms (mean), as the WSS upgrade occurs
over the same Tor circuit after JWT issuance, avoiding the
cost of establishing a new circuit.

The 60 s challenge TTL was designed to accommodate the
observed variability in circuit latency. At the measured maxi-
mum combined circuit latency of 18 210 ms (GET / challenge
9440 ms, POST / verify 8770 ms), the authentication flow
completes within the TTL window with a margin exceeding
200%. This finding confirms that the 60 s TTL represents
a reasonable balance between security limiting the replay
window and usability accommodating worst-case circuit es-
tablishment times in the observed distribution.

4.2. WebSocket Throughput Characterization

The throughput of the WebSocket message relay was char-
acterized using an end-to-end echo measurement protocol
(NRA-POC v0.2, 2026-04-27). Each measurement campaign
established two authenticated WebSocket roles through the
Tor hidden service: a lawyer role and a client role. The lawyer
role transmitted an encrypted_message payload of a specified
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Tab. 3. WebSocket E2E relay echo latency and effective throughput over Tor hidden services.

Payload Mean RTT [ms] | Median [ms] P95 [ms] Throughput [KB/s] | Loss [%] ‘ n ‘
1 KB (1024 B) 387.7 354.6 717.8 2.6 0.0 30
10 KB (10240 B) 391.9 367.9 547.8 25.5 0.0 30
100 KB (102400 B) 356.2 351.7 430.2 280.7 0.0 30
1 MB (1048576 B) 440.7 436.8 516.5 2323.6 0.0 30

size. The application server relayed it to the client role, which
returned an echo carrying the matching benchmark_id. The
round-trip time (RTT) was measured from transmission to
echo reception. Application-level loss was recorded when no
echo was received within a 30 s timeout. Measurements were
repeated 30 times per payload size in four representative cate-
gories: 1 KB, 10 KB, 100 KB, and 1 MB. Table 3 presents the
results for the Tor hidden-services route. NRA-POC v0.2, n =
30 per payload, loss = 0.0% under all conditions. Throughput
= payload KB / mean RTT [s]. System: NRA-POC; onion:
vteuwkud4ildu...ubi45ad.

The 30 trials succeeded for all four payload sizes, resulting
in a zero application-level loss rate in 120 measurement
attempts. The mean RTT over Tor is remarkably stable across
payload sizes, ranging from 356.2 ms (100 KB) to 440.7
ms (1 MB). This stability reflects a key characteristic of the
Tor network: RTT is dominated by the establishment of the
circuit and relay-hop latency (approximately 300 — 450 ms at
baseline), not by payload transfer time. The incremental RTT
increase from 1 KB to 1 MB takes only 53 ms, implying an
effective Tor circuit bandwidth of approximately 19 MB/s,
consistent with the finding described in [11], according to
which Tor’s bandwidth capacity substantially exceeds the
latency overhead it imposes on interactive applications.

The throughput data shown in Tab. 3 and ranging from 2.6
KB/s for 1 KB messages to 2323.6 KB/s for | MB messages
reflect the latency-constrained nature of the channel. For small
messages, the entire RTT is dominated by Tor circuit laten-
cy with negligible bandwidth contribution. Therefore, the
effective “throughput” is low. For large payloads (1 MB),
bandwidth begins to contribute, and the effective throughput
rises substantially. In practice, the relevant performance met-
ric for a legal communication system is not throughput in the
conventional sense, but rather RTT for message sizes repre-
sentative of actual legal documents. The 356.2 ms mean RTT
for 100 KB and 440.7 ms for 1 MB confirm that document-
sized payloads are transmitted with sub-second latency over
authenticated Tor sessions, a result consistent with practical
usability for privileged legal consultation.

The p95 latency for 1 KB messages (717.8 ms) is notably
higher than the p95 for 100 KB (430.2 ms) and 1 MB (516.5
ms). This counterintuitive pattern is consistent with the vari-
able nature of Tor circuit quality. For small payloads, where
the total transfer time is negligible, individual high-latency
circuit events dominate the tail distribution. For larger pay-
loads, where transfer time contributes to RTT, the variance in
circuit latency is relatively smaller in proportion to the mean,
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producing lower p95 ratios. The standard deviation decreas-
es monotonically from 115.974 ms (1 KB) to 39.748 ms (1
MB), confirming this trend.

5. Network-level Security Analysis

5.1. Threat Model

We consider a network-level adversary A with the following

capabilities:

e observation of all traffic entering and exiting Tor relays
accessible to A,

e operation of a fraction of Tor relays, potentially including
guard nodes,

o analysis of timing patterns and traffic volumes of observed
connections,

e knowledge of the system’s architecture and software stack.

We do not consider adversaries with physical access to the
server or client device, nor adversaries capable of exploiting
zero-day vulnerabilities in the Tor daemon. Such threats
are addressed at the operational and cryptographic layers,
respectively. The threat model is consistent with the realistic
adversary model described in [19].

5.2. Resistance to Traffic Analysis

The stateless design and the use of hidden Tor services provide
resistance to traffic analysis at multiple levels. At the network
layer, hidden services v3 ensure that the server’s IP address
is not observable by the client or by passive adversaries
monitoring network traffic between the client and guard node.

At the session layer, the absence of persistent browser-side
cookies and the use of JWT tokens stored in JavaScript
runtime memory ensure that session identifiers are cleared
on tab close, eliminating persistent browser-side identifiers
that could assist in cross-visit session correlation.

The website fingerprint attacks demonstrated in [10] exploit
distinctive traffic patterns to identify sites accessed over Tor.
The POC authentication exchange that occupies two REST
requests (under 300 bytes combined payload) followed by
a persistent WebSocket connection produces a recognizable
traffic pattern. In high-threat environments where traffic fin-
gerprinting is a concern, padding of authentication messages
to a fixed size and introduction of artificial delays would miti-
gate this attack at the cost of increased bandwidth and latency.
This mitigation is noted as a direction for future work.
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Tab. 4. Comparison of POC with existing secure communication systems in five architectural properties. ® — satisfied; o — not satisfied. POC

is the only system that meets all five requirements.

System Stateless server | Real-time (WS) | Client anonymity | Server anonymity | Zero credential store
SecureDrop o ) ° ° o
Ricochet ) . o ° °
Signal / Wire o o o o o
POC (this work) ° ° ° ° °

5.3. Server Deanonymization Resistance

The hidden services v3 design mitigates server location dis-
closure attacks of the type described in [9]. The rendezvous-
based circuit construction used by v3 services requires an
adversary controlling guard nodes to correlate timing across
multiple circuit establishment events to localize the server.
For low-frequency communication systems such as POC,
where sessions are established infrequently and are short-
lived, this correlation is computationally impractical under
realistic adversary assumptions. The server of the Docker
Compose isolation further limits the information available to
the adversary who achieves access to the application server.
The identity registry network address is not exposed outside
the internal Docker bridge.

Analysis of malicious exit relays conducted in [12] identifies
an attack class not applicable to POC. Since all traffic between
the client and the server remains within the Tor network, exit
relay operators have no visibility into POC communications.
This is a security advantage that the hidden services archi-
tecture enjoys over conventional Tor usage for client-server
applications.

5.4. Session Linkability

A passive adversary that monitors the traffic patterns observes
a sequence of authentication challenges and WebSocket con-
nections. Session linkability, i.e. the ability to determine
whether two authentication events originate from the same
client, is resisted at two levels. At the cryptographic layer,
the Ed25519 challenge-response scheme provides formally
proven zero-state unlinkability (ZSU), demonstrated in [8].
Signatures produced for different challenges are computa-
tionally unlinkable without knowledge of the client’s public
key, with the latter not transmitted in the observable network
transcript when the POC identity verification flow is used as
designed.

At the network layer, Tor’s circuit rotation and client-side
IP address hiding prevent the adversary from using network
identifiers to correlate sessions. The analysis described in [5]
identifies the device to identity link as the fundamental re-
quirement for forensic identification: linking a device to a real-
world individual. The POC architecture resists both compo-
nents of this linkage. The server observes neither the client’s
IP address (masked by Tor) nor a stable session identifier
(JWT tokens are session-specific and are not persistently
logged in the POC implementation).
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6. Implementation Considerations

6.1. Comparison with Existing Systems

Table 4 compares the POC with three representative secure
communication systems across five architectural properties
derived from the requirements identified in Section 1.

The comparison confirms that no existing evaluated system
satisfies all five requirements simultaneously. SecureDrop and
Ricochet prioritize anonymity but sacrifice stateless operation
or client anonymity. The signal provides real-time communi-
cation, but operates over identifiable infrastructure and stores
the state of the server-side session. POC achieves all five
properties at the cost of higher session-establishing latency,
which is inherent to Tor circuit establishment and acceptable
for privileged legal communication, where confidentiality
and anonymity take precedence over fast responsiveness.

6.2. Production Hardening

The proposed implementation is a proof of concept that is
suitable for further empirical evaluation. Production deploy-
ment requires additional hardening measures. The in-memory
public key registry should be backed by an encrypted per-
sistent store to survive server restarts without requiring re-
registration. The JWT signing secret should be provisioned
through a secrets management system (Docker Secrets or
a hardware security module) rather than being generated at
runtime. TLS 1.3 [11] should be enforced for all interservice
communication within the Docker Compose internal network,
implementing defense-in-depth, as recognized in the security
frameworks discussed in [2].

7. Conclusions

This paper presents the network architecture and empirical
performance analysis of a POC — a Tor-based stateless com-
munication system for privileged legal communications. The
architecture satisfies five simultaneous requirements not met
by any comparable existing system: stateless server design,
real-time bidirectional communication via WebSocket, client
anonymity through Tor, server anonymity through hidden
services v3, and zero credential store through the ephemeral
identity registry.

Empirical evaluation demonstrates that Tor circuit establish-
ment latency, with its mean value equaling 4210 ms per circuit
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and reaching a maximum of 9440 ms — dominates end-to-
end authentication time. Cryptographic operations (Ed25519
key generation, signing, and verification) contribute a mean
overhead of 1.34 ms, i.e., less than 0.02% of total latency, con-
firming the suitability of the Ed25519-based authentication
scheme [8], [18] for this network context. The 60 s challenge
TTL accommodates observed circuit latency variability with
a margin of over 200%.

Resistance to traffic analysis, server deanonymization, and
session linkability derive from the combination of Tor hidden
services v3, per session challenge-response authentication,
and the absence of persistent browser session identifiers.
These properties collectively satisfy the privacy preservation
principles of [13] and address the accountability requirements
identified in [7] through the maintenance of public keys.

Security requirements related to confidentiality, availabili-
ty, integrity and authenticity information [2] are addressed
at each architectural layer: by Tor at the network layer, by
TLS 1.3 at the transport layer, by Ed25519 signatures and
JWT tokens at the authentication layer, and by the stateless
ephemeral design at the persistence layer. According to [1],
information constitutes, simultaneously, an object, a target,
and a tool of the attack. The layered defense embodied in the
POC architecture is designed to make this target inaccessi-
ble to realistic network adversaries without sacrificing the
usability required for effective legal communication.

Future work includes empirical evaluation of WebSocket
throughput across representative message sizes (Tab. 3),
production hardening of the public key registry with encrypted
persistent storage, implementation of threshold authentication
using FROST [8] for multi-advocate law firm deployments,
formal analysis of the combined system under the adversary
model [19], and evaluation of traffic padding countermeasures
against website fingerprinting attacks documented by the
authors of [10].
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